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The following Mental Health/Disability Services of the East Central Region (Region) Privacy
Policies apply to all County employees who are members of the Region’s workforce, defined as
persons “whose conduct, in the performance of work for a Covered Entity, is under the direct
control of such entity, whether or not they are paid by the covered entity.” 42 CFR § 160.603.
MH/DS of the East Central Region is referred to interchangeably as “Region” and “Covered
Entity”.
Each of the nine Counties that is a member of the Region has agreed in an amendment to the
28E agreement between the Counties that “County and its employees shall adhere to the
Region’s HIPAA privacy and security policies when providing services to the Region as set out in
the 28E Agreement between the Region and the County.”
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INTRODUCTION
In 1996, Congress enacted the Health Insurance Portability and Accountability Act
(“HIPAA”). HIPAA has several provisions; however, the most relevant provisions to the Covered
Entity are those directed toward administrative simplification in the health care industry. As
part of this effort, Congress enacted significant requirements for health care providers with
regard to billing, use and disclosure of Individual information, and security measures to be
utilized by entities covered by HIPAA.
Although Congress did establish some requirements in HIPAA itself, it delegated
authority to the Secretary of the United States Department of Health and Human Services (the
“Secretary”) to develop and implement the regulatory scheme. The Secretary has promulgated
regulations for the main components of HIPAA’s administrative simplification provisions:
(1) Transaction Code Set Rules; (2) Privacy Rules; (3) Security Rules; (4) Breach Notification
Rules; and (5) Enforcement Rules.
The American Recovery and Reinvestment Act of 2009 (ARRA), included the Health
Information Technology for Economic and Clinical Health Act (“HITECH Act”). The HITECH Act
includes a number of provisions which significantly affect HIPAA covered entities and mandated
substantial revisions to the HIPAA regulations. A number of proposed regulations were enacted
following HITECH. Then, on January 25, 2013, final HIPAA regulations were published which
significantly amended the HIPAA privacy regulations, including changes to the requirement for
breach notification, the definition of business associate, business associate obligations, and the
definition of protected health information, among other significant changes (the “Final HIPAA
regulations”). Together, HIPAA, HITECH, and all related regulations (including the Final HIPAA
regulations) shall be referred to in this HIPAA manual as “HIPAA”.
The following is a brief summary of each of the main regulatory provisions under HIPAA:
Transactions/Code Sets. One major focus of HIPAA is in the area of electronic data
interchange. Specifically, the regulations require all health care providers, health care
clearinghouses and health plans who submit electronic transactions to do so in a nationally
standardized format. The purpose is to allow for uniformity in claims and other electronic data
communications between payors and providers. The regulations apply only to providers who
submit transactions electronically. As part of the regulations, the Secretary has published
implementation standards for providers to use when transmitting electronic transactions.
Privacy Rule. The HIPAA privacy provisions govern the use and disclosure of an
Individual’s Individually identifiable health information, known as “protected health
information” (“PHI”), including electronic protected health information (ePHI). These HIPAA
privacy regulations are referred to as the “Privacy Rule”. To prevent improper use or disclosure
of PHI, providers must develop and maintain numerous safeguards, including, but not limited
to, adopting compliant policies and procedures and training applicable workforce members.
The Privacy Rule establishes a foundation of Federal protections for the privacy of PHI. The
Privacy Rule does not replace federal, state, or other law that grants Individuals even greater
v

privacy protections. In the event state law or the Covered Entity policy is more restrictive than
the HIPAA privacy regulations, the more restrictive law or policy will apply.
Security Rule. The HIPAA regulations also address the security of PHI (in particular ePHI)
and require covered entities and business associates to adopt administrative, physical and
technical safeguards to protect the security of PHI. These HIPAA security regulations are
referred to as the “Security Rule”. The HIPAA security regulations require organizations to
evaluate existing security and confidentiality policies, as well as technical practices and
procedures, including access controls, audit trails, physical security and disaster recovery,
protection of remote access points, protection of external electronic communications, software
discipline and system assessment.
Breach Notification Rule. Under HIPAA, covered entities are required to notify
Individuals, the Secretary of HHS, and in some cases, the media, regarding certain breaches of
PHI. The term “breach” means the acquisition, access, use or disclosure of PHI in a manner that
is not permitted under the privacy regulations, which compromises the security or privacy of
the PHI. A breach is presumed to compromise the security or privacy of PHI unless the covered
entity can demonstrate through a risk assessment that there is a low probability of compromise
to the PHI. In some cases where notice is required, notice of the breach may also be required
to be posted on the organization’s website, and/or provided to major print or broadcast media.
Each covered entity must also maintain a log of breaches, which must be submitted to the
Secretary annually, except in cases in which more than 500 Individuals are affected, in which
case the Secretary must be notified immediately.
Enforcement Rule. Violations of HIPAA can result in civil monetary penalties and
criminal penalties for willful disclosures. While there is no private right of action under HIPAA,
Individuals who believe their rights have been violated may file a complaint directly with the
HHS Office of Civil Rights. If through preliminary information HHS determines that a violation
was likely due to willful neglect, it must conduct an investigation. If founded, HHS is then
required to impose a penalty on the violator. State attorneys general can also bring
enforcement actions under HIPAA. Civil monetary penalties under HIPAA range from a
minimum of $100 per violation to $50,000 per violation for a violation in which the covered
entity or business associate did not know and would not have known by exercising reasonable
diligence, to a minimum of $1000 per violation to $50,000 per violation for a violation due to
reasonable cause, but not willful neglect (with a maximum of $1.5M for violations of identical
provisions in a calendar year). For a violation due to willful neglect, the penalty range is a
minimum of $10,000, but not more than $50,000 per violation, depending on whether the
violation was corrected within 30 days of the date the violator knew or should have known of
the violation (up to $.1.5M for the identical violation in a calendar year), and the penalty could
range from a minimum of $50,000 up to $1.5M for an identical violation in a calendar year if
the willful neglect violation was not corrected within thirty days. Further, a portion of civil
monetary penalty proceeds can be distributed directly to harmed Individuals.
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HIPAA RECORD RETENTION POLICY
I.

POLICY

Covered Entity recognizes that HIPAA requires all documentation of HIPAA compliance to be
maintained for a period of at least six (6) years. To support Covered Entity’s commitment to
compliance with HIPAA, Covered Entity shall retain all records documenting HIPAA compliance
for at least the required retention period.
II.

PURPOSE

The purpose of this policy is to provide Individuals with guidance on the required retention
period for HIPAA documents, including examples of the type of records that must be retained.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.530(j)

PROCEDURE

Covered Entity shall retain all documentation of its HIPAA compliance for six years from the
date of its creation or the date when it was last in effect, whichever is later. The following are
more specific examples of the retention obligations for certain HIPAA compliance records:
A.

Accounting of Disclosures

Covered Entity shall retain the following for a period of at least 6 years from the date of its
creation or the date when it last was in effect, whichever is later:

B.

1)

the information required to be included in an Accounting of Disclosure
under HIPAA;

2)

all written requests by an Individual for an Accounting of Disclosures; and

3)

the written Accounting of Disclosures that is provided to the Individual.

Amendment of PHI

Covered Entity shall retain the following for a period of at least 6 years from the date of its
creation or the date when it last was in effect, whichever is later:
1)

all signed requests to amend PHI for a period of six (6) years;

2)

if a request for amendment to PHI is granted, a copy of the material sent
to the Individual and/or any third party in response to the amendment;
and
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3)

C.

If a request for amendment is denied, a copy of the written notice of
denial, the Individual’s statement of disagreement and Covered Entity’s
rebuttal, if applicable.

Business Associate Agreements

Covered Entity shall retain all signed Business Associate Agreements and underlying
agreements for a period of at least 6 years from the date of their creation or the date when
they last were in effect, whichever is later.
D.

De-Identified Information

Covered Entity shall retain all documentation related to HIPAA de-identified data for a period of
at least six (6) years from the date of creation or when last in effect, whichever is later.
E.

Documentation of HIPAA Uses and Disclosures

Covered Entity shall retain the following for a period of at least 6 years from the date of its
creation or the date when it last was in effect, whichever is later:
1)

policies and procedures related to the use and disclosure of PHI;

2)

all requests for use or disclosure of PHI, including Individual requests for
access, amendment and accounting, whether made by the Individual who
is the subject of the PHI or third parties;

3)

originals or signed copies of agreements with Business Associates
referring to the use or disclosure of PHI; and

4)

any and all forms related to the use or disclosure of PHI, including but not
limited to the following forms:
a)
b)
c)
d)
e)

F.

Authorization to Use or Disclose PHI;
Request to Access PHI;
Request to Amend PHI;
Complaint Form; and
Notice of Privacy Practices and any changes made thereto.

Family Involvement/Personal Representatives

Covered Entity shall retain the following for a period of at least 6 years from the date of its
creation or the date when it last was in effect, whichever is later:
1)

all HIPAA Authorizations to Use or Disclose PHI provided by an Individual’s family
members; and
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2)

all documentation provided regarding an Individual’s status as a personal
representative or guardian of an Individual.

G.

Health Oversight Disclosures

Covered Entity shall retain all documentation relating to a use or disclosure which was made to
a Health Oversight Agency for a period of at least 6 years from the date of its creation or the
date when it last was in effect, whichever is later. This shall include, at a minimum, the
following:
1)

the name of the person or entity requesting the information;

2)

the authority pursuant to which the Individual or entity is requesting the
information;

3)

the verification procedures used;

4)

the circumstances under which the information was sought and released; and

5)

the date of the disclosure and a copy of any and all information released.

H.

Judicial or Administrative Disclosures

Covered Entity shall retain the following for a period of at least 6 years from the date of its
creation or the date when it last was in effect, whichever is later:
1)

the original, or a copy, if appropriate, of the court or administrative tribunal’s
request;

2)

statements regarding assurances of notice to the Individual or statements
regarding a qualified protective order;

3)

the procedures used to verify the identity and authority of the requesting party;
and

4)

a copy of the PHI provided, if any.

I.

Law Enforcement Disclosures

Covered Entity shall retain all documentation relating to a use or disclosure which was made to
a Law Enforcement Official for a period of at least 6 years from the date of its creation or the
date when it last was in effect, whichever is later. This shall include, at a minimum, the
following:
1)

the authority pursuant to which the Individual or entity is requesting the
information;
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2)

the verification procedures used;

3)

the circumstances under which the information was sought and released; and

4)

the date of the disclosure and a copy of any and all information released.

J.

Limited Data Sets

Covered Entity shall retain all documentation relating to the creation, use or disclosure of a
limited data set for a period of at least 6 years from the date of its creation or the date when it
last was in effect, whichever is later. This shall include, at a minimum, the following:
1)

the name of the person or entity receiving the information;

2)

the purpose for which the limited data set was created, used or disclosed;

3)

the date of the creation, use or disclosure; and

4)

a copy of any and all information created, used or disclosed.

K.

Marketing

Covered Entity shall retain the following for a period of at least 6 years from the date of its
creation or the date when it last was in effect, whichever is later:
1)

written marketing policies and any and all revisions to those policies; and

2)

all signed Authorizations to use or disclose PHI for marketing; and

3)

copies of all marketing materials.

L.

Acknowledgement of Receipt of Notice of Privacy Practices

Covered Entity shall retain copies of any written acknowledgments of receipt of the Notice of
Privacy Practices, or, if not obtained, documentation of its good faith efforts to obtain such
written acknowledgment. Covered Entity must retain this documentation from the date of its
creation until six years after the date when it was last in effect.
M.

Authorizations

Covered Entity shall retain the signed Authorizations to Use or Disclose PHI for at least six years
from the date of its creation or the date when it last was in effect, whichever is later.
N.

Notice of Privacy Practices

Covered Entity shall retain a written and electronic copy of each effective HIPAA Notice of
Privacy Practices for a period of six years from the date of its creation or if later, the date it was
last in effect.
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O.

Privacy Officer

Covered Entity shall retain the following for a period of at least 6 years from the date of its
creation or the date when it last was in effect, whichever is later:
1)

the official designation of the Privacy Officer; and

2)

the job description for the Privacy Officer.

P.

Disclosures Required by Law

Covered Entity shall retain all documentation relating to a use or disclosure which was Required
by Law for a period of at least 6 years from the date of its creation or the date when it last was
in effect, whichever is later. This shall include, at a minimum, the following:
1)

the name of the person or entity requesting the information;

2)

verification of the identity and/or authority of the Individual requesting the
information; and

3)

a copy of any and all information released.

Q.

Uses and Disclosures of PHI for Research

Covered Entity shall retain all documentation relating to the use and disclosure of PHI for
research for a period of at least 6 years from the date of its creation or the date when it last
was in effect, whichever is later.
R.

Safeguarding of PHI

Covered Entity shall retain all documentation relating to the safeguarding of PHI for a period of
at least 6 years from the date of its creation or the date when it last was in effect, whichever is
later.
S.

Sanctions

Covered Entity shall retain all documentation relating to the investigation of potential violations
of HIPAA subject to sanctions and the imposition of sanctions for a period of at least 6 years
from the date of its creation or the date when it last was in effect, whichever is later.
T.

Training of Personnel

Covered Entity shall retain all documentation relating to training of personnel for a period of at
least 6 years from the date of its creation or the date when it last was in effect, whichever is
later.
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U.

Verification

Covered Entity shall retain all documentation relating to the verification of the identity and
legal authority of a public official or a person acting on behalf of the public official requesting
disclosure of PHI for a period of at least 6 years from the date of its creation or the date when it
last was in effect, whichever is later.
V.

Breach Notification

Covered Entity shall retain all documentation relating to the risk assessment performed in
analyzing a potential breach, a record of all breach notifications provided and a record of all
requests for law enforcement delays, for a period of at least 6 years from the date of its
creation or the date when it was last in effect, whichever is later.
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OVERVIEW: HANDLING USES AND DISCLOSURES OF PHI
I.

POLICY

Covered Entity shall Use and Disclose PHI only as permitted under HIPAA. All Covered Entity
workforce members should be familiar with HIPAA, the effect of HIPAA on their job functions,
and they must comply with this Policy at all times.
A determination of any use and disclosure shall also be made with respect to state and federal
law concerning mental health information, drug and alcohol treatment information and HIVrelated information. If state law (or federal law concerning drug treatment) is more protective
of an individual’s privacy or confidentiality, state law shall control.
II.

PURPOSE

The purpose of this Policy is to provide Covered Entity workforce with guidance as to the Uses
and Disclosures of PHI permitted by HIPAA.
III.

REQUIREMENTS AND EXPLANATION
A. Use and Disclosure of PHI is Restricted. Covered Entity workforce may Use or Disclose
PHI only as permitted by HIPAA. The permitted Uses and Disclosures are summarized
below.
B. Use and Disclosure for Treatment, Payment, or Health Care Operations. Covered
Entity may Use PHI for Treatment, Payment or Health Care Operations, without an
Authorization, as follows:
1)

Covered Entity may Use or Disclose PHI for its own Treatment, Payment or
Health Care Operations;

2)

Covered Entity may Disclose PHI for Treatment activities of another Health Care
Provider;

3)

Covered Entity may Disclose PHI to another Covered Entity or Health Care
Provider for the Payment activities of the entity that receives the information;

4)

Covered Entity may Disclose PHI to another Covered Entity for Health Care
Operations of the entity that receives the PHI if (a) Covered Entity and the other
Covered Entity had or have a relationship with the subject of the PHI; (b) the PHI
pertains to that relationship; and (c) the Disclosure is for one of the following
purposes:
i.

Conducting quality assessment and improvement activities (including
outcomes evaluation and development of clinical guidelines);
8

ii.
iii.
iv.
v.
vi.
vii.
viii.
ix.
x.

xi.
xii.
xiii.
5)

Population based activities relating to improving health or reducing
health care costs;
Protocol development;
Case management and care coordination;
Contacting of Health Care Providers and Individuals with information
about Treatment alternatives;
Related functions that do not include Treatment;
Reviewing the competence or qualifications of health care professionals;
Evaluating practitioner and provider performance;
Evaluating health plan performance;
Conducting training programs in which students, trainees or practitioners
in areas of health care learn under supervision to Covered Entity or
improve their skills as health care providers;
Training of non-health care professionals;
Accreditation, certification, licensing or credentialing activities;
Health care fraud and abuse detection or compliance.

If Covered Entity participates in an organized health care arrangement, it may
Disclose PHI to another participant in the organized health care arrangement for
any Health Care Operations of the organized health care arrangement.

C.

Use and Disclosure With Authorization. Covered Entity must obtain an Authorization
from the Individual who is the subject of PHI before using that PHI for any Use or
Disclosure not otherwise provided for under the Privacy Rule. Thus, Covered Entity
must obtain an Authorization before Using or Disclosing PHI in any manner other than
as described in this Policy. The Authorization must be in accordance with the
Authorization Policy contained in the Policy Manual.

D.

Uses and Disclosures That Require An Opportunity For the Individual To Agree or
Object. Covered Entity may Use or Disclose an Individual’s PHI for the purposes in this
paragraph without authorization, provided that the Individual has been informed in
advance of the Use or Disclosure and has an opportunity to agree or prohibit or restrict
the Disclosure. Such Uses and Disclosures are for either (a) a facility directory (typically
a list of a facility’s Individuals); or (b) to discuss an Individual’s care with a family
member or other person identified by the Individual.

E.

Uses and Disclosures That Do Not Require An Opportunity For the Individual To Agree
or Object. Covered Entity may Use an Individual’s PHI without authorization, and
without giving the Individual an opportunity to agree or prohibit or restrict the
Disclosure in certain situations specified by the Privacy Rule. These situations are where
Use or Disclosure is:

9

1)

REQUIRED BY LAW 45 C.F.R. §164.512(a) (See Required By Law Disclosures
Policy)

The Covered Entity may use or disclose PHI to the extent that the use or disclosure is
required by law. The Covered Entity will notify an Individual, as required by law, of any
such uses or disclosures.
2)

PUBLIC HEALTH 45 C.F.R. §164.512(b)

The Covered Entity may disclose PHI for public health activities and purposes that may
include:
a)
b)
c)
d)

e)

3)

Collecting and receiving information by a public health authority, for the
purpose of preventing or controlling disease, injury or disability;
Disclosures to a public health authority authorized to receive child abuse
or neglect reports;
Activities related to the quality, safety or effectiveness of FDA-related
products;
Contacting Individuals, if authorized by law, who may have been exposed
to a communicable disease or may otherwise be at risk of contracting or
spreading the disease; or
Disclosing information to an employer, if the Covered Entity provides
healthcare to the Individual at the request of the employer to conduct
drug testing or to evaluate whether the Individual has a work-related
illness or injury.

ABUSE OR NEGLECT 45 C.F.R. §164.512(c)

The Covered Entity may disclose PHI to the governmental entity or agency authorized to
receive information about victims of abuse, neglect or domestic violence, if the Covered
Entity believes an Individual has been a victim of abuse, neglect or domestic violence.
The disclosure will be made consistent with the requirements of federal and state laws.
The Covered Entity will notify the Individual of the disclosure unless, in the exercise of
professional judgment, the Covered Entity believes informing the Individual would place
them at risk of serious harm.
4)

HEALTH OVERSIGHT 45 C.F.R. §164.512(d) (See Health Oversight Uses and
Disclosures Policy)

The Covered Entity may disclose PHI to a health oversight agency for activities
authorized by law, such as audits, investigations and inspections.
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5)

LEGAL PROCEEDINGS 45 C.F.R. §164.512(e) (See Judicial or Administrative
Purposes Disclosure Policy)

The Covered Entity may disclose PHI in the course of any judicial or administrative
proceeding, in response to an order of a court or administrative tribunal (to the extent
such disclosure is expressly authorized), or in certain conditions in response to a
subpoena, discovery request or other lawful process.
6)

LAW ENFORCEMENT 45 C.F.R. §164.512(f) (See Law Enforcement Disclosures
Policy)

The Covered Entity may disclose PHI for law enforcement purposes, in the following
situations:
a)
b)
c)
d)
e)
f)
7)

If required by law (ex. reporting wounds or pursuant to a subpoena);
Limited information requests for identification and location purposes;
Pertaining to victims of a crime;
Suspicion that death has occurred as a result of criminal conduct;
In the event that a crime occurs on Covered Entity premises; and
Medical emergency if it is likely that a crime has occurred.

USES AND DISCLOSURES ABOUT DECEDENTS 45 C.F.R. §164.512(g)
a)

Coroners and Medical Examiners

The Covered Entity may disclose PHI to a coroner or medical examiner for
identification purposes, determining cause of death or for the coroner or
medical examiner to perform other duties authorized by law.
b)

Funeral Directors

The Covered Entity may disclose PHI to a funeral director, as authorized by law,
in order to permit the funeral director to carry out their duties. The Covered
Entity may disclose PHI in reasonable anticipation of death.
8)

CADAVERIC ORGAN, EYE OR TISSUE DONATION 45 C.F.R. §164.512(h)

The Covered Entity may disclose PHI to organ procurement, banking or transplantation
organizations for cadaveric organ, eye or tissue donation purposes.
9)

RESEARCH 45 C.F.R. §164.512(i) (See Research Uses and Disclosures Policy)

The Covered Entity may disclose PHI to researchers when their research has been
approved by an Institutional Review Board or a Privacy Board that has reviewed the
research proposal and established protocols to ensure the privacy of the PHI.
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10)

AVERTING A SERIOUS THREAT TO HEALTH OR SAFETY 45 C.F.R. §164.512(j) (See
Serious Threat Disclosures Policy)

Consistent with applicable federal and state laws, the Covered Entity may disclose PHI, if
in good faith, it believes that the use or disclosure is necessary to prevent or lessen a
serious and imminent threat to the health or safety of a person or the public. The
Covered Entity may also disclose PHI if it is necessary for law enforcement authorities to
identify or apprehend an Individual.
11)

SPECIALIZED GOVERNMENT FUNCTIONS 45 C.F.R. §164.512(k) (See Specialized
Government Functions Uses and Disclosures Policy)

a)

Military and Veterans Activities
The Covered Entity may disclose PHI of Individuals who are Armed Forces
personnel for activities deemed necessary by appropriate military command
authorities. The Covered Entity may disclose to the Veteran’s Affairs
Department PHI for the purpose of determining eligibility for benefits. The
Covered Entity may disclose PHI of an Individual who is foreign military
personnel to foreign military authority.

b)

National Security and Intelligence Activities
The Covered Entity may disclose PHI to authorized federal officials for
conducting national security and intelligence activities, including for the
provision of protective services to the President or others legally authorized.

c)

Correctional Institutions and Other Law Enforcement Custodial Situations
The Covered Entity may disclose to a correctional institution or law enforcement
official PHI for the purposes of providing health care; for the purpose of health
and safety of an Individual, other inmates or correctional employees; for the
purpose of law enforcement on the premises of the correctional institution; or
for the administration and maintenance of safety, security and other good order
of the correctional institution.

d)

Government Entities Providing Public Benefits
The Covered Entity as a health plan may disclose PHI relating to eligibility for
enrollment in the health plan to another agency administering a government
program providing public benefits if the sharing of eligibility or enrollment
information among such agencies or the maintenance of such information in a
single combined data system accessible to all such agencies is required. In
addition, the Covered Entity as a health plan may disclose PHI relating to the
program to another covered entity that is a government program providing
public benefits if the programs serve the same or similar populations and the
12

disclosure of PHI is necessary to coordinate functions of the programs or
improve administration and management.
12)

WORKERS’ COMPENSATION 45 C.F.R. §164.512(l)

PHI may be disclosed by the Covered Entity as authorized to comply with workers’
compensation laws and other similar legally established programs.
F.

Disclosures That Require a Business Associate Contract. (See Business Associate
Assurances Policy) Whenever Covered Entity engages a third party to perform or assist
in the performance of Covered Entity’s activities which may involve the use or disclosure
of PHI to such third party, Covered Entity will need to enter into a “Business Associates
Agreement” with such party. Covered Entity may Disclose PHI to a Business Associate,
or allow the Business Associate to create or receive PHI on Covered Entity’s behalf, if the
Business Associate enters into a contract with Covered Entity assuring that the Business
Associate will appropriately safeguard the PHI. See Covered Entity’s Business Associate
Assurances Policy for more information on this issue.

G.

Disclosures of Limited Data Sets. (See Limited Data Set Policy) Covered Entity may Use
or Disclose PHI that meets the definition of a Limited Data Set only if Covered Entity
enters into a Data Use Agreement with the recipient of the Limited Data Set, and if the
recipient will use the Limited Data Set only for research, public health or Health Care
Operations. Covered Entity may use PHI to create a Limited Data Set, and may Disclose
PHI to a Business Associate to create a Limited Data Set.
If Covered Entity personnel become aware of a pattern of activity that constitutes a
material breach or violation of a Data Use Agreement, the personnel should notify the
Privacy Officer, who will take reasonable steps to cure the breach or end the violation.
If these steps are unsuccessful, Disclosure of PHI to the Limited Data Set recipient must
be discontinued and the violation must be reported to the Secretary of the Department
of Health and Human Services.
Covered Entity may Disclose De-identified data without an Authorization only after it
has been properly De-identified in accordance with the De-Identification Policy in this
Manual.
Limited Data Sets will be released only to organizations that have signed a Data Use
Agreement that satisfies the Privacy Rule requirements and the identifying data has
been removed as required by the Privacy Rule. Limited Data Sets will be used only for
research, public health, or Health Care Operations purposes.
1)

Definition of Limited Data Set: A Limited Data Set is PHI that excludes the
following direct identifiers of the subject of the PHI, or of relatives, employers, or
household members of the subject of the PHI: (i) names; (ii) postal address
other than town, city, state and zip code; (iii) telephone numbers; (iv) fax
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numbers; (v) e-mail address; (vi) social security numbers; (vii) medical record
numbers; (viii) health plan beneficiary numbers; (ix) account numbers;
(x) certificate/license numbers; (xi) vehicle identifiers and serial numbers,
including license plate numbers; (xii) device identifiers and serial numbers;
(xiii) web universal resource locators; (xiv) internet protocol address numbers;
(xv) biometric identifiers, including finger and voice prints; and (xvi) full face
photographic images and any comparable images.
2)

Data Use Agreement. Covered Entity may Use or Disclose a Limited Data Set
(“LDS”) only if Covered Entity enters into an agreement with the recipient of the
Limited Data Set that:
a)
b)
c)
d)

Establishes the permitted Uses and Disclosures of the LDS by the
recipient;
Does not allow the recipient to Use or Disclose the LDS in a manner that
would violate the Privacy Rule if done by Covered Entity;
Establishes who is permitted to Use or Receive the LDS; and
Provides that the LDS recipient will:
i.
ii.
iii.
iv.
v.

Not Use or Disclose the LDS other than as permitted by the
agreement or otherwise required by law;
Use appropriate safeguards to prevent Use or Disclosure of the
information other than as provided for by the agreement;
Report to Covered Entity any Use or Disclosure of the LDS not
provided for by the agreement;
Ensure that any agents, including a subcontractor, to whom it
provides the LDS agrees to the same restrictions; and
Not identify the information or contact the Individuals.

If Covered Entity becomes aware of a pattern of activity of the LDS recipient that
constitutes a material breach or violation of the data use agreement, Covered
Entity must take reasonable steps to cure the breach or end the violation. If
these steps are unsuccessful, Covered Entity must discontinue Disclosure of PHI
to the LDS recipient and report the problem to the Secretary of Health and
Human Services (or her designee).
H.

The Minimum Necessary Standard. (See Minimum Necessary Policy) The minimum
necessary standard applies to all of Covered Entity’s Uses and Disclosures of PHI except
to (1) Disclosures to or requests by a health care provider when the PHI will be Used for
Treatment purposes; (2) Disclosures to the Individual who is the subject of the PHI; or
(3) Uses or Disclosures made pursuant to an Authorization requested by the Individual.
Covered Entity shall limit Use or Disclosure of PHI to the “minimum necessary,” as set
forth in guidance that the Secretary of the Department of Health and Human Services
will issue. Until the issuance of such guidance, Covered Entity shall limit Use and
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Disclosure of PHI, to the extent practicable, to the Limited Data Set, or, if needed, to the
minimum necessary to accomplish the intended purpose.
When Using or Disclosing PHI, or when requesting PHI from another entity, Covered
Entity must make reasonable efforts to limit PHI to the minimum necessary to
accomplish the intended purpose of the Use, Disclosure or request for health
information. Covered Entity must implement the following requirements after assessing
their own unique circumstances. The requirements do not require limiting PHI Use or
Disclosure to only what is absolutely the minimum necessary amount, but rather to
what may reasonably be necessary to accomplish the purpose of the Use or Disclosure.
1)

Covered Entity personnel’s access to PHI. Covered Entity must identify those
persons or classes of persons in its workforce who need access to PHI to carry
out their duties. For each such person or class of persons, Covered Entity must
identify the category or categories of PHI to which access is needed, and any
appropriate conditions to such access. Covered Entity must make reasonable
efforts to limit the access to PHI of such identified persons or classes of persons
to the identified categories of PHI.

2)

Minimum Necessary Disclosure of PHI.
a)

b)

3)

For Disclosures made on a routine and recurring basis, Covered Entity
must implement a standard protocol that limits the Disclosure to PHI
reasonably necessary to achieve the purpose of the Disclosure.
For non-routine Disclosures, Covered Entity must develop criteria for
determining and limiting such Disclosure to the minimum necessary PHI
to accomplish the purpose of the non-routine Disclosure. Such
Disclosures must be reviewed on a case by case basis in accordance with
these criteria.

Minimum Necessary Requests for PHI. For requests for PHI made on a routine
and recurring basis, Covered Entity must implement a standard protocol that
limits the Disclosure to PHI reasonably necessary to achieve the purpose of the
Disclosure.
For non-routine requests, Covered Entity must develop criteria for determining
and limiting Disclosure to the minimum necessary PHI to accomplish the purpose
of the non-routine Disclosure. Such requests must be reviewed on a case by
case basis in accordance with these criteria.

4)

Reasonable Reliance. Covered Entity may rely on a requested Disclosure for PHI
as being the minimum necessary for a stated purpose when the request is made
by:
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a)
b)
c)
d)
I.

J.

A public health official or agency for a Disclosure permitted under the
Privacy Rule;
Another Covered Entity;
A professional who is a workforce member or Business Associate of the
Covered Entity holding the PHI; or
A researcher with appropriate documentation from an Institutional
Review Board or Privacy Board.

Other Permitted Uses and Disclosures. Covered Entity may also Use or Disclose PHI as
follows:
1)

Covered Entity may Disclose PHI to the subject of the PHI;

2)

Covered Entity may Use or Disclose PHI incident to a Use or Disclosure permitted
or required by the Privacy Rule, provided that Covered Entity has complied with
the Minimum Necessary requirements and enacted reasonable safeguards to
prevent the intentional or unintentional Use or Disclosure of PHI that is not in
compliance with the Privacy Rule.

Mental Health Information and Other Situations in Which Iowa Law Provides Greater
Protection for Data. (See the Iowa Laws Providing Greater Protection Policy for further
information.) Iowa’s Mental Health Privacy Law at Iowa Code Chapter 228 provides
greater protection. Therefore, before disclosing Mental Health Information, the
Covered Entity must confirm with the Privacy Officer that such disclosure is permitted
under Iowa’s Mental Health Privacy Law at Iowa Code Chapter 228. Mental Health
Information is defined as oral, written, or recorded information which indicates the
identity of an Individual receiving professional services and which relates to the
diagnosis, course, or treatment of the Individual’s mental or emotional condition.
Covered Entity shall not disclose Mental Health Information except as set out in this
policy and in compliance with Iowa law regarding the disclosure of Mental Health
Information.
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IOWA LAWS REQUIRING GREATER PROTECTIONS POLICY
I.

POLICY

HIPAA is meant to be comprehensive and uniform throughout the United States. However,
HIPAA does not repeal (or “preempt”) any state laws that are not contrary to the provisions of
HIPAA, which: (1) are related to the privacy of individually identifiable health information that
are more stringent than HIPAA; (2) provide for the reporting of disease or injury, child abuse,
birth or death, or for the conduct of public health surveillance, investigation or intervention; (3)
require a health plan to report, or to provide access to, information for the purpose of
management audits, financial audits, program monitoring and evaluation, or the licensure or
certification of facilities or individuals; or (4) are approved based upon a determination of the
Secretary.
II.

PURPOSE

The purpose of this policy is to provide greater clarification regarding some of the most
common Iowa laws that are more protective than HIPAA, and thus, which must also be
followed when using or disclosing certain information. For additional information on the Iowa
legal HIPAA preemption analysis, refer to the following document which further analyzes HIPAA
preemption under many Iowa laws:
http://www.iowamedical.org/documents/legal/IowaHIPAAPreemptionAnalysis.pdf
III.

REFERENCES/CROSS-REFERENCES







IV.

45 C.F.R. §160.203
Iowa Code Chapter 228
Iowa Code Chapter 125
42 U.S.C. 290dd-2
42 C.F.R. Part 2
Iowa Code Chapter 141A

REQUIREMENTS AND EXPLANATION
A.

Mental Health Information Iowa Code Chapter 228.
1)

Definitions:
a)

b)

Mental Health Information is defined as oral, written, or recorded
information which indicates the identity of an Individual receiving
professional services and which relates to the diagnosis, course,
or treatment of the Individual’s mental or emotional condition.
Professional Services means diagnostic or treatment services for a
mental or emotional condition provided by the mental health
professional.
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2)

Covered Entity shall not disclose Mental Health Information except as set
out in this policy and in compliance with Iowa law regarding the
disclosure of Mental Health Information.

3)

In addition to the HIPAA rules governing the disclosure of PHI, the
following rules apply to disclosures of Mental Health Information:
a)

Voluntary Authorization. An Individual eighteen years of age or
older, or an Individual’s legal representative, may consent to the
disclosure of Mental Health Information relating to the Individual
by signing a voluntary authorization form.
i.

The authorization form shall:
1.
2.
3.

4.

5.
6.
7.
ii.

iii.

Specify the nature of the Mental Health
Information to be disclosed;
State the persons or type of persons authorized to
disclose the information;
State the purposes for which the information may
be used both at the time of the disclosure and in
the future;
Advise the Individual of the Individual’s right to
inspect the disclosed mental health information at
any time;
State that the authorization is subject to revocation
and state the conditions of revocation;
Specify the length of time for which the
authorization is valid; and
Contain the date on which the authorization was
signed.

A copy of the authorization shall be provided to the
Individual or to the legal representative of the Individual
authorizing the disclosure, and must be included in the
Individual’s record of Mental Health Information.
An Individual or an Individual’s legal representative may
revoke a prior authorization by providing a written
revocation to the recipient named in the authorization and
to the Individual/entity previously authorized to disclose
the Mental Health Information. The revocation is effective
upon receipt of the written revocation by the person
previously authorized to disclose the Mental Health
Information. After the effective revocation date, Mental
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Health Information shall not be disclosed pursuant to the
revoked authorization.
However, Mental Health
Information previously disclosed pursuant to the revoked
authorization may be used for the purposes stated in the
original written authorization.
b)

Disclosures in the Event of Medical Emergency or for Medical or
Mental Health Professional Services.
i.

c)

A recipient of Mental Health Information shall not disclose
the information received, except as specifically authorized
for initial disclosure. However, Mental Health Information
may be transferred at any time to another facility,
physician, or mental health professional in cases of a
medical emergency or if the Individual or the Individual’s
legal representative requests the transfer in writing for the
purposes of receipt of medical or mental health
professional services, at which time the requirements of
this policy regarding the disclosure of mental health
information shall be followed.

Disclosures to Providers
Administrative Disclosures.
i.

ii.

iii.

of

Professional

Services

and

An Individual shall be informed that Mental Health
Information relating to the Individual may be disclosed to
employees or agents of the or for the same mental health
facility, or to other providers of professional services or
their employees or agents if and to the extent necessary to
facilitate the provision of administrative and professional
services to the Individual.
Mental health professionals or facilities may disclose
administrative information necessary for the collection of
fees, to a person or agency providing collection services, as
well as additional information in civil litigation related to
the collection when necessary to respond to a motion by
the Individual for greater specificity or to dispute a
defense or counterclaim.
Mental health professionals or facilities may disclose
Mental Health Information if necessary for the purpose of
conducting scientific and data research, management
audits, or program evaluations of the mental health
professional or facility, only to persons who have
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iv.

d.

Compulsory Disclosures.
i.

e.

demonstrated and provided written assurance of their
ability to ensure compliance with Iowa Code Chapter 228.
Mental Health Information may be disclosed to other
providers of professional services or their employees or
agents if and to the extent necessary to facilitate the
provision of administrative and professional services to the
Individual.

Iowa Code §228.6 includes a number of situations in which
mental health professionals or facilities may disclose
Mental Health Information in order to meet certain
requirements under Iowa laws, or to meet the compulsory
reporting or disclosure requirements of other state or
federal law relating to the protection of human health and
safety.

Disclosures for Claims Administration and Peer Review.
i.

Mental Health Information may be disclosed by a mental
health professional, data collector, mental health facility
to a third party payor or to a peer review organization if:
1.
2.

ii.

The Individual or legal representative has given
prior written consent; and
The third party payor or the peer review
organization has filed a written statement with the
Iowa Commissioner of Insurance in which the filer
agrees to certain conditions. Note that self-insured
employers that have not filed such statement shall
not be granted routine or ongoing access to Mental
Health Information unless the employees or agents
have signed a statement indicating that they are
aware that the information shall not be used or
disclosed except as provided under Iowa law and
that they are aware of the penalty for unauthorized
disclosure.

Third party payors and peer review organizations shall not
use or disclose Mental Health Information to any person,
except as necessary to administer claims submitted or to
be submitted for payment to the third party payor, to
conduct a utilization and quality control review of mental
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health care services, to conduct an audit of claims paid, or
as otherwise authorized by law.
f.

Disclosures to Family Members.
i.

A mental health professional or facility may disclose
Mental Health Information to the spouse, parent, adult
child, or adult sibling of an Individual who has a chronic
mental illness if all of the following conditions are met:
1)
2)

3)

ii.

iii.

iv.

The disclosure is necessary to assist in the provision
of care or monitoring of the Individual’s treatment;
The spouse, parent, adult child, or adult sibling is
directly involved in providing care to or monitoring
the treatment of the Individual; and
The involvement of the spouse, parent, adult child,
or adult sibling is verified by the Individual’s
attending physician, attending mental health
professional, or a person other than the spouse,
parent, adult child, or adult sibling who is
responsible for providing treatment to the
individual.

A request for Mental Health Information by a person
authorized to receive such information under this section
shall be in writing, except in an emergency as determined
by the mental health professional verifying the
involvement of the spouse, parent, adult child, or adult
sibling.
Unless the Individual has been adjudged incompetent, the
person verifying the involvement of the spouse, parent,
adult child, or adult sibling shall notify the Individual of the
disclosure.
The Mental Health Information that can be disclosed
under this section is limited to the following:
1)
2)

3)

A summary of the Individual’s diagnosis and
prognosis;
A listing of the medication which the Individual has
received and is receiving and the Individual’s
record of compliance in taking medication
prescribed in the previous six months; and
A description of the Individual’s treatment plan.
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g.

Disclosures of Psychological Test Material.
i.

B.

Unless otherwise permitted under Iowa Code Chapter 228,
a person in possession of psychological test material shall
not disclose the test material to any other person,
including in any administrative, judicial or legislative
proceeding. However, in accordance with HIPAA, the
Individual who is the subject of the test material has a
right to access the material. Also, if the Individual so
requests in writing and completes a written authorization,
all records associated with a psychological test of the
Individual shall be disclosed to a psychologist licensed
under Iowa Code Chapter 154B who is designated by the
Individual.

h.

Record of Disclosures. Upon the disclosure of Mental Health
Information, the person disclosing the mental health information
shall enter a notation on and maintain the notation with the
Individual’s record of Mental Health Information, stating the date
of the disclosure and the name of the recipient of Mental Health
Information.

i.

Statements to Recipients. Further, the person disclosing Mental
Health Information shall give the recipient of the information a
statement which informs the recipient that disclosures may only
be made pursuant to the written authorization of an Individual or
an Individual’s legal representative, or as otherwise provided
under state and federal law, that the unauthorized disclosure of
mental health information is unlawful, and that civil damages and
criminal penalties may be applicable to the unauthorized
disclosure of Mental Health Information.

Chemical or Substance Abuse Iowa Code Chapter 125
1)

A physician or any person acting under the direction or supervision of a
physician or a Facility (as defined under Iowa Code §125.2) shall not
report or disclose to any law enforcement officer or agency, the name of
an Individual who has applied for voluntary treatment or rehabilitation
services for substance abuse, or the fact that the treatment was
requested or undertaken, nor shall such information be admissible as
evidence in any court, grand jury or administrative proceeding unless
authorized by the Individual seeking treatment.

2)

Further, if a minor personally makes application seeking such treatment,
the fact that the minor sought treatment or rehabilitation or is receiving
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treatment or rehabilitation services shall not be reported or disclosed to
the parents or legal guardian of such minor without the minor’s consent.

C.

3)

The registration records and other records of Facilities are confidential
and privileged to the Individual patient. However, the director of the
Iowa Department of Public Health may make available information from
patient’s records for purposes of research into the causes and treatment
of substance abuse as long as the information does not disclose any
Individual’s name or other identifying information.

4)

However, a patient’s records may be disclosed to medical personnel in a
medical emergency with or without patient consent.

5)

Records of the identity, diagnosis, prognosis, or treatment of a person
which are maintained in connection with the provision of substance
abuse treatment services are confidential under Iowa law. Further,
under federal law, 42 U.S.C. 290dd-2 and 42 C.F.R. Part 2, there are
additional restrictions on disclosures of drug abuse information obtained
by a federally assisted drug abuse program, that must be followed by
third party payors with regard to records disclosed to them by federally
assisted alcohol or drug abuse programs, entities having direct
administrative control over such programs, and persons who receive
patient records directly from such programs who are notified of the
restrictions on redisclosure of the records. These federal laws should be
reviewed carefully to determine if and how they apply in each
circumstance involving patient records regarding drug or alcohol abuse
treatment.

6)

Notice to accompany disclosure. Each disclosure made with the patient's
written consent must be accompanied by the following written
statement: “This information has been disclosed to you from records
protected by Federal confidentiality rules (42 CFR part 2). The Federal
rules prohibit you from making any further disclosure of this information
unless further disclosure is expressly permitted by the written consent of
the person to whom it pertains or as otherwise permitted by 42 CFR part
2. A general authorization for the release of medical or other information
is NOT sufficient for this purpose. The Federal rules restrict any use of the
information to criminally investigate or prosecute any alcohol or drug
abuse patient.”

HIV/Acquired Immune Deficiency Syndrome Iowa Code Chapter 141A.
1)

Any information related to HIV or AIDS tests, including reports and
records obtained, submitted or maintained pursuant to Iowa Code
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Chapter 141A is strictly confidential medical information and shall not be
disclosed except as provided under Iowa Code Chapter 141A.
2)

Iowa Code Chapter 141A includes numerous provisions addressing when,
and under what circumstances, HIV/AIDS information can be disclosed.
Confidential information disclosed pursuant to Iowa Code Chapter 141A
should include a notice to the recipient that the recipient must continue
to maintain the confidentiality of the information and that the recipient
must not further disclose the information without a specific authorization
of the Individual or as otherwise permitted by law. A general
authorization for the release of HIV/AIDS information is not sufficient,
thus any authorization form must include an opportunity for the
Individual to specifically authorize the release of such information.
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ACCESSING PHI POLICY
I.

POLICY

Covered Entity recognizes that Individual rights are a critical component to maintaining quality
care and service, and is committed to allowing Individuals to exercise their rights under
applicable federal, state and/or local laws and regulations. To support this commitment,
Covered Entity maintains written Policies and Procedures to provide guidance when faced with
a request by an Individual for access to his or her PHI.
II.

PURPOSE

The purpose of this policy is to provide Individuals with access to PHI when such access is
required and appropriate.
III.

REFERENCES/CROSS-REFERENCES
45 C.F.R. §164.524

IV.

PROCEDURE
A.

General Rule

Under the Privacy Rule, Individuals may request access to their PHI which is found in the
records Covered Entity keeps. Covered Entity, in most situations, is obligated to provide the
Individual with the requested information. This access may be in various forms, including
allowing the Individual to inspect and/or obtain a copy of the PHI held by Covered Entity,
including electronic copies if possible. In certain situations, Individuals are not entitled to have
access to the requested information, which are set forth in greater detail below. If the request
for access is denied, an Individual may be entitled to a review of that denial. It is anticipated
that most requests for access to an Individual’s PHI will be accommodated. However, in some
situations, the determination will be made to deny access. This Policy is designed to set forth
the procedures Covered Entity should follow in responding to a request for access.
B.

Processing Requests

Because of the many complexities surrounding a request for access under the Privacy Rule, it is
Covered Entity’s Policy to refer requests for access to the Privacy officer or designee who will
review the request to determine if the Individual is eligible to receive requested PHI.
C.

Form of Request

Covered Entity shall request that the Individual requesting access to PHI complete an
appropriate form.
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D.

E.

Response Time for Request for Access
1)

Respond Within Thirty Days. Upon receipt of the request to access PHI,
Covered Entity will, within thirty (30) days: (a) inform the Individual of
the acceptance of the request to provide access and provide the access
requested; or (b) provide the Individual with a written denial.

2)

One Thirty Day Extension. In certain circumstances, Covered Entity may
extend the time required to respond to the request by an additional
thirty (30) days as long as: (1) Covered Entity, within thirty days, provides
the Individual with a written statement of the reasons for the delay and
the date by which the Covered Entity will complete its action on the
request; and (2) Covered Entity may only have one such delay per
request. This delay should be the exception and not the rule, however,
and the reason for delay in responding to the request for access must be
documented and retained by the Covered Entity.

Approving Request for Access
1)

All Access. Covered Entity will provide the Individual with access to the
PHI in the form or format requested by the Individual, if the PHI is readily
reproducible in such form or format. If the information is not readily
reproducible in the form or format requested, then Covered Entity will
provide the Individual with access to the PHI in a readable hard copy form
or such other form as agreed to by the Individual and Covered Entity.

2)

Electronic Access. If Covered Entity maintains one or more Designated
Record Sets in electronic form, then an Individual has the right to receive
a copy of the PHI maintained electronically in the Designated Record Sets
in the electronic form and format the Individual requests, if readily
producible in that form and format. If not readily producible in the
electronic form and format requested, the Individual has the right to
receive such PHI in another readable electronic format as the Individual
and Covered Entity agree.

3)

Inspection/Mailing. If requested by the Individual, Covered Entity will
arrange with the Individual for a convenient time and place to inspect or
obtain a copy of the PHI, or mailing of the PHI within the specified time
period.

4)

Summary. A summary of the requested PHI may be provided in lieu of
access to the information only when the Individual had agreed to such
summary in advance, and to any related fees imposed.
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F.

5)

Designated Person. If the Individual directs the Covered Entity to
transmit a copy of the PHI directly to another person, Covered Entity
must provide a copy to such person. However, Covered Entity should
ensure that the Individual designated the other person in writing and
clearly specified where to send the PHI.

6)

Written Approval. If Covered Entity approves the request for access, the
Access Request Form must be completed by Covered Entity including
signature and date noting acceptance of the request to access.

Denying Request for Access

Covered Entity may deny the Individual’s request for access in certain situations, some of which
will trigger the right to have the denial reviewed, in accordance with the criteria described
below.
1)

Unreviewable Grounds for Denial of Access to PHI

The Covered Entity may deny an Individual access to PHI, without providing the Individual an
opportunity for review, for the following reasons:
a)

Individuals have a right of access to inspect and obtain PHI about the
Individual in a designated record set, for as long as the information is
maintained by the Covered Entity, except for:
i.
ii.
iii.

b)

c)

d)

Psychotherapy notes;
Information compiled in reasonable anticipation of, or for use in,
a legal proceeding; or
PHI maintained by the Covered Entity that is subject to or
exempted from the Clinical Laboratory Improvements
Amendments of 1988 (CLIA).

The Covered Entity is a health care provider acting under the direction of
a correctional institution and has determined that the requested
information would jeopardize the health, safety, security, custody or
rehabilitation of the Individual or other inmates, or the safety of a
correctional employee or other person responsible for transporting the
Individual;
The information requested was obtained under a promise of
confidentiality from someone other than the Covered Entity and the
inspection or copying will likely reveal the source of the information;
The PHI is obtained by the Covered Entity in the course of research that
includes treatment of the research participants, while such research is in
progress. For this exception to apply, the Individual must have agreed to
the denial of access in conjunction with the Individual’s consent to
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e)
2)

participate in the research and the covered provider must have informed
the Individual that the right of access will be reinstated upon completion
of the research; or
The PHI requested is also subject to the Privacy Act set out in federal law
at 5 U.S.C. §552a.

Reviewable Grounds for Denial of Access to PHI

The Covered Entity shall provide the Individual with a right to review the following reasons for
denial:
a)

b)

c)

3)

If a licensed health care professional has determined, in the exercise of
professional judgment, that the access requested is reasonably likely to
endanger the life or physical safety of the Individual or another person;
The PHI requested makes reference to someone other than the Individual
(unless such person is a health care provider) and a licensed health care
professional has determined, in the exercise of professional judgment,
that the access requested is reasonably likely to cause serious harm to
that other person; or
The request is made by an Individual’s personal representative and a
licensed health care professional has determined, in the exercise of
professional judgment, that the provision of access to such personal
representative is reasonably likely to cause substantial harm to the
Individual or another person.

Response to the Individual in the Event of a Decision to Deny Access
a)

b)

Written Notice of Denial. If Covered Entity has determined that it will
deny the Individual’s request for access, Covered Entity will provide a
timely (per the time frames required under this Policy), written denial to
the Individual. The denial shall be written in plain language and shall
include: (i) the basis for the denial; (ii) if applicable, the statement of the
Individual’s right to have the denial reviewed, including a description of
how the Individual can exercise these rights; and (iii) a description of how
the Individual may complain to Secretary of Health and Human Services,
including the name or title and telephone number of the contact person.
Procedure in Grounds for Review. If access is denied and the Individual
has grounds for review, the Individual has the right to have a denial
reviewed by a licensed health care professional who is designated by the
Covered Entity to act as a reviewing official and who did not participate in
the original decision to deny access. If the Individual requests such
review, the Covered Entity must promptly refer a request for review to
such designated reviewing official. The designated reviewing official
must determine, within a reasonable period of time, whether or not to
deny the access requested. The Covered Entity must provide or deny
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access in accordance with the determination of that official, and must
promptly notify the Individual of the determination.
G.

Fees

Covered Entity may assess a fee to the Individual for the costs associated with granting access
to the requested PHI. Fees shall be reasonable and based on cost and may only be assessed for
the costs associated with:

H.

1)

Labor for copying the PHI requested by the Individual whether in paper or
electronic form;

2)

Supplies for creating the paper copy or electronic media if the Individual
requests that electronic copy be provided on portable media;

3)

Postage when the Individual had requested the copy or the summary or
explanation be mailed; and

4)

Preparing an explanation or summary of the PHI. The fee may not include costs
associated with searching for and retrieving the requested information.

Documentation and Record Retention Requirements:
1)

Forms. Covered Entity (specifically the Privacy Officer) shall retain a copy of the
signed Request to Access PHI form for a period of six (6) years.

2)

Responses to Requests. If a request for access to PHI is granted, the Privacy
Officer will maintain a copy of the material sent to the Individual and/or any
third party in response to the request for access. If a request for access is
denied, Privacy Officer will maintain a copy of the written notice of denial, the
Individual’s statement of disagreement and the Covered Entity’s rebuttal, if
applicable. All documentation required under this section must be retained for a
period of at least six (6) years.
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INSTRUCTIONS FOR RESPONDING TO REQUESTS FOR ACCESS
1)
2)
3)
4)
5)
6)

Provide the Individual with the Individual Request for PHI Form.
Inform the Individual that the Covered Entity will notify the Individual of its decision.
Inform the Individual of the grounds on which the Covered Entity can deny access.
Send the Individual written notice of acceptance or denial.
If request is accepted, allow Individual to obtain requested information.
Upon releasing information, any documents released will have the client name highlighted
on each page of information released in order to identify that each page of the information
being released belongs to that record set.
7) Place all denials or acceptances in the Individual’s designated record set.
SEE INDIVIDUAL REQUEST FOR PHI FORM AND NOTICE OF DECISION REGARDING REQUEST
FORM ATTACHED TO THIS HIPAA MANUAL
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DOCUMENTING USES AND DISCLOSURES OF PHI POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individuals’ PHI and
appropriately documenting the various Policies, Procedures and other administrative
requirements of HIPAA.
II.

PURPOSE

The purpose of this policy is to provide guidance and ensure compliance with provisions of
HIPAA related to maintenance of Policies, Procedures and other administrative requirements.
III.

REFERENCES/CROSS-REFERENCES



IV.

45 C.F.R. §164.530(i)
45 C.F.R. §164.530(j)

PROCEDURE
A.

Administrative Requirements under the Privacy Rule. The Privacy Rule requires
Covered Entity to develop and implement Policies and Procedures related to PHI
that are designed to comply with the standards under the Privacy Rule, as from
time to time amended. Covered Entity must maintain documentation, in written
or electronic form, of Policies, Procedures, communications and other
administrative documents as required by the Privacy Rule for a period of at least
six years from the date of creation or the date when last in effect, whichever is
later.

B.

Changes in the Privacy Rule or Other Laws. Covered Entity will promptly
incorporate into its policies, procedures and other administrative documents any
and all changes in the Privacy Rule and other federal, state and/or local laws that
relate to the use and/or disclosure of PHI.

C.

Changes to Policies, Procedures or Other Administrative Documents. If a
policy, procedure or other administrative document is changed as a result of a
change in practice or a change in law, the changes shall be documented and
implemented as soon as is reasonably practicable.

D.

Specifics of Requirements Related to Documentation. Covered Entity will
maintain the following documentation in an organized manner:
1)

Requests for use or disclosure of PHI, including Individual requests for
access, amendment and accounting, whether made by the Individual who
is the subject of the PHI or third parties;
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2)

Originals or signed copies of agreements with Business Associates
referring to the use or disclosure of PHI;

3)

All of Covered Entity’s Policies, Procedures, and protocols required by the
Privacy Rule, including policies related to the use and disclosure of PHI;
and

4)

Any and all forms related to the use or disclosure of PHI, including but
not limited to the following forms:
a)
b)
c)
d)
e)

E.

Authorization to use or disclose PHI;
Request to Access PHI;
Request to Amend PHI;
Complaint Form; and
Notice of Privacy Practices and any changes made thereto.

Security of Documentation. Documentation shall be maintained in a secure
manner, with access appropriately limited to members of the Covered Entity
workforce authorized to access the documentation.
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ACCOUNTING OF DISCLOSURES POLICY
I.

POLICY

Covered Entity recognizes that Individual rights are a critical component to maintaining quality
care and service, and is committed to allowing Individuals to exercise their rights under
applicable federal, state and/or local laws and regulations. To support this commitment,
Covered Entity maintains written Policies and Procedures to provide guidance to Covered Entity
workforce members when faced with a request by an Individual for an accounting of the uses
and disclosures of PHI Covered Entity has made.
II.

PURPOSE

The purpose of this policy is to provide guidance in responding to an Individual’s request for an
accounting in accordance with the Privacy Rule and HITECH.
III.

REFERENCES/CROSS-REFERENCES



IV.

45 C.F.R §164.528
Section 13405(c) of HITECH

PROCEDURE
A.

Right to an Accounting

An Individual has the right to receive an accounting of disclosures of PHI made by the Covered
Entity in the 6 years prior to the date on which the accounting was requested, except for
disclosures:
1)

To carry out treatment, payment and health care operations (except, if
and when required by HITECH1);

1

HITECH provides that the exception in the HIPAA accounting rule for disclosures for treatment, payment and
health care operations no longer applies to disclosures made through an electronic health record (the “TPO
Disclosures”). While HITECH significantly expands an Individual’s right to information by including TPO
Disclosures in the accounting rule (which would likely encompass most disclosures made about Individuals),
HITECH also states that an Individual only has a right to receive an accounting of such TPO Disclosures made
during the three-year period prior to the date of the request (rather than the six-year time period currently provided
under the accounting rules). On May 31, 2011, the Department of Health and Human Services (“HHS”) published a
Notice of Proposed Rulemaking (“NPRM”), proposing amendments to the HIPAA rules on accounting of
disclosures in order to implement the statutory requirements under HITECH (described above). 76 Fed. Reg. 31426
(May 31, 2011). The NPRM proposes to amend HIPPA in two respects: (1) It makes several changes to the current
rules on accounting of disclosures of protected health information; (2) It adds an Individual right to receive an
access report indicating who has accessed (including both uses and disclosures) protected health information
maintained in an electronic designated record set, about the Individual. The proposed accounting rules and access
report rules have been the subject of great controversy due to the substantial administrative burdens the proposals
were perceived to create for covered entities and business associates. Notably, HHS did not include these proposals
in the final HIPAA rules that were published this year on January 25, 2013. HHS has advised that the HITECH
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2)

To Individuals of PHI about them;

3)

Incident to a use or disclosure otherwise permitted2;

4)

Pursuant to an authorization;

5)

For national security;

6)

To correctional institutions or law enforcement officials;

7)

As part of a limited data set; or

8)

If it occurred prior to the compliance date for the Covered Entity.

The Covered Entity shall temporarily suspend an Individual’s right to receive an accounting of
disclosures to a health oversight agency or law enforcement official, at the request of a health
oversight agency or law enforcement official, if the Covered Entity is provided a written
statement that such accounting would be reasonably likely to impede the agency’s action. In
addition, the agency must also state a time for which the suspension is required. If the
statement is given orally, the Covered Entity shall document the statement including the
agency’s or official’s identity and the suspension cannot be longer than 30 days.
B.

Content of an Accounting

The Covered Entity shall provide the Individual with a written accounting that includes the
disclosures of PHI that occurred during the past 6 years (or shorter period if requested by the
Individual) prior to the date of the request for accounting, including disclosures to or by
business associates of the Covered Entity. The accounting shall include the following for each
disclosure:
1)

Date of the disclosure;

2)

Name of the entity or person who received the PHI and, if known, the
address of such entity or person;

3)

Brief description of the PHI disclosed; and

Act’s mandate to amend the HIPAA rules on accounting of disclosures will be the subject of future rulemaking, with
no specific future date announced. It is unknown whether HHS will proceed with the same (controversial) rules it
proposed in the NPRM or whether HHS will scrap the proposed rules and publish a different set of rules on
accounting of disclosures taking into account the large number of comments and concern about the current proposed
rules. Until such time as final regulations on this topic are published, the Covered Entity’s HIPAA policies will not
include any changes on this topic from the HITECH Act.
2

Covered Entity is not required to include in an Accounting of Disclosures, disclosures that were made incidental to
another use or disclosure that is permissible under the Privacy Rule, however, to minimize incidental Disclosures,
Covered Entity will take precautions to reasonably safeguard PHI as required by the Privacy Rule; and Disclose only
the minimum amount of PHI necessary to accomplish the intended purpose of the Disclosure.
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4)

Brief statement of the purpose of the disclosure that reasonably informs
the Individual of the basis for the disclosure or, in lieu of such statement,
a copy of a written request for the disclosure.

If, during the period covered by the accounting, the Covered Entity has made multiple
disclosures of PHI to the same person or entity for a single purpose, the accounting may, with
respect to such multiple disclosures, provide the information listed above for the first
disclosure. In addition, the Covered Entity shall provide the frequency, periodicity or number of
disclosures made during the accounting period and the date of the last such disclosure during
the accounting period.
C.

Provision of the Accounting

The Privacy Officer shall process all accounting requests. The Covered Entity shall act on the
Individual’s request for an accounting, no later than 60 days after the request is made, as
follows:
1)

Provide the Individual with an accounting; or

2)

If the Covered Entity is unable to provide the accounting within the 60 days, the
Covered Entity can extend the time to provide the accounting by no more than
30 days if the Covered Entity provides the Individual with a written statement
with the reason for the delay and the date by which the Covered Entity shall
provide the accounting. The Covered Entity may only have one extension per
request for accounting.

The Covered Entity shall provide the first accounting to an Individual for any 12-month period
without charge. The Covered Entity may impose a reasonable, cost-based fee for subsequent
requests for an accounting by the same Individual within the 12 month period, provided that
the Covered Entity informs the Individual in advance of the fee and provides the Individual with
an opportunity to withdraw or modify the request.
D.

Electronic Health Records

If and to the extent Covered Entity uses or maintains an Electronic Health Record, as that term
is defined in § 13400 of HITECH, with respect to PHI, Covered Entity shall respond to requests
from Individuals for an accounting of Disclosures as described in § 13405(c) of HITECH if, and
when, required by § 13405(c) of HITECH.
E.

Form of Request

Covered Entity shall require Individuals to direct requests for an accounting of PHI to the
Privacy Officer. The Privacy Officer shall request that the Individual requesting access to PHI
complete an appropriate form.
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F.

Documentation

The Covered Entity shall document and retain the documentation, including the written
accounting provided to the Individual and the titles of the person or offices responsible for
receiving and processing requests for an accounting.
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INSTRUCTIONS RELATED TO REQUESTS FOR ACCOUNTING
1) Provide the Individual with a Request for Accounting of Disclosures Form.
2) Provide the necessary disclosures to the Individual.
3) Retain documentation to be included in the Individual’s designated record set.
SEE REQUEST FOR ACCOUNTING DISCLOSURE LOG FORM AND REQUEST FOR ACCOUNTING OF
DISCLOSURES FORM ATTACHED TO THIS HIPAA MANUAL

37

AMENDING PHI POLICY
I.

POLICY

Covered Entity recognizes that Individual rights are a critical component to maintaining quality
care and service, and is committed to allowing Individuals to exercise their rights under
applicable federal, state and/or local laws and regulations. To support this commitment,
Covered Entity will maintain written Policies and Procedures to provide guidance when faced
with a request by an Individual to amend his or her PHI.
II.

PURPOSE

The purpose of this policy is to provide Individuals with the right to amend PHI when such
amendment is required and appropriate.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.526

PROCEDURE
A.

General Rule

An Individual has the right to request that Covered Entity amend PHI about the Individual that is
contained in a designated record set of Covered Entity, for as long as the PHI is maintained by
the Covered Entity. However, the Covered Entity has the right, under certain circumstances
that are further described in this policy, to deny a request for amendment.
B.

Form of Request

The Covered Entity shall require Individuals to direct requests for amendment of their PHI to
the Privacy Officer, who shall request that the Individual requesting amendment to PHI
complete an appropriate form.
C.

Accepting an Individual’s Request for Amendment

If the Covered Entity has no grounds to deny the Individual’s request for amendment, the
Covered Entity must do all of the following:
1)

Make the appropriate amendment to the Individual’s PHI or record. The
Covered Entity should, at a minimum, identify records that are affected
by the amendment and append or otherwise provide a link to the
location of the amendment.

2)

Inform the Individual on a timely basis that the amendment is accepted
and obtain the Individual’s identification of an agreement to have
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Covered Entity notify the relevant persons with whom the amendment
needs to be shared.
3)

Make reasonable efforts to inform and provide the amendment within a
reasonable time to:
a)
b)

D.

persons identified by the Individual as having received PHI and
needing the amendment; and
persons, including business associates, that Covered Entity knows
have the unamended information and may have relied, or might
rely in the future, on the information to the detriment of the
Individual.

Denying an Individual’s Request for Amendment

Under certain circumstances, Covered Entity may deny the Individual’s request for amendment
to his or her PHI held by Covered Entity.
1)

Permissible Reasons for Denial. Covered Entity may deny a request for
amendment only for the following reasons:
a)

b)
c)
d)
2)

The PHI was not created by Covered Entity unless the Individual provides
a reasonable basis to believe that the originator of the PHI is no longer
available to act on the requested amendment;
The PHI is not part of the Individual’s Designated Record Set;
The PHI would not be available for inspection under Covered Entity’s
policy regarding the Individual’s right to access records; or
The PHI is complete and accurate.

Denial Procedures. If Covered Entity denies the requested amendment, in whole
or in part, Covered Entity must take the following steps.
a)

Covered Entity must provide the Individual with a valid, written denial
that explains:
i.
ii.
iii.
iv.

b)

the basis for the denial;
how the Individual may file a written statement disagreeing with
the denial;
the Individual’s option with respect to future disclosures of the
disputed information; and
how the Individual may make a complaint to HHS.

Covered Entity must permit the Individual to submit to Covered Entity a
written statement disagreeing with the denial and the basis for the
disagreement.
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c)

d)

e)

Covered Entity may prepare a written rebuttal to the Individual’s
statement of disagreement. If Covered Entity prepares a rebuttal, it must
provide a copy to the Individual.
Covered Entity must identify, as appropriate, the information in the
Individual’s record that is the subject of the disputed amendment and
append or otherwise link to this information the request for an
amendment, Covered Entity’s denial of this request, the Individual’s
statement of disagreement, and Covered Entity’s rebuttal to the
information.
Covered Entity must adhere to the following guidelines if it makes future
disclosures of the Individual’s disputed PHI:
i.

ii.

E.

If the Individual has submitted a statement of disagreement,
Covered Entity must include either the material appended to the
record, or an accurate summary of it, with any subsequent
disclosure of the PHI to which the disagreement relates.
If the Individual has not submitted a written statement of
disagreement, Covered Entity has to include the appended
information with any subsequent disclosure only if the Individual
has requested that Covered Entity do so.

Receiving a Notice of Amendment From Other Health Care Providers or Health
Plans.

Other health care providers or health plans may contact Covered Entity to let it know that they
have made amendments to the Individual’s PHI. All such contacts shall be forwarded to the
Privacy Officer. When Covered Entity is informed by another health care provider or health
plan of an amendment to an Individual’s PHI, Covered Entity must make necessary
amendments to the PHI in its records. The notice of amendment should be retained by
Covered Entity, with a copy forwarded to the Privacy Officer.
F.

Time Period for Acting on Requests

Covered Entity must act on an Individual’s request for an amendment within 60 days of the
receipt of the request, including making the requested amendment or sending a written denial.
When a request for amendment is received by Covered Entity, that request must be forwarded
immediately to the Privacy Officer. If Covered Entity is unable to act on the request for
amendment within 60 day, the Privacy Officer shall notify the Individual, within the initial
60 day time period, that it is extending the time for response by an additional 30 days, and
provide the Individual with a written statement of the reasons for the delay and the date by
which Covered Entity will complete its action on the request. The Covered Entity can only have
one such extension per amendment request.
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INSTRUCTIONS FOR RESPONDING TO A REQUEST FOR AMENDMENT
1) Have the Individual complete the Request for Amendment of PHI Form.
2) Explain to the Individual that the information will be reviewed and a decision will be made
on whether the correction is accepted or denied.
3) If the amendment is accepted, the PHI or designated record set shall be amended or
appended with the requested amendment.
4) The Covered Entity shall notify others affected by the amendment, including business
associates.
5) Explain the Individual’s right to write a statement of disagreement for any denials and the
Covered Entity’s right to rebut the statement of disagreement.
6) Place the completed form in the Individual’s designated record set and give a copy to the
Individual.
7) The Covered Entity will retain the correction/amendment form for a period of 6 years.
8) Explain to the Individual that this information will accompany the designated record set
anytime a request is made to release information.
9) If a statement of disagreement is filed pursuant to a Covered Entity denial, attach to the
Individual’s designated record set.
10) If a rebuttal statement is provided by the Covered Entity, attach to the Individual’s
designated record set and provide a copy to the Individual.
SEE ATTACHED INDIVIDUAL’S REQUEST FOR AMENDMENT OF PHI FORM
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REQUESTS FOR PRIVACY PROTECTION FOR PHI POLICY
I.

POLICY

Covered Entity is committed to ensuring the confidentiality of PHI and ensuring the rights of
Individuals under HIPAA to request restrictions of uses and disclosures of their PHI and requests
to receive communications of PHI by alternative means or at alternative locations.
II.

PURPOSE

To set out procedures for Covered Entity workforce to follow to enable Individuals to request
restrictions on uses and disclosures of their PHI and to request alternative means of
communication.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.522

PROCEDURE
A.

Requesting Restrictions

The Covered Entity shall permit an Individual to request that the Covered Entity restrict:

B.

1)

Uses and disclosures of PHI about the Individual to carry out treatment,
payment or health care operations; and

2)

Disclosures made to family members or others pursuant to §164.510
under which the Covered Entity can generally disclose PHI to family
members or others who are involved in the Individual’s care or payment
for care.

Covered Entity’s Response to Requests for Restriction
1)

General Rule. Except as set forth below, the Covered Entity is not
required to agree to the requested restriction.

2)

Voluntary Agreement to a Restriction. If the Covered Entity does agree to
restrict PHI, the Covered Entity shall not use or disclose PHI in violation of
such restriction, except if the restricted information is needed in an
emergency situation. If restricted information is disclosed during an
emergency situation, the Covered Entity shall request that the health
care provider not further use or disclose the restricted information. The
Covered Entity may not agree to a restriction on disclosure of PHI if the
HIPAA privacy provisions require the disclosure.
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3)

C.

Mandatory Agreement to a Restriction. A Covered Entity must agree to
the request of an Individual to restrict disclosures of such Individual’s PHI,
if the disclosure is to a health plan for purposes of carrying out payment
or healthcare operations (and is not for treatment purposes), and the PHI
pertains solely to a healthcare item or service for which the Covered
Entity was paid out of pocket in full.

Terminating a Restriction

The Covered Entity may terminate its agreement to a restriction, if:

D.

1)

The Individual agrees to or requests the termination in writing;

2)

The Individual orally agrees to the termination and the oral agreement is
documented; or

3)

The Covered Entity informs the Individual that it is terminating its
agreement to a restriction, except that such termination is only effective
with respect to PHI created or received after it has so informed the
Individual, and the termination is not effective with respect to PHI that
the Covered Entity is mandated to agree to restrict upon the Individual’s
request, as set out in this Policy above.

Confidential Communications
1)

A Covered Entity that is a health care provider shall permit Individuals to
request and shall accommodate reasonable requests by Individuals to
receive communications of PHI from the Covered Entity by alternate
means or at alternate locations. The Covered Entity cannot require an
explanation from the Individual as to the basis for the request as a
condition of providing communications on the confidential basis.

2)

A Covered Entity that is a health plan shall permit Individuals to request
and shall accommodate reasonable requests by Individuals to receive
communications of PHI by alternate means and at alternate locations, if
the Individual clearly states that the disclosure of all or part of that
information could endanger the Individual.

3)

Conditions on Providing Confidential Communications.
a)
b)

The Covered Entity may require an Individual to a make a request
for a confidential communication in writing.
The Covered Entity may condition the provision of a reasonable
accommodation on:
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i.
ii.

When appropriate, information on how payment, if any,
will be handled; and
Specification of an alternate address or other method of
contact.
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INSTRUCTIONS RELATED TO ASSISTING INDIVIDUALS IN REQUESTING RESTRICTIONS AND
CONFIDENTIAL COMMUNICATIONS
1. Provide the Individual with appropriate forms.
2. If reasonable, change communications to alternate means or location.
3. Retain documentation to be included in the Individual’s designated record set.
SEE ATTACHED REQUEST FORM FOR INDIVIDUALS TO COMPLETE WHEN REQUESTING
ALTERNATIVE MEANS OF CONFIDENTIAL COMMUNICATIONS
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AUTHORIZATION POLICY
I.

POLICY

The Covered Entity requires an Authorization to Release form be completed for all Uses and
Disclosures of PHI, other than those required by law, for treatment, payment and health care
operations, or as otherwise permitted without an Authorization, except for disclosures that are
prohibited under law.
For any disclosures of Mental Health Information or other information that is provided greater
protection under Iowa law, or under 42 CFR Part 2, concerning the confidentiality of alcohol
and drug abuse patient records, the Covered Entity requires specific processes be followed in
order to comply with these Iowa laws that are more restrictive than HIPAA. See the Iowa Laws
Providing Greater Protection Policy for further information.
II.

PURPOSE

The purpose of this Authorization Policy is to give workforce members guidance about the
circumstances under which an Authorization must be obtained and the process to obtain an
Authorization, in order to comply with the Health Insurance Portability and Accountability Act
(HIPAA) and with Iowa’s Mental Health Privacy law.
III.

REFERENCES/CROSS REFERENCES


















45 C.F.R. §164.502(a)
45 C.F.R. §164.508
Iowa Code §228.2
Iowa Code §228.3
Iowa Laws Providing Greater Protection Disclosures Policy
Overview: Handling Uses and Disclosures of Protected Health Information
Family, Friend Involvement/Personal Representatives and Deceased Individual Policy
Health Oversight Uses and Disclosures Policy
Judicial and Administrative Purposes Disclosures Policy
Law Enforcement Disclosures Policy
Limited Data Set Policy
Marketing Policy
Minimum Necessary Policy
Required By Law Disclosures Policy
Research Disclosures Policy
Averting Serious Threat Disclosures Policy
Specialized Government Functions Use and Disclosures Policy
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IV.

PROCEDURE
A.

General Rule for Uses and Disclosures of PHI that is Not Mental Health
Information (as defined under Iowa Law).

Covered Entity shall obtain a signed Authorization form (attached) from all Individuals before
Using or Disclosing PHI for purposes other than treatment, payment or health care operations
or unless the Use or Disclosure is otherwise permitted, required or prohibited under HIPAA or
this Policy Manual.
B.

General Rule for Uses and Disclosures of Mental Health Information (as
Defined under Iowa Law)

Mental Health Information is defined as oral, written, or recorded information which indicates
the identity of an Individual receiving professional services and which relates to the diagnosis,
course, or treatment of the Individual’s mental or emotional condition. Covered Entity shall not
disclose Mental Health Information except as set out in this policy and in compliance with Iowa
law regarding the disclosure of Mental Health Information. See the Iowa Laws Providing
Greater Protection Policy for further information.
C.

Restriction on Conditioning Treatment on Authorization

The Covered Entity will not condition treatment, payment, enrollment in the health plan, or
eligibility for benefits, if applicable, on the provision of an Authorization except that the
Covered Entity may condition enrollment or eligibility for benefits on the provision of an
authorization requested by the Covered Entity prior to the Individual’s enrollment in the health
plan:

D.

1)

If the authorization is sought for the eligibility or enrollment
determinations relating to the Individual; or

2)

For its underwriting or risk rating determinations, and

3)

The authorization is not for a use or disclosure of psychotherapy notes.

Authorization Rules Related to Psychotherapy Notes

Prior to any Use or Disclosure of psychotherapy notes, including for treatment, payment or
health care operations, Covered Entity shall obtain an Authorization from the Individual, except
if the Use or Disclosure is for:
1)

The following uses to carry out treatment, payment or health care
operations:
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a)
b)

c)
2)

The treatment activities of the originator of the psychotherapy
notes;
The Covered Entity’s own training programs in which mental
health students, trainees or practitioners practice, under
supervision, their skills in counseling; or
Covered Entity’s defense in a legal action or other proceeding
brought by the Individual.

A Use or Disclosure of psychotherapy notes that is required or permitted
under HIPAA and applicable state law.

An authorization for a use or disclosure of psychotherapy notes may not be combined with
another authorization for the disclosure of other PHI, but may be combined with another
authorization for a use or disclosure of the same Individual’s psychotherapy notes.
E.

Authorization Needed for Marketing use of PHI

Covered Entity shall obtain an Individual’s Authorization prior to any Use or Disclosure for
marketing purposes. Refer to the Marketing Policy for further details on the restrictions of the
use of PHI for marketing purposes.
F.

Authorization Needed for Sale of PHI

Covered Entity shall obtain an Individual’s Authorization prior to receiving any direct or indirect
payment in exchange for PHI. Refer to the Sale of PHI Policy for further details on the
restrictions related to the sale of PHI.
G.

Circumstances Under Which No Authorization is Required

With the exception of Mental Health Information and other information that is afforded greater
protection under Iowa law, the Covered Entity is not required to obtain Authorization for the
following purposes (which are described in greater detail in the Overview, and in the applicable
policies in this Privacy Manual):
1)

To carry out treatment, payment or health care operations;

2)

Uses and Disclosures required by law;

3)

Uses and Disclosures for public health activities;

4)

Disclosures about victims of abuse, neglect or domestic violence;

5)

Uses and Disclosures for health oversight activities;

6)

Disclosures for judicial and administrative proceedings;

7)

Disclosures for law enforcement purposes;
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8)

Disclosing PHI about decedents;

9)

Uses and Disclosures for cadaveric organ, eye or tissue donation
purposes;

10)

Uses and Disclosures for research purposes;

11)

Uses and Disclosures to avert a serious threat to health or safety;

12)

Uses and Disclosures for specialized government functions; and

13)

Disclosures for Workers’ Compensation.

Iowa’s Mental Health Privacy Law is very restrictive regarding disclosures of mental health
information without a signed voluntary authorization from the Individual or the Individual’s
legal representative. Contact the Privacy Officer any time a request is made to disclose mental
health information without a signed authorization form. Additionally, review the Iowa Laws
Providing Greater Protections Policy for further information on additional protections under
Iowa law for various information.
H.

Core Elements for Authorizations

An Authorization will contain the following core elements (note that a Mental Health
Authorization must have additional elements, as listed below):
1)

Specific and meaningful description of the information to be used or
disclosed;

2)

Name or other specific identification of the person(s) or class of persons,
authorized to make the requested use or disclosure;

3)

Name or other specific identification of the person(s), or class of persons,
to whom the Covered Entity may make the requested use or disclosure;

4)

A description of each purpose of the requested use or disclosure. The
statement “at the request of the Individual” is a sufficient description of
the purpose when an Individual initiates the authorization and does not,
or elects not to, provide a statement of the purpose;

5)

An expiration date or expiration event that relates to the Individual for
the purpose of the use or disclosure;

6)

Signature of the Individual and date. If the Individual’s personal
representative signs the authorization, a description of the
representative’s authority to act for the Individual must be provided.
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In addition to the above core elements, the authorization shall also contain the following
statements that adequately put the Individual on notice:
1)

the Individual’s right to revoke the authorization in writing;

2)

the exceptions to the right to revoke or a reference to the Covered Entity’s
Notice of Privacy Practices;

3)

the ability of the Covered Entity to condition treatment, payment, enrollment
and/or eligibility for benefits on the authorization by stating the consequences
to the Individual of a refusal to sign the authorization; and

4)

the potential for information disclosed to be subject to re-disclosure by the
recipient.

Further, the authorization will be written in plain language and a copy of the signed
authorization must be given to the Individual.
I.

Additional Elements for Disclosures of Mental Health Information

The following additional rules apply to disclosures of Mental Health Information:
An Individual eighteen years of age or older, or an Individual’s legal representative, may
consent to the disclosure of mental health information relating to the Individual by signing an
authorization form. The authorization shall:
1)

Specify the nature of the mental health information to be disclosed;

2)

State the persons or type of persons authorized to disclose the information;

3)

State the purposes for which the information may be used both at the time of
the disclosure and in the future;

4)

Advise the Individual of the Individual’s right to inspect the disclosed mental
health information at any time;

5)

State that the authorization is subject to revocation and state the conditions of
revocation;

6)

Specify the length of time for which the authorization is valid; and

7)

Contain the date on which the authorization was signed.

A copy of the authorization shall be provided to the Individual or to the legal representative of
the Individual authorizing the disclosure, and must be included in the Individual’s record of
mental health information.
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Upon the disclosure of mental health information for any reason, the person disclosing the
mental health information shall enter a notation on and maintain the notation with the
Individual’s record of mental health information, stating the date of the disclosure and the
name of the recipient of mental health information.
Further, the person disclosing the mental health information shall give the recipient of the
information a statement which informs the recipient that disclosures may only be made
pursuant to the written authorization of an Individual or an Individual’s legal representative, or
as otherwise provided under state and federal law, that the unauthorized disclosure of mental
health information is unlawful, and that civil damages and criminal penalties may be applicable
to the unauthorized disclosure of mental health information.
A recipient of mental health information shall not disclose the information received, except as
specifically authorized for initial disclosure. However, mental health information may be
transferred at any time to another facility, physician, or mental health professional in cases of a
medical emergency or if the Individual or the Individual’s legal representative requests the
transfer in writing for the purposes of receipt of medical or mental health professional services,
at which time the requirements of this policy regarding the disclosure of mental health
information shall be followed.
An Individual or an Individual’s legal representative may revoke a prior authorization by
providing a written revocation to the recipient named in the authorization and to the
Individual/entity previously authorized to disclose the mental health information. The
revocation is effective upon receipt of the written revocation by the person previously
authorized to disclose the mental health information. After the effective revocation date,
mental health information shall not be disclosed pursuant to the revoked authorization.
However, mental health information previously disclosed pursuant to the revoked
authorization may be used for the purposes stated in the original written authorization.
J.

Defective Authorization

An authorization will not be valid if it passes the expiration date; if it has not been filled out
completely; if revoked or if any material information is known by the Covered Entity to be false.
In addition, the Covered Entity will not combine authorizations for psychotherapy notes with
any other document to create a compound authorization.
K.

Revocation of Authorization

An Individual may revoke an authorization at any time, provided that the revocation is in
writing, except, to the extent that:
1)

The Covered Entity has taken action in reliance on the authorization, or

2)

The authorization was a condition of obtaining insurance coverage.

L.

Record Retention
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The Privacy Officer will document and retain any signed authorization for a period of six (6)
years.
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INSTRUCTIONS FOR USING/DISCLOSING PHI AND FOR AUTHORIZATIONS
1) Determine if an authorization is required to disclose the PHI.
2) Contact the Privacy Officer if you have any questions about whether an authorization is
required; especially if a request is made for the disclosure of mental health information
without a signed authorization.
3) Review the purpose of the authorization with the Individual.
4) Ask the Individual to read, complete, sign and date the authorization.
5) Explain to the Individual that the authorization can be revoked, in writing, at any time, the
exceptions to revocation and the consequence of the revocation.
6) Explain to the Individual that they have the right to not sign the authorization and the
consequences of not signing the authorization.
7) Give a signed copy of the authorization to the Individual.
8) Give the Individual a copy of the Covered Entity’s Notice of Privacy Practices if they have not
already received one.
9) Place the completed authorization in the Individual’s records.
SEE AUTHORIZATION FORM ATTACHED TO THIS HIPAA MANUAL
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FAMILY, FRIEND INVOLVEMENT/PERSONAL REPRESENTATIVES
AND DECEASED INDIVIDUAL POLICY
I.

POLICY

When Covered Entity provides services to Individuals, members of its workforce may receive
inquiries from Individuals, family members, friends or personal representatives to disclose a
particular Individual’s PHI for various purposes. To comply with the provisions of HIPAA,
members of the Region’s workforce will ensure that appropriate steps are taken to verify the
identity and authority of Individuals and entities requesting PHI, as required by the Privacy Rule
and other federal, state and/or local laws and regulations.
II.

PURPOSE

This Policy provides guidance to members of the Covered Entity’s workforce on handling
inquiries from family members, friends or personal representatives in a manner that complies
with the requirements of the Privacy Rule.
III.

REFERENCES/CROSS-REFERENCES



IV.

45 C.F.R. §164.510(b)
45 C.F.R. §164.502(g)

PROCEDURE
A.

Uses and Disclosures for Involvement in the Individual’s Care and Notification
Purposes

In accordance with the following procedures, Covered Entity may disclose to an
Individual’s family member, close personal friend or any other person identified by the
Individual only the PHI that is directly related to that person’s involvement in the
Individual’s care or payment for care. Further, in accordance with the following
procedures, Covered Entity may disclose to a family member, a personal representative
of the Individual, or another person responsible for the care of the Individual, PHI to
notify or assist in notifying (including identifying or locating) such family, friend or
personal representative of the Individual’s location, general condition, or death.
1)

Individual Present and Has Capacity. If the Individual is present for, or otherwise
available prior to, a use or disclosure permitted under this section, and has the
capacity to make health care decisions, the Covered Entity may use or disclose
the PHI to the Individuals described above if the Covered Entity:
a)
b)

Obtains the Individual’s agreement;
Provides the Individual with an opportunity to object and the Individual
does not express an objection to the disclosure; or
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c)

Reasonably infer from the circumstances, based on the exercise of
professional judgment, that the Individual does not object to the
disclosure.

2)

Individual Not Present or Lacks Capacity. If the Individual is not present or the
Individual lacks capacity to consent (due to an emergency condition or
otherwise), the Covered Entity may, in the exercise of professional judgment,
determine whether the disclosure is in the best interests of the Individual, and, if
so, disclose only the PHI that is directly relevant to the person’s involvement
with the Individual’s care or payment related to the Individual’s care or needed
for notification purposes. A Covered Entity may use professional judgment and
its experience with common practice to make reasonable inferences of the
Individual’s best interests in allowing a person to act on behalf of the Individual
to pick up certain medical records or discuss billing or payment matters.

3)

Deceased Individual. If the Individual is deceased, a Covered Entity may disclose
to the persons identified above who were involved in the Individual’s care or
payment for health care prior to the Individual’s death, PHI of the Individual that
is relevant to such person’s involvement, unless doing so is inconsistent with any
prior expressed preference of the Individual that is known to the Covered Entity.

4)

Disaster Relief. A Covered Entity may use or disclose PHI to a public or private
entity authorized by law or by its charter to assist in disaster relief efforts, for the
purpose of coordinating with such entities the uses or disclosures permitted
under this section.

B.

Family Members. With the exception of the circumstances described above, if
the Covered Entity receives an inquiry from a family member regarding an
Individual’s PHI, the Covered Entity shall inform the Individual that the Individual
must authorize the disclosure. The member of Covered Entity may then forward
an Authorization form to the Individual.

C.

Personal Representatives
1)

General Rules. Except as provided in Paragraphs 2 and 3 below, the
personal representative of an Individual shall have the same rights as the
Individual and shall be treated as the Individual for purposes of Covered
Entity’s Policies and Procedures and the Privacy Rules.
a)

b)

A person who has authority to make health care related decisions
on behalf of another adult or emancipated minor shall be treated
as a personal representative of such Individual.
An executor, administrator or other person authorized to act on
behalf of a deceased Individual or the Individual’s estate shall be
treated as a personal representative of such Individual.
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c)

If a workforce member questions, to any extent, whether a
person is a personal representative of an Individual, the Privacy
Officer should be consulted.

2)

Abuse, Neglect and Endangerment. Covered Entity may elect not to treat
a person as a personal representative of an Individual if there is a
reasonable basis for believing that the Individual has been or may be the
subject of domestic violence, abuse or neglect by such person or treating
such person as the personal representative may endanger the Individual.
If abuse, neglect or endangerment is suspected, a workforce member
shall immediately consult with the Privacy Officer for a determination as
to whether or not to treat the person as a personal representative of the
Individual.

3)

Minor Children.
a)

b)

Payment Purposes. For purposes of payment, the parent,
guardian or other person acting in a parental capacity (e.g., foster
parent or step-parent) (collectively referred to herein as “Parent”)
shall be authorized to act and shall be treated as the personal
representative of an unemancipated3 minor child.
All other Purposes. For all other purposes, unless applicable state
law (including case law) specifically permits or prohibits disclosure
to or access by the Parent to the PHI of such minor child, a Parent
shall be authorized to act and shall be treated as the personal
representative of an unemancipated minor child under Covered
Entity’s Policies and Procedures, except to the extent that:
i.

3

the minor has consented to the health care, no other
consent is required by law, and the minor has not
requested that the Parent be treated as a personal
representative;

A minor is emancipated in Iowa if he or she is over the age of sixteen and:

1.

The parents agree to let the child live on his or her own.

2.
The parents agree to let the child live out of the family home for at least three months, living on his or her
own; or
3.

The child can give reasons why the home of the parents or guardians is not a healthy or safe environment.

For a court to grant an emancipation order, the minor must also show he or she is self-sufficient. This includes:


Proof of employment



Showing the child can handle his/or her own personal matters; and



Showing the child is able and committed to going to school, a training program or employment.
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ii.

iii.

the minor child may lawfully consent to the health care
provided without the consent of a Parent and the minor
(or a court or other legally authorized person) has
provided such consent; or
the Parent assents to an agreement of confidentiality.

For purposes other than Payment, a member of Covered Entity’s workforce shall
consult immediately with the Privacy Officer with respect to whether a Parent
will be treated as the personal representative of an unemancipated minor.
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HEALTH OVERSIGHT USES AND DISCLOSURES POLICY
I.

POLICY

For most disclosures other than in the usual course of treatment, payment, or health care
operations, Covered Entity must obtain the Individual’s Authorization before using or disclosing
the Individual’s PHI. However, Covered Entity may use or disclose PHI without an
Authorization, for health oversight activities pursuant to the Privacy Rule.
II.

PURPOSE

The purpose of this policy is to provide guidance and to ensure that any use or disclosure of PHI
for health oversight activities is in compliance with all applicable laws and regulations.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.512(d)

PROCEDURE
A.

Health Oversight Agency means an agency or authority of the United States, a
State, a territory, a political subdivision of a State or territory, or an Indian tribe,
or a person or entity acting under a grant of authority from or contract with such
public agency, including the employees or agents of such public agency or its
contractors or persons or entities to whom it has granted authority, that is
authorized by law to oversee the health care system (whether public or private)
or government programs in which health information is necessary to determine
eligibility or compliance, or to enforce civil rights laws for which health
information is relevant.

B.

General Rule Regarding Use or Disclosure of PHI for Purposes Other Than
Treatment, Payment or Health Care Operations. Under the Privacy Rule,
Covered Entity may not disclose an Individual’s PHI for purposes other than
treatment, payment or health care operations or other permitted uses and
disclosures, without obtaining the Individual’s prior written Authorization.

C.

Exceptions to General Rule. In some situations, Covered Entity may have an
obligation to disclose PHI to a Health Oversight Agency, if the conditions set
forth in this Policy are met prior to the use or disclosure. In these circumstances,
PHI may be disclosed without obtaining the written Authorization of the
Individual, and without providing the opportunity for the Individual to agree or
object.

D.

General Requirements for Use or Disclosure of PHI to a Health Oversight
Agency. From time to time, a Health Oversight Agency will request PHI from
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Covered Entity. Covered Entity may disclose PHI for health oversight activities in
accordance with the following guidelines:
1)

Covered Entity may disclose PHI to a Health Oversight Agency for health
oversight activities including:
a)
b)
c)
d)
e)
f)

audits;
civil, administrative or criminal investigations;
inspections;
licensure or disciplinary actions;
civil, administrative or criminal proceedings; or
other activities necessary for appropriate oversight of the
following:
i.
ii.
iii.

iv.
2)

If a health oversight activity or investigation is conducted in conjunction
with an oversight or investigation relating to a claim for public benefits
unrelated to health, Covered Entity considers the joint activity to be a
health oversight activity and will disclose PHI.

3)

Covered Entity shall not disclose PHI without an Authorization in cases
where an Individual is the subject of an investigation or other activity, if
such investigation or other activity does not arise out of and is not
directly related to:
a)
b)
c)

E.

the health care system;
government benefit programs for which health
information is relevant to beneficiary eligibility;
entities subject to government regulatory programs for
which health information is necessary for determining
compliance with program standards;
entities subject to civil rights laws for which health
information is necessary for determining compliance.

The receipt of health care;
A claim for public benefits related to health; or
Qualification for or receipt of public benefits or services when an
Individual’s health is integral to the claim for public benefits or
services.

Privacy Officer. When Covered Entity is presented with a request for PHI from a
Health Oversight Agency, the workforce member will confer with the Privacy
Officer prior to making any such use or disclosure. The Privacy Officer will
evaluate the proposed use or disclosure. No Covered Entity workforce member
may make such a use or disclosure prior to conferring with the Privacy Officer.
At times, state law may prohibit such disclosure even though it would otherwise
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be permitted under HIPAA (e.g., disclosure of Mental Health Information- See
the Iowa Laws Providing Greater Protection Policy).
F.

Response to a Request for Disclosure From a Health Oversight Agency.
Covered Entity personnel will confer with the Privacy Officer and shall follow the
following guidelines:
1)

Covered Entity personnel will follow appropriate policies and procedures
for verifying the identity and authority of Individuals requesting PHI. See
separate Policy, “Verification”.

2)

If the identity and authority of the Individual requesting access to PHI
cannot be verified, Covered Entity personnel will refer the issue to the
Privacy Officer for immediate action.

3)

Once the request for access and the verification of the Health Oversight
Agency representative’s identity and authority have been verified, a
decision will be made whether or not the disclosure is appropriate and
may be made. Once it is determined that use or disclosure is
appropriate, Covered Entity personnel with appropriate access clearance
will access the Individual’s PHI using proper access procedures.

4)

The requested PHI will be delivered to the Health Oversight Agency
requesting it in a secure and confidential manner, such that the
information cannot be accessed by persons who do not have appropriate
access clearance to that information.

5)

The Privacy Officer will appropriately document the request and delivery
of the PHI.
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JUDICIAL OR ADMINISTRATIVE PURPOSES DISCLOSURES POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individuals’ PHI. For most
disclosures other than in the usual course of treatment, payment, or health care operations,
Covered Entity must obtain the Individual’s Authorization before using or disclosing the
Individual’s PHI.
II.

PURPOSE

The purpose of this policy is to provide Individuals with guidance about Covered Entity’s rights
and obligations in response to a request for access to PHI through the judicial or an
administrative process.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.512(e)

PROCEDURE
A.

General Rule Regarding Use or Disclosure of PHI for Purposes Other Than
Treatment, Payment or Health Care Operations. Under the Privacy Rule,
Covered Entity may not disclose an Individual’s PHI for purposes other than
treatment, payment or health care operations or other permitted uses and
disclosures without the Individual’s prior written Authorization.

B.

Exceptions to General Rule. In some situations, PHI may be disclosed pursuant
to a judicial or administrative process without obtaining written Authorization of
the Individual, or the opportunity for the Individual to agree or object. From
time to time, Covered Entity may receive a request to disclose PHI through a
court order or an order from an administrative tribunal. In such a situation, the
Privacy Officer must be immediately notified.

C.

General Requirements for Judicial and Administrative Release. Covered Entity
shall comply with all lawful and appropriate requests from regulatory and judicial
authorities and disclose PHI necessary to respond to a subpoena, grand jury
subpoena, discovery request, or other lawful process, whether or not
accompanied by the order of a court or administrative tribunal. Only the
information that is responsive to the request may be disclosed.

D.

Receipt of a Request for PHI from a Judicial Or Administrative Tribunal. When
a member of the Covered Entity’s workforce is in receipt of a request for PHI
pursuant to a judicial or administrative process, the workforce member must
immediately forward the request to the Privacy Officer. The Privacy Officer will
evaluate the request, in consultation with legal counsel. No Covered Entity
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workforce member, regardless of title and/or position, is authorized to respond
to such a request or to release information prior to forwarding the request on to
the Privacy Officer.
E.

Response to Request for PHI from a Judicial or Administrative Tribunal. Upon
receipt of a request for PHI from a judicial or administrative tribunal, the Privacy
Officer shall consult legal counsel. PHI may only be released in such a situation
where either of the following have occurred:
1)

Covered Entity has received satisfactory assurances from the party
seeking the information that reasonable efforts have been made by such
party to ensure that the Individual who is the subject of the PHI that has
been requested has been given notice of the request, which meets
certain requirements as follows; or
a)

b)

Covered Entity shall obtain a written statement and
accompanying documentation from the requestor, demonstrating
that a notice has been given to the Individual, which contained
sufficient information about the litigation or proceeding in which
the PHI is requested to permit the Individual to raise an objection
to the court or administrative tribunal.
In the event that reasonable efforts have been made to ensure
that the Individual was given notice of the request, Covered Entity
shall obtain from the requesting party a written statement and
accompanying documentation that:
i.
ii.
iii.

2)

time for raising objections to the court or administrative
tribunal has elapsed; and
no objections were filed; or
the court has resolved all objections filed by the Individual
or the administrative tribunal and the disclosures being
sought are consistent with such resolution.

Covered entity received satisfactory assurance from the party seeking the
information that reasonable efforts have been made by such party to
secure a qualified protective order that meets certain requirements as
follows:
a)

Where reasonable efforts have been made to secure a qualified
protective order, Covered Entity shall obtain from the requesting
party a written statement and accompanying documentation
demonstrating that:
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i.

the parties to the dispute giving rise to the request for
information have agreed to a qualified protective order
and have presented it to the court or administrative
tribunal with jurisdiction over the dispute; or

ii.

the party seeking the PHI has requested a qualified
protective order from such a court or administrative
tribunal.

F.

Verification. Covered Entity will follow Policies and Procedures for verifying
the identity and authority of Individuals requesting PHI. No PHI shall be
released in the absence of proper verification. See separate Policy and
Procedure entitled “Verification of Identity”.

G.

Delivery. Once it is determined that disclosure is appropriate, the Privacy Officer
will access the PHI and shall deliver it to the Requesting Party in a secure and
confidential manner.

Practice Note: In the alternative, you may ask for an authorization in order to comply with a
subpoena. You must, however, comply with a court order compelling production of the PHI.
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LAW ENFORCEMENT DISCLOSURES POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individuals’ PHI. For most
disclosures other than in the usual course of treatment, payment, or health care operations,
Covered Entity must obtain the Individual’s Authorization before using or disclosing the
Individual’s PHI. However, pursuant to a law enforcement process, and subject to the
requirements set forth in this Policy, PHI may be disclosed without the Authorization of the
Individual, or the opportunity for the Individual to agree or object.
II.

PURPOSE

The purpose of this policy is to provide guidance and to ensure that any use or disclosure of PHI
for law enforcement purposes is in compliance with all applicable laws and regulations.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.512(f)

PROCEDURE
A.

Definition

Law Enforcement Official means an officer or employee of any agency or authority of the
United States, a State, a territory, a political subdivision of a state or territory, or an Indian
tribe, who is empowered by law to investigate or conduct an official inquiry into a potential
violation of law; or prosecute or otherwise conduct a criminal, civil or administrative
proceeding arising from an alleged violation of law.
B.

General Rule Regarding Use or Disclosure of PHI for Purposes Other Than
Treatment, Payment or Health Care Operations. Under the Privacy Rule,
Covered Entity may not disclose an Individual’s PHI for purposes other than
treatment, payment or health care operations without obtaining the Individual’s
prior written Authorization.

C.

Exceptions to General Rule. In some situations, Covered Entity may have an
obligation to disclose PHI to a Law Enforcement Official, if the conditions set
forth in this Policy are met prior to the use or disclosure. In these circumstances,
PHI may be disclosed without obtaining the written Authorization of the
Individual, and without providing the opportunity for the Individual to agree or
object.

D.

General Requirements for Use or Disclosure of PHI for Law Enforcement
Purposes. From time to time, a law enforcement agency or Law Enforcement
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Official may request PHI. Covered Entity’s legal counsel should to be immediately
consulted in connection with such a request.
1)

Mandatory Reporting of Wounds of Other Injuries. Covered Entity may
disclose PHI as required by law, such as laws that require the reporting of
criminal wounds or other physical injuries.

2)

Limited Disclosures. Covered Entity may disclose PHI to a Law
Enforcement Official in compliance with and as limited by the following
conditions:
a)

b)

Covered Entity may disclose PHI without Individual Authorization
in compliance with and as limited by the relevant requirements of
a court order, court-ordered warrant, a subpoena or summons
issued by a judicial officer, or a grand jury subpoena;
Covered Entity may disclose requested PHI pursuant to an
administrative request made by a Law Enforcement Official,
including an administrative subpoena or summons, a civil or an
authorized investigative demand, or similar process authorized
under law, under the following conditions:
i.

ii.

iii.

3)

Covered Entity determines, in conjunction with the
requesting party, that the information sought is relevant
and material to a legitimate law enforcement inquiry;
Covered Entity determines, in conjunction with the
requesting party, that the request is specific and limited in
scope to the extent reasonably practicable in light of the
purpose for which the information is sought; and
Covered Entity determines, in conjunction with the
requesting party, that de-identified information could not
reasonably be used.

Identification and Location Purposes. Other than stated in this Policy,
Covered Entity shall not disclose PHI related to an Individual’s DNA or
DNA analysis, dental records, or typing, samples or analysis of body fluids
or tissues in response to a Law Enforcement Official’s request for such
information for the purpose of identifying or locating a suspect, fugitive,
material witness, or missing person. However, Covered Entity may
disclose the following PHI in response to a Law Enforcement Official’s
request for such information for the purpose of identifying or locating a
suspect, fugitive, material witness, or missing person:
a)
b)
c)

name and address;
date and place of birth;
social security number;
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d)
e)
f)
g)
h)

ABO blood type and Rh factor;
type of injury;
date and time of treatment;
date and time of death, if applicable; and
a description of distinguishing physical characteristics, including
height, weight, gender, race, hair and eye color, presence or
absence of facial hair, scars and tattoos.

4)

Crime on the Premises. Covered Entity may disclose to a Law
Enforcement Official PHI that Covered Entity believes in good faith
constitutes evidence of criminal conduct that occurred on the premises
of Covered Entity.

5)

Reporting Crime in Emergencies. Covered Entity may, in providing
emergency health care in response to a medical emergency, other than
emergency care provided on the premises of Covered Entity, disclose PHI
to a Law Enforcement Official if such disclosure appears necessary to
alert law enforcement to:
a)
b)
c)

The commission and nature of a crime;
The location of such crime or of the victim(s) of such crime; and
The identity, description, and location of the perpetrator of such
crime.

6)

Reporting Regarding Decedents. Covered Entity may disclose PHI about
an Individual who has died to a Law Enforcement Official for the purpose
of alerting law enforcement of the death of the Individual if Covered
Entity has a suspicion that such death may have resulted from criminal
conduct.

7)

Reporting Regarding Victims of Crime. Covered Entity may disclose PHI in
response to a Law Enforcement Official’s request for such information
about an Individual who is or is suspected to be a victim of a crime if the
Individual agrees to the disclosure.
a.

In cases where the Individual is suspected to be a victim of a crime
and where Covered Entity is unable to obtain the Individual’s
agreement because of incapacity or other emergency
circumstance, Covered Entity will:
i.

Obtain representation from the requesting Law
Enforcement Official that such information is needed to
determine whether a violation of law by a person other
than the victim occurred and that such information is not
intended to be used against the victim;
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ii.

iii.

Obtain representation from the Law Enforcement Official
that immediate law enforcement activity that depends
upon the disclosure would be materially and adversely
affected by waiting until the Individual is able to agree to
the disclosure; and
In the exercise of professional judgment, make a
determination that the disclosure is in the best interest of
the Individual before disclosing the PHI.

E.

Privacy Officer. When a member of Covered Entity’s workforce is presented
with a request for PHI from a Law Enforcement Official, the workforce member
will confer with the Privacy Officer prior to making any such use or disclosure.
The Privacy Officer will evaluate the proposed use or disclosure. No workforce
member may make such a use or disclosure prior to conferring with the Privacy
Officer.

F.

Response to a Request to Disclosure From a Law Enforcement Official. Covered
Entity personnel will confer with the Privacy Officer after verifying the identity
and authority of the Law Enforcement Official and shall follow the following
guidelines:
1)

Covered Entity personnel will follow appropriate policies and procedures
for verifying the identity and authority of Individuals requesting PHI. See
separate Policy, “Verification of Identity”.

2)

If the identity and authority of the Individual requesting access to PHI
cannot be verified, Covered Entity personnel will refer the issue to the
Privacy Officer for immediate action.

3)

Once the request for access and the verification of the Law Enforcement
Official’s identity and authority have been forwarded to the Privacy
Officer, a decision will be made whether or not the disclosure is
appropriate and may be made. Once it is determined that use or
disclosure is appropriate, Covered Entity personnel with appropriate
access clearance will access the Individual’s PHI using proper access
procedures.

4)

The requested PHI will be delivered to the Law Enforcement Official
requesting it in a secure and confidential manner such that the
information cannot be accessed by other persons who do not have
appropriate access clearance to that information.

5)

The Privacy Officer will appropriately document the request and delivery
of the PHI.
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REQUIRED BY LAW DISCLOSURES POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individuals’ PHI. For most
disclosures other than in the usual course of treatment, payment, or health care operations,
Covered Entity must obtain the Individual’s Authorization before using or disclosing the
Individual’s PHI. On occasion, however, Covered Entity makes disclosures of PHI, without an
Authorization, when Covered Entity is required by law to do so.
II.

PURPOSE

The purpose of this policy is to provide workforce employees with guidance about Covered
Entity’s rights and obligations in disclosing PHI in response to various obligations under federal,
state and local law.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.512(a)

PROCEDURE
A.

Required by Law refers to a mandate contained in law, and enforceable by a
court, that compels Covered Entity to use or disclose PHI. This includes, but is
not limited to, court orders, subpoenas issued by a court, grand jury, or
administrative body authorized to require the production of information, and
civil or investigative demands.

B.

General Rule Regarding Use or Disclosure of PHI for Purposes Other Than
Treatment, Payment or Health Care Operations. Under the Privacy Rule,
Covered Entity may not disclose an Individual’s PHI for purposes other than
treatment, payment or health care operations without obtaining the Individual’s
prior written Authorization.

C.

Exceptions to General Rule. In some situations, Covered Entity may have an
obligation to disclose PHI pursuant to a federal, state or local law. PHI may be
disclosed when required by one of these laws without obtaining the written
Authorization of the Individual, and without providing the opportunity for the
Individual to agree or object.

D.

General Requirements for Use or Disclosure of PHI When Required By Law.
Covered Entity may use or disclose PHI to the extent that such use or disclosure
is Required by Law and the use or disclosure complies with and is limited to the
relevant requirements of such law.
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E.

Examples of Disclosures Required By Law. Covered Entity may use or disclose
PHI to the extent that such use or disclosure is required by law, including, but
not limited to:
1)

for public health activities Required by Law;

2)

for disclosures about victims of abuse, neglect, or domestic violence;

3)

in order to comply with a judicial or administrative request;

4)

for health release;

5)

to avert a serious threat to health or safety;

6)

to comply with special government functions or requests.

F.

Privacy Officer. When a member of Covered Entity’s workforce believes that a
use or disclosure of an Individual’s PHI is Required by Law, the workforce
member will confer with the Privacy Officer prior to making any such use or
disclosure. The Privacy Officer will evaluate the proposed use or disclosure, in
consultation with Covered Entity’s legal counsel. No member of Covered Entity’s
workforce, regardless of title and/or position, is authorized to respond to such a
request or to release information prior to forwarding the request on to the
Privacy Officer.

G.

Response to Request for Disclosure as Required By Law. Covered Entity
personnel will refer or forward a request for disclosure of an Individual’s PHI to
the Privacy Officer after verifying the identity and authority of the requestor.
1)

Prior to forwarding the request, the workforce member will verify the
identity and authority of the Individual requesting PHI. No PHI shall be
released in the absence of proper verification. See separate Policy and
Procedure entitled “Verification of Identity”. This information will be
forwarded to the Privacy Officer along with the request for access.

2)

If the identity and authority of the Individual requesting access to PHI
cannot be verified, Covered Entity personnel will refer the issue to the
Privacy Officer for immediate action.

3)

Once the Privacy Officer has determined that use or disclosure of the PHI
is appropriate, designated Covered Entity personnel with appropriate
access clearance will be authorized to provide the requested PHI.

4)

The requested PHI will be delivered to the requestor in a secure and
confidential manner, such that information cannot be accessed by
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persons who do not have appropriate access clearance for the
information provided.
H.

The Privacy Officer will appropriately document the request for access and the
delivery of the requested information.
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SPECIALIZED GOVERNMENT FUNCTIONS DISCLOSURES POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individuals’ PHI. For most
disclosures other than in the usual course of treatment, payment, or health care operations,
Covered Entity must obtain the patient’s Authorization before using or disclosing the patient’s
PHI. However, pursuant to certain specialized government functions, and subject to the
requirements set forth in this Policy, PHI may be disclosed without the Authorization of the
individual, or the opportunity for the individual to agree or object.
II.

PURPOSE

The purpose of this policy is to provide guidance and ensure that any use or disclosure of PHI
based on certain specialized government functions is in compliance with all applicable laws and
regulations.
III.

REFERENCES/CROSS REFERENCES











IV.

45 C.F.R. § 164.512(k)
National Security Act, 50 U.S.C. § 401, et seq.
Executive Order 12333
18 U.S.C. § 3056
22 U.S.C. § 2709(a)(3)
18 U.S.C. § 871
18 U.S.C. § 879
Executive Order 10450
Executive Order 12968
Foreign Service Act

PROCEDURE
A.

Public Benefits
1)

Eligibility or Enrollment Information. Covered Entity may disclose PHI
relating to eligibility for or enrollment in its health plan to another agency
administering a government program providing health benefits if the
sharing of eligibility or enrollment information among Covered Entity and
the other agency or the maintenance of such information in a single
combined data system accessible to all such government agencies is
required or expressly authorized by a statute or regulation.

2)

Same or Similar Populations. Covered Entity may disclose PHI relating to
its health benefit program to another covered entity that is a government
agency administering a government program providing public benefits if
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the programs serve the same or similar populations and the disclosure of
protected health information is necessary to coordinate the covered
functions of such programs or to improve administration and
management relating to the covered functions of such programs.
B.

Other Specialized Government Functions
1)

Military and Veterans Activities. Covered Entity may use and disclose PHI of
individuals who are Armed Forces personnel or foreign military personnel for
activities deemed necessary by appropriate military command authorities to
assure the proper execution of the military mission, if the appropriate military
authority has published the following information in the Federal Register: the
appropriate military command authorities and the purposes for which the PHI
may be used or disclosed.

2)

National Security and Intelligence. Covered Entity may disclose protected health
information to authorized federal officials for the conduct of lawful intelligence,
counter-intelligence, and other national security activities authorized by the
National Security Act (50 U.S.C. 401, et seq.) and implementing authority (e.g.,
Executive Order 12333).

3)

Protective Services for the President and Others. Covered Entity may disclose
PHI to authorized Federal officials for the provision of protective services to the
President or other persons authorized by 18 U.S.C. 3056 or to foreign heads of
state or other persons authorized by 22 U.S.C. 2709(a)(3), or for the conduct of
investigations authorized by 18 U.S.C. 871 and 879.

4)

Medical Suitability Determinations. Covered Entity may use PHI to make medical
suitability determinations and may disclose whether or not the individual was
determined to be medically suitable to the officials in the Department of State
who need access to such information for the following purposes:
i.
ii.

iii.

5)

For the purpose of a required security clearance conducted
pursuant to Executive Orders 10450 and 12968;
As necessary to determine worldwide availability or availability for
mandatory service abroad under Sections 101(a) and 504 of the
Foreign Service Act; or
For a family to accompany a Foreign Service member abroad,
consistent with Sections 101(b)(5) and 904 of the Foreign Service
Act.

Law Enforcement Custodial Situations.
a)

Disclosure to Correctional Institution. Covered Entity may disclose to a
correctional institution or a law enforcement official having lawful
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custody of an inmate or other individual PHI about that inmate or
individual, if the correctional institution or law enforcement official
represents that the PHI is necessary for:
i.
ii.
iii.
iv.

v.
vi.
b)

Provision of health care to such individuals;
The health and safety of such individual or other inmates;
The health and safety of the officers or employees of or others at
the correctional institution;
The health and safety of such individuals and officers or other
persons responsible for the transporting of inmates or their
transfer from one institution, facility, or setting to another;
Law enforcement on the premises of the correctional institution;
or
The administration and maintenance of the safety, security, and
good order of the correctional institution.

Application after Release. For the purposes of this Section, Covered
Entity will not consider an individual to be an inmate when released on
parole, probation, supervised release, or when the individual is otherwise
no longer in lawful custody.
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SERIOUS THREAT TO HEALTH OR SAFETY DISCLOSURES POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individual’s PHI. For most
disclosures other than in the usual course of treatment, payment, or health care operations,
Covered Entity must obtain the patient’s Authorization before using or disclosing the patient’s
PHI. However, pursuant to a serious threat to health or safety, and subject to the requirements
set forth in this Policy, PHI may be disclosed without the Authorization of the individual, or the
opportunity for the individual to agree or object.
II.

PURPOSE

The purpose of this policy is to provide guidance and ensure that any use or disclosure of PHI
based on a serious threat to health or safety is in compliance with all applicable laws and
regulations.
III.

REFERENCES/CROSS REFERENCES




IV.

45 C.F.R. § 164.512(j)
45 C.F.R. § 164.501
45 C.F.R. § 164.512(f)(2)(i)

PROCEDURE
A.

General Rule Regarding Use or Disclosure of PHI Based on a Serious Threat to
Health or Safety.

From time to time, Covered Entity may be requested to disclose PHI based on a serious
threat to public health or safety.
Generally, Covered Entity may disclose PHI if Covered Entity, in good faith, believes the
use or disclosure:
1)

Is necessary to prevent or lessen a serious and imminent threat to the health or
safety of a person or the public, and is to a person or persons reasonably able to
prevent or lessen the threat, including the target of the threat; or

2)

Is necessary for law enforcement authorities to identify or apprehend an
individual:
a)

Because of a statement by an individual admitting participation in a
violent crime that the Covered Entity believes may have caused serious
harm to the victim; or
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b)

B.

Where it appears from all the circumstances that the individual has
escaped from a correctional institution or from lawful custody, as those
terms are defined in 45 C.F.R. § 164.501.

Exceptions to General Rule.

Covered Entity may not disclose PHI in the event of a serious threat to health or safety if
the information described in Section A of this policy is learned by the Covered Entity:

C.

1)

In the course of treatment to affect the propensity to commit the
criminal conduct that is the basis for the disclosure, or counseling or
therapy; or

2)

Through a request by the individual to initiate or to be referred for the
treatment, counseling, or therapy.

Limitation on Information Disclosed.

When disclosing information based on a serious threat to health or safety, Covered
Entity shall only disclose the information described in Section A of this Policy and the
following:

D.

1)

Name and address;

2)

Date and place of birth;

3)

Social Security Number;

4)

ABO blood type and Rh factor;

5)

Type of injury;

6)

Date and time of treatment;

7)

Date and time of death, if applicable; and

8)

A description of distinguishing physical characteristics, including height,
weight, gender, race, hair and eye color, presence or absence of facial
hair (beard or moustache), scars, and tattoos.

Good Faith Requirement.

Covered Entity must only disclose information based on a serious threat to health or
safety based on actual knowledge or in reliance on a credible representation by a
person with apparent knowledge or authority.
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BREACH NOTIFICATION POLICY
I.

POLICY

Covered Entity recognizes that Individual rights are a critical component to maintaining quality
care and service, and is committed to complying with the breach notification requirements of
HIPAA. To support this commitment, Covered Entity maintains written Policies and Procedures
to provide guidance to members of Covered Entity’s workforce who are monitoring and
reporting incidents of unauthorized Uses or Disclosures of Unsecured PHI.
II.

PURPOSE

The purpose of this policy is to provide workforce members with guidance when monitoring
and reporting incidents of unauthorized Use or Disclosure of Unsecured PHI.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.402 (Subpart D)

PROCEDURE
A.

Definition of a Breach and Unsecured PHI

Breach means the acquisition, access, use, or disclosure of unsecured PHI in a manner not
permitted by the Privacy Rule that compromises the security or privacy of the PHI. Breach in all
cases excludes:
1)

Any unintentional acquisition, access, or Use of PHI by a workforce
member or person acting under the authority of Covered Entity or a
Business Associate, if such acquisition, access, or use was made in good
faith and within the scope of authority and does not result in further Use
or Disclosure in a manner not permitted under the Privacy Rule.

2)

Any inadvertent disclosure by a person who is authorized to access PHI at
Covered Entity or Business Associate to another person authorized to
access PHI at Covered Entity or Business Associate, or organized health
care arrangement in which Covered Entity participates, and the PHI
received as a result of such disclosure is not further used or disclosed in a
manner not permitted under the Privacy Rule.

3)

A disclosure of PHI where Covered Entity or Business Associate has a
good faith belief that an unauthorized person to whom the disclosure
was made would not reasonably have been able to retain such PHI.
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Unsecured PHI means PHI that is not rendered unusable, unreadable, or indecipherable to
unauthorized persons through the use of a technology or methodology specified in Department
of Health and Human Services guidance, as updated from time to time (e.g., encryption,
shredding).
B.

Presumption of Breach and Risk Assessment Necessary to Demonstrate Low
Probability of a Breach

If an acquisition, access, use, or disclosure of PHI in a manner not permitted by the Privacy Rule
does not fall within any of the three exceptions set out in the definition of “Breach” above, then
it is presumed to be a Breach unless Covered Entity or its Business Associate demonstrates that
there is a low probability that the PHI has been compromised based on a risk assessment of at
least the following factors:

C.

1)

The nature and extent of the PHI involved, including the types of
identifiers and the likelihood of re-identification;

2)

The unauthorized person who used the PHI or to whom the Disclosure
was made;

3)

Whether the PHI was actually acquired or viewed; and

4)

The extent to which the risk to the PHI has been mitigated.

Notification Procedures
1)

Monitoring and Reporting Incidents of Unauthorized Acquisition, Access,
Use or Disclosure of Unsecured PHI. Covered Entity will take reasonable
steps to monitor the unauthorized acquisition, access, use or disclosure
of Unsecured PHI. All workforce members shall be required to
immediately report all suspected unauthorized acquisition, access, uses
or disclosures to the Privacy Officer. Covered Entity will rely on its
Business Associates to monitor and report incidents of unauthorized
acquisition, access, use or disclosure of Unsecured PHI with respect to
PHI the Business Associates acquires, accesses, uses or discloses, in
accordance with the Breach Notification Requirements.

2)

Determination Whether Unauthorized Acquisition, Access, Use or
Disclosure Constitutes Breach. Upon receiving a report of unauthorized
acquisition, access, use or disclosure, the Privacy Officer, or his or her
designee(s), will undertake a risk assessment to determine whether the
unauthorized acquisition, access, use or disclosure constitutes a Breach
of Unsecured PHI. Covered Entity will make and retain records of such
risk assessment and determinations, including the basis for
determinations that unauthorized acquisition, access, uses or disclosures
are not Breaches of Unsecured PHI. Covered Entity will rely on its
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Business Associates to determine whether incidents of unauthorized
acquisition, access, use or disclosure of Unsecured PHI constitute a
Breach with respect to PHI the Business Associate or one of its
subcontractors acquires, accesses, uses or discloses, in accordance with
the Breach Notification Requirements.
3)

Notice to Affected Individuals of Breach. If the unauthorized acquisition,
access, Use or Disclosure of Unsecured PHI is determined to constitute a
Breach, the Privacy Officer, or his or her designee(s), will notify the
Individual(s) whose Unsecured PHI was acquired, accessed, Used or
Disclosed improperly in accordance with the Breach Notification
Requirements via written notice, substitute notice or notice in urgent
situations, as appropriate.
a)

Written Notice:
i.

Written notices will be written in plain language and will
include, to the extent possible:
1)

2)
3)
4)

5)

b)

a brief description of what happened, including the
date of the Breach and the date of discovery of the
Breach;
a description of the types of Unsecured PHI
involved (without, however, including specific PHI);
any steps Individuals should take to prevent
potential harm resulting from the Breach;
a brief description of what Covered Entity is doing
(i) to investigate the Breach, (ii) to mitigate harm to
Individuals and (iii) to protect against further
Breaches; and
contact procedures for Individuals to ask questions
or learn additional information, including a toll free
telephone number, e-mail address, web site, or
postal address.

Timing for Written Notice. Unless there is a law enforcement
delay, such notification will be provided without unreasonable
delay and in no case later than 60 calendar days after discovery of
the Breach.
A Breach shall be treated as “discovered” by the Covered Entity as
of the first day on which such breach is known to the Covered
Entity, or, by exercising reasonable diligence would have been
known to the Covered Entity. The Covered Entity shall be deemed
to have knowledge of a breach if such breach is known, or by
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exercising reasonable diligence would have been known, to any
person, other than the person committing the breach, who is a
workforce member or an agency of the Covered Entity.
c)

Form of Notice. Notice required under this section to be provided
to an Individual, with respect to a breach, shall be provided
promptly and in the following form:
i.

ii.

iii.

4)

First Class Notice. Written notification by first-class mail to
the Individual (or the next of kin of the Individual if the
Individual is deceased) at the last known address of the
Individual or the next of kin, respectively, or, if specified as
a preference by the Individual, by electronic mail. The
notification may be provided in one or more mailings as
information is available.
Notice In the Care of Insufficient or Out-of-Date Contact
Information. In the case in which there is insufficient or
out-of-date contact information (including a phone
number, email address, or any other form of appropriate
communication) that precludes direct written (or, if
specified by the Individual, electronic) notification to the
Individual, a substitute form of notice shall be provided. In
the case when there are 10 or more Individuals for which
there is insufficient or out-of-date contact information, a
conspicuous posting for a period of ninety (90) days on the
home page of the Web site of this Covered Entity or
conspicuous notice in major print or broadcast media,
including major media in geographic areas where the
Individuals affected by the breach likely reside. Such a
notice in media or web posting will include a toll-free
phone number that remains active for at least ninety
(90) days, where an Individual can learn whether or not
the Individual’s unsecured PHI is possibly included in the
breach.
Additional Notice in Urgent Situations. In any case
deemed by this Covered Entity to require urgency because
of possible imminent misuse of unsecured PHI, this
Covered Entity, in addition to notice provided under
subparagraph (A), may provide information to Individuals
by telephone or other means, as appropriate.

Notice to Media of Breaches Involving More Than 500 Residents of the
Same State or Jurisdiction. If a Breach involves more than 500 residents
of the same State or jurisdiction, the Privacy Officer, or his or her
79

designee(s), will notify the media in accordance with the Breach
Notification Requirements. Such notification will be provided without
unreasonable delay and in no case later than 60 calendar days after
discovery of the Breach.
5)

Notice to Department of Health and Human Services of Breaches
Involving 500 or More Individuals. If a Breach involves 500 or more
Individuals, the Privacy Officer, or his or her designee(s), will notify the
Department of Health and Human Services in the manner specified in the
Breach Notification Requirements on the Department of Health and
Human Services website. Such notification will be provided without
unreasonable delay and in no case later than 60 calendar days after
discovery of the Breach.

6)

Maintenance of Log and Annual Notice to Department of Health and
Human Services of Breaches Involving Less than 500 Individuals. The
Privacy Officer, or his or her designee(s), shall maintain a log of Breaches
involving less than 500 Individuals and, not later than 60 days after the
end of each calendar year, shall notify the Department of Health and
Human Services in the manner specified in the Breach Notification
Requirements and on the Department of Health and Human Services
website.

7)

Breaches by Business Associates. Covered Entity may, as permitted by
the Breach Notification Requirements, contract with Business Associates
for Business Associates to undertake the notification requirements of this
Policy and Procedure with respect to PHI acquired, accessed, used or
disclosed by the Business Associate relating to Covered Entity, in addition
to the obligations directly applicable to the Business Associates under the
Breach Notification Requirements (including the obligations with respect
to monitoring unauthorized uses or disclosures of PHI and making
determinations whether such unauthorized uses or disclosures constitute
a Breach). If the Business Associate Agreement does not so provide,
however, upon notification by a Business Associate of a Breach, the
Privacy Officer, or his or her designee(s), shall undertake the notification
requirements under this Policy to the extent necessary.

8)

Law Enforcement Delay. If a law enforcement official determines that a
notification, notice, or posting required under HIPAA would impede a
criminal investigation or cause damage to national security, such
notification, notice, or posting shall be delayed as follows:
a)

If law enforcement provides a written statement and specifies the
time for which a delay is required, the Covered Entity or Business
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b)

Associate shall delay such notification, notice or posting for the
time period specified in writing.
If the statement provided by law enforcement is only verbal, the
Covered Entity or Business Associate must document the
statement, and delay the notification, notice or posting
temporarily and no longer than thirty (30) days from the date of
the verbal statement, unless the law enforcement official provides
a written statement.
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Instructions for Analyzing Potential Breaches
1) Immediately, when a potential Breach is discovered, it shall be reported to the Privacy
Officer.
2) The Privacy Officer, in conjunction where appropriate with the Security Officer, will
immediately investigate the matter to gain all possible facts related to the potential Breach
in order to determine whether the potential Breach meets the definition of “Breach” under
HIPAA. The attached Breach Notification Flowchart and Risk Assessment Tool can be used
to assist in this process.
3) If it is determined that there was a Breach, notifications required under HIPAA as described
in the Policy shall be made as soon as possible, and in no event greater than sixty days from
the date of discovery.
SEE ATTACHED BREACH NOTIFICATION FLOWCHART, RISK ASSESSMENT TOOL, AND SAMPLE
BREACH NOTIFICATION LETTER
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BUSINESS ASSOCIATE ASSURANCES POLICY
I.

POLICY

Covered Entity may disclose PHI to a Business Associate and may allow a Business Associate to
create or receive PHI on its behalf. This Policy has been developed to ensure the privacy and
security of PHI when Covered Entity is disclosing PHI to its Business Associates.
II.

PURPOSE

The purpose of this Policy is to provide guidance to Covered Entity workforce members on the
requirements of HIPAA as it relates to the Disclosure of PHI to Business Associates to ensure
compliance with HIPAA.
III.

REFERENCES/CROSS-REFERENCES





IV.

45 C.F.R. §164.502(e)
45 C.F.R. §164.504(e)
45 C.F.R. §164.308(b)
45 C.F.R. §164.314(a)

PROCEDURES
A.

Definition of Business Associate

Business Associate means any entity or person who, on behalf of Covered Entity (but
other than in the capacity of a member of the Covered Entity’s workforce), creates,
receives, maintains, or transmits PHI for a function or activity regulated by HIPAA,
including claims processing or administration, data analysis, processing or
administration, utilization review, quality assurance, Individual safety activities, billing,
benefit management, practice management, and repricing, or uses PHI to provide legal,
actuarial, accounting, consulting, data aggregation, management, administrative,
accreditation, or financial services to or for the Covered Entity. It includes a health
information organization, e-prescribing gateway or other entity or person who provides
data transmission services with respect to PHI and that requires access on a routine
basis to such PHI. It does not, however, include an officer, director, or workforce
member of Covered Entity. It includes a person that offers a personal health record on
behalf of the Covered Entity. It includes a subcontractor that creates, receives,
maintains, or transmits PHI on behalf of the business associate.
B.

Business Associate Contracts.

Covered Entity shall ensure contracts or other arrangements between Covered Entity
and its Business Associates comply with the Policies and Procedures described herein
and pursuant to the HIPAA. Specifically:
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1)

Covered Entity shall document satisfactory assurances of compliance with the
Policies and Procedures herein through a written contract or other written
agreement or arrangement with the Business Associate that establishes
permitted and required Uses and Disclosures of PHI.

2)

Written contracts or agreements between Covered Entity and a Business
Associate shall provide that the Business Associate shall
a)
b)

c)

d)

e)

f)

g)

h)

i)

not Use or further Disclose PHI other than as permitted or required by
the contract or as required by law;
use appropriate safeguards and comply with Security Rule with respect to
PHI in electronic form to prevent Use or Disclosure of PHI other than as
provided for by its contract;
report to the Covered Entity any Use or Disclosure of PHI not provided for
by its contract of which it becomes aware, including security incidents
and breaches of unsecured PHI as required by 45 C.F.R. § 164.410;
ensure that any subcontractors that create, receive, maintain, or transmit
PHI on behalf of the Business Associate agree to the same restrictions
and conditions that apply to the Business Associate with respect to such
PHI by entering into a contract or other arrangement that complies with
HIPAA;
make available PHI in accordance with the Individual’s right to access
such information, including to incorporate any amendments to PHI and to
provide an accounting of disclosures in accordance with the Individual’s
right to request an amendment to PHI or an accounting of disclosures;
to the extent the Business Associate is to carry out the Covered Entity’s
duties under the Privacy Rule, comply with the requirements of the
Privacy Rule that apply to Covered Entity in the performance of such
duties;
make its internal practices, books, and records relating to the use and
disclosure of PHI received from, created, or received by the Business
Associate on behalf of the Covered Entity available to the Department of
Health and Human Services for purposes of determining Covered Entity’s
compliance with the Privacy Rule;
at termination of the contract, if feasible, return or destroy all PHI
received from, created, or received by the Business Associate on behalf
of Covered Entity that the business associate maintains in any form and
retain no copies of such information, or if such return or destruction is
not feasible, extend the protections of the contract to the PHI and limit
further Uses and Disclosures to those purposes that make the return or
destruction of the PHI infeasible;
authorize termination of the contract by Covered Entity if Covered Entity
determines that the Business Associate has violated a material term of
the contract.
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3)

Use of PHI by Business Associate. At the sole discretion of Covered Entity,
contracts or agreements between Covered Entity and a Business Associate may
permit the Business Associate to do the following:
a)
b)

c)

d)

Provide data aggregation services relating to the health care operations
of Covered Entity;
Use the PHI received in its capacity as a Business Associate to Covered
Entity, if necessary for the proper management and administration of the
Business Associate or to carry out the legal responsibilities of the
Business Associate;
Disclose PHI if necessary for the proper management and administration
of the Business Associate or to carry out the legal responsibilities of the
Business Associate if the Business Associate obtains reasonable
assurances from the person to whom the PHI is disclosed that it will be
held confidentially and used or further disclosed only as required by law
or for the purpose for which it was disclosed. The person to whom the
PHI is disclosed must notify the Business Associates of any instances of
which it is aware that the confidentiality of the information has been
breached; and
Disclose PHI if law requires the disclosure.

4)

Obligation To Cure Breach. Covered Entity, upon learning that a pattern of
activity or practice of a Business Associate constitutes a material breach or
violation of the Business Associate’s obligation under the contract or other
arrangement, will take reasonable steps to cure the breach or end the violation,
as applicable, and, if such steps are unsuccessful, terminate the contract or
arrangement, if feasible.

5)

Entering into Business Associate Agreements. No member of Covered Entity is
authorized to enter into a contract with a Business Associate without the prior
approval of the contract from the Privacy Officer or Covered Entity’s legal
counsel. Any workforce member who is in receipt of such a contract from a
Business Associate will forward the same to the Privacy Officer immediately.

6)

When Both Entities are Governmental Entities. If the Covered Entity and
Business Associate are both governmental entities, the Covered Entity may enter
into a memorandum of understanding with the Business Associate that contains
the same terms and objectives as set out in this Policy.
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INSTRUCTIONS

1.

Before disclosing any PHI to a third party who is providing services on behalf of the
Covered Entity, or assisting the Covered Entity in performing services, members of the
workforce should contact the Privacy Officer to determine whether the third party is a
business associate.

2.

If it is determined that the third party is a business associate, the Privacy Officer will
provide the third party with the attached business associate agreement. The third party
must sign the business associate agreement prior to having any access to PHI.

3.

If the third party desires to revise or amend the business associate agreement, the
Privacy Officer should be contacted to evaluate whether any amendments will be
permitted.
SEE ATTACHED BUSINESS ASSOCIATE AGREEMENT TEMPLATE
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COMPLAINTS, NON-RETALIATION AND WAIVER OF RIGHTS POLICY
I.

POLICY

Covered Entity recognizes that Individual rights are a critical component to maintaining quality
care and service, and is committed to allowing Individuals to exercise their rights under
applicable federal, state and/or local laws and regulations. To support this commitment,
Covered Entity maintains written Policies and Procedures to provide guidance to members of
Covered Entity’s workplace when faced with a complaint by an Individual regarding Covered
Entity’s use or disclosures of the Individual’s PHI.
II.

PURPOSE

HIPAA requires the Covered Entity to have a mechanism for receiving complaints from
Individuals regarding Covered Entity’s compliance with the Privacy Rule. We are required to
accept complaints about any aspect of our practices regarding PHI. The purpose of this Policy is
to provide guidance to members of Covered Entity’s workplace when an Individual wishes to
make a complaint. Another purpose of this Policy is to ensure that no workforce member
engages in intimidating, threatening, coercive or discriminatory action against any Individual for
exercising their rights under HIPAA, including the filing of a complaint. A further purpose of this
policy is to inform workforce members that Individuals cannot be required to waive their rights
under HIPAA as a condition of the provision of treatment, payment, enrollment in a health plan,
or eligibility for benefits.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. § 164.530(d)

PROCEDURE
A. Individual’s Right to File a Complaint. Under the Privacy Rule, the Individual has a right
to file a complaint with Covered Entity regarding Covered Entity’s use or disclosure of
the Individual’s PHI.
1)

Form of Complaint. An Individual desiring to file a complaint should be provided
with Covered Entity’s Complaint Form.

2)

Verbal Complaint. If an Individual refuses to complete the Complaint form, but
wishes to make a complaint, the workforce member shall give the Individual the
name, title, and telephone number of the Privacy Officer, or designee.

3)

No Waiver. Covered Entity shall not require Individuals to waive their right to
file a complaint with the Department of Health and Human Services as a
condition of the provision of treatment, payment, enrollment in a health plan, or
eligibility for benefits.
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B. Report of Concern by Workforce Members and Agents of Covered Entity. The Covered
Entity believes that an effective system of communication is important in identifying
compliance violations of the privacy standards adopted by the Covered Entity to protect
PHI. To encourage communication of compliance concerns by members of the
workforce and other agents doing business with the Covered Entity, the Covered Entity
has implemented a reporting system that permits the workforce and other agents to
report concerns openly or anonymously, verbally or in writing, in accordance with
established procedures.
The Covered Entity will make every reasonable effort to protect the identity of a
reporting workforce member, unless the workforce member permits the Covered Entity
to reveal their identity. However, no guarantee of anonymity can be assured. No
disciplinary action or retaliation will be taken against a workforce member who makes a
good faith report of a compliance concern.
A report of concern may be made by anyone having knowledge or information about a
known or suspected violation of the Covered Entity’s privacy standards or the laws and
regulations governing the Covered Entity. Reports may be made verbally or in writing to
the Covered Entity Privacy Officer or to Office for Civil Rights, U.S. Department of Health
and Human Services, 601 East 12th Street--Room 248, Kansas City, Missouri 64106.
Voice Phone (816) 426-7278. FAX (816) 426-3686. TDD (816) 426-7065. All reports,
whether verbal or written, will be documented on the Confidential Report of Concern,
attached hereto.
Following the filing of a Confidential Report of Concern, the Privacy Officer, or designee,
shall investigate, and will complete the Investigation Report, attached hereto.
C. Non-Retaliation. Covered Entity will not intimidate, threaten, coerce, discriminate
against, or take other retaliatory action against anyone for: (i) exercising any right
under or participating in any process established by the Privacy Rule or this Policy; (ii)
filing a complaint with the Privacy Officer and/or the Department of Health and Human
Services; (iii) testifying, assisting, or participating in an investigation, compliance review,
proceeding, or hearing; or (iv) opposing in good faith any act or practice made unlawful
by the Privacy Rule, provided that the manner of the opposition is reasonable and does
not itself involve disclosure of PHI in violation of the applicable law.
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INSTRUCTIONS RELATED TO COMPLAINTS
If a complaint is ever received, verbally or in writing, the complainant should be provided a
copy of the attached Complaint Form. The completed form, or if the complaint is verbal,
the information, shall be immediately provided to the Privacy Officer.
SEE ATTACHED CONFIDENTIAL REPORT OF CONCERN FORM FOR WORKFORCE OR AGENTS,
SEE ATTACHED INVESTIGATION REPORT FORM, SEE ATTACHED COMPLAINT FORM FOR
INDIVIDUALS
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DE-IDENTIFIED INFORMATION AND RE-IDENTIFICATION POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individuals’ PHI. Federal
law allows use and disclosure of PHI for the purpose of creating de-identified information. Deidentified information is information which has been stripped of any elements that may identify
an Individual, such as name, birth date or social security number. Covered Entity may, from
time to time, use de-identified data for various purposes. In doing so, Covered Entity will
ensure that the appropriate administrative and technical processes are in place to properly deidentify PHI, as well as to secure any methods of re-identification, as required by the Privacy
Rule and other applicable federal, state and/or local laws and regulations.
II.

PURPOSE

The purpose of this policy is to provide guidance and ensure compliance with provisions of the
Privacy Rule related to the de-identification of PHI.
III.

REFERENCES/CROSS-REFERENCES


45 C.F.R. §164.514

IV.

PROCEDURE

A.

De-Identified Information. Health information that does not identify an Individual and
with respect to which there is no reasonable basis to believe that the information can be
used to identify an Individual is not Individually identifiable health information and
therefore is not considered PHI under HIPAA. As such, it may be used or disclosed by
Covered Entity without authorization and for a purpose other than treatment, payment
or health care operations, as long as the procedures set forth below are followed.

B.

Requirements for De-Identification of PHI. Health Information may be deemed deidentified only under very specific circumstances, in accordance with the Privacy Rule.
1)

The Privacy Officer shall make all decisions about whether PHI should be deidentified or if information received from another entity qualifies as de-identified
information.

2)

Information may be considered de-identified only if the following elements are
removed or otherwise concealed from the PHI, and when the Covered Entity
does not have actual knowledge that the information could be used along or in
combination with other information to identify an Individual who is a subject of
the information:
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a)
b)

c)
d)
e)
f)
g)
h)
i)
j)
k)
l)
m)
n)
o)
p)
q)
r)

s)

name;
all elements of dates (except year) for dates directly related to an
Individual, including: birth date, admission date, discharge date, date of
death; and all ages over 89 and all elements of dates (including year)
indicative of age 89, except that such ages and elements may be
aggregated into a single category of age 90 or older;
telephone number;
fax number;
electronic mail address;
social security number;
medical record number;
health plan beneficiary number;
account number;
certificate/license number;
vehicle identifiers and serial numbers, including license plates;
device identifiers and serial number;
web Universal Resource Locators (URL);
Internet Protocol (IP) address number;
biometric identifiers, including finger and voice prints;
full face photographic image and any comparable image;
all geographic subdivisions smaller than a state, including street address,
city, county, precinct, zip code or equivalent geocode; and
any other unique identifying number, characteristic or code, other than a
code assigned to a record to permit Covered Entity to re-identify the
information.
The initial three digits of a zip code may be used if, according to the
current publicly available data from the Bureau of the Census:
i.
ii.

the geographic unit formed by combining all zip codes with the
same three initial digits contains more than 20,000 people; and
the initial three digits of a zip code for all such geographic units
containing 20,000 or fewer people is changed to 000.

3)

Covered Entity shall adopt a uniform process for purposes of removing
identifying elements from PHI.

4)

If any of the identifiers listed above are not removed, then the information will
only be disclosed when the Privacy Officer determines that the risk is very small
that the information could be used, alone or in combination with other
reasonably available information, by an anticipated recipient to identify an
Individual who is a subject of the information, and documents the methods and
results of the analysis that justify that determination.
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C.

Re-identification. A Covered Entity may assign a code or other means of record
identification to allow information that is de-identified under this Policy to be reidentified by the Covered Entity, as long as the following standards are met:
1)

The code or other means of record identification used to re-identify information
will not be derived from or related to information about the Individual and
should not otherwise be capable of being translated so as to identify the
Individual; and

2)

The Covered Entity does not use or disclose the code or other means of record
identification for any other purpose, and does not disclose the mechanism for
re-identification.
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LIMITED DATA SET POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individuals’ PHI. For most
disclosures other than in the usual course of treatment, payment, or health care operations,
Covered Entity must obtain the Individual’s Authorization before using or disclosing the
Individual’s PHI. However, Covered Entity may create and use a limited data set under certain
circumstances. A limited data set contains information from which all direct identifiers, such as
name, have been removed, but which may contain some indirect identifiers. Covered Entity
will, from time to time, use or disclose limited data sets for purposes of research, public health
and health care operations.
II.

PURPOSE

The purpose of this policy is to provide guidance and to ensure that the creation, use and
disclosure of limited data sets are in compliance with all applicable laws and regulations.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.514(e)

PROCEDURE
A. General Rule Regarding Use or Disclosure of PHI for Purposes Other Than Treatment,
Payment or Health Care Operations. Under the Privacy Rule, Covered Entity may not
disclose an Individual’s PHI for purposes other than treatment, payment or health care
operations or other permitted uses and disclosures without obtaining the Individual’s
prior written Authorization.
B. Exceptions to General Rule. In some situations, Covered Entity may create de-identified
information or limited data sets from PHI, without an Individual’s Authorization,
provided all of the requirements of the Privacy Rule have been met.
C. General Requirements for the Use or Disclosure of PHI to Create a Limited Data Set.
Covered Entity may use PHI to create, or may disclose PHI to a Business Associate to
create, a limited data set for the purposes of research, public health or health care
operations. The following guidelines apply to the use or disclosure of PHI for the
creation, use and disclosure of a limited data set:
1)

The reason for creating and/or disclosing a limited data set must be documented
and maintained. The Privacy Officer shall be consulted prior to the creation
and/or disclosure of a limited data set.
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2)

The following Individually identifying elements of an Individual, relatives,
employers and household providers of the Individual will be removed or
otherwise excluded from PHI in order to create a limited data set:
a)
b)
c)
d)
e)
f)
g)
h)
i)
j)
k)
l)
m)
n)
o)
p)

name;
postal address information, other than town or city, state and zip code;
telephone number;
fax number;
electronic mail address;
social security number;
medical record number;
health plan beneficiary number;
account number;
certificate/license number;
vehicle identifiers and serial numbers, including license plates;
device identifiers and serial number;
web Universal Resource Locators (URL);
Internet Protocol (IP) address number;
biometric identifiers, including finger and voice prints; and
full face photographic image and any comparable image.

3)

Covered Entity will adopt processes for purposes of removing identifying
elements from PHI to create a limited data set.

4)

Covered Entity must enter into a data use agreement with any proposed
recipients of a limited data set before disclosing any information contained in
such limited data set to the recipient. This agreement must be reviewed by the
Privacy Officer prior to use.

5)

If Covered Entity is in receipt of a limited data set, Covered Entity will enter into
and comply with the terms of a data use agreement. If the person or entity
sending the limited data set to Covered Entity has not provided such an
agreement, Covered Entity shall not use or disclose the information and shall
promptly notify the Privacy Officer. If a data use agreement accompanies a
limited data set received by Covered Entity, the workforce member will promptly
forward the agreement to the Privacy Officer.

6)

The data use agreement between Covered Entity and any other entity with
which it will share the information contained in the limited data set, shall
establish:
a)
b)

Who is permitted to use or receive the limited data set; and
The permitted uses and disclosures of such information by the recipient
consistent with the limited purposes of research, public health and health
care operations.
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7)

The data use agreement shall provide Covered Entity with adequate assurances
that the recipient of the limited data set will:
a)
b)
c)
d)

Not attempt to re-identify or contact the Individuals whose information is
contained in the limited data set;
Use appropriate safeguards to prevent uses or disclosures outside the
terms of the data use agreement;
Ensure that any subcontractors or other tertiary recipients of the data
agree to and abide by the terms of the data use agreement; and
Report any breaches of information or agreement to Covered Entity in a
timely manner.
SEE ATTACHED DATA USE AGREEMENT
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PHI MARKETING POLICY
I.

POLICY

Covered Entity is committed to protecting the privacy of Individuals’ PHI in compliance with all
applicable laws and regulations. To achieve this commitment, Covered Entity has adopted a
Privacy Program to help members of its workforce understand and recognize their
responsibilities to protect the health information of Individuals, including in the context of the
use of PHI for marketing purposes.
II.

PURPOSE

The purpose of this Policy is to provide guidance regarding the privacy limitations on marketing
communications and communications subsidized by manufacturers or other parties.
III.

REFERENCES/CROSS-REFERENCES



IV.

45 C.F.R. §164.501
45 C.F.R. §164.508(a)(3)

PROCEDURE
A.

Definition.
Marketing means to make a communication about a product or service that
encourages recipients of the communication to purchase or use the product or
service. Marketing does not include a communication made:
1)

To provide refill reminders or otherwise communicate about a drug or
biologic that is currently being prescribed for the Individual, only if any
financial remuneration received in exchange for making the
communication is reasonably related to the cost of making the
communication. For purposes of this Marketing Policy, the term
“financial remuneration” means direct or indirect payment from or on
behalf of a third party whose product or service is being described.

2)

For the following purposes, except where Covered Entity receives
financial remuneration in exchange for making the communication:
a)

b)

For treatment of an Individual, including case management or
care coordination for the Individual, or to direct or recommend
alternative treatments, therapies, health care providers, or
settings of care to the Individual;
To describe a health-related product or service (or payment for
such product or service) that is provided by Covered Entity; or
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c)

B.

For case management or care coordination, contacting of
Individuals with information about treatment alternatives, and
related functions to the extent these activities do not fall within
the definition of treatment.

Marketing Restrictions
Covered Entity must obtain an Individual’s authorization to use or disclose PHI
for Marketing, except for face-to-face communications made by Covered Entity
to the Individual, or for promotional gifts of nominal value. If Covered Entity
would receive financial remuneration from a third party for the communication,
the authorization must state that such remuneration is involved.
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MINIMUM NECESSARY POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individual health
information. While Individual information must be available to health care professionals in the
process of ensuring proper care or other professional services, workforce members should
avoid disclosing more Individual information than needed to perform our respective duties. To
support our commitment to Individual confidentiality, the Covered Entity will ensure that the
appropriate steps are taken to disclose only the minimum amount of PHI necessary to
accomplish the particular use or disclosure, as required under HIPAA.
II.

PURPOSE

The purpose of this policy is to provide members of Covered Entity’s workforce with guidance
on restricting the use and disclosure of PHI to the minimum necessary to achieve the purpose
of the use or disclosure.
III.

REFERENCE/CROSS-REFERENCE



IV.

45 C.F.R. §164.502(b)
45 C.F.R. §164.514(d)

PROCEDURE
A.

General Rule. The minimum necessary standard applies to all of Covered
Entity’s Uses and Disclosures of PHI except to (1) Disclosures to or requests by a
health care provider when the PHI will be Used for Treatment purposes; (2)
Disclosures to the Individual who is the subject of the PHI; (3) Uses or Disclosures
made pursuant to an Authorization requested by the Individual; (4) Disclosures
made to the Secretary under HIPAA; (5) Uses or Disclosures that are required by
law under 45 CFR 164.512(a); and (6) Uses and Disclosures that are required for
compliance with the Privacy Rule.
Covered Entity workforce members shall follow proper procedures to ensure
that only the minimum amount of PHI necessary to accomplish the specific
purpose of a use or disclosure is actually used or disclosed. Covered Entity
workforce members shall request only the minimum amount of PHI necessary to
accomplish the specific purpose of the request.

B.

When using or disclosing PHI, or when requesting PHI from another entity,
Covered Entity must make reasonable efforts to limit PHI to the minimum
necessary to accomplish the intended purpose of the use, disclosure or request
for health information.
Covered Entity must implement the following
requirements after assessing their own unique circumstances. The requirements
do not require limiting PHI use or disclosure to only what is absolutely the
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minimum necessary amount, but rather to what may reasonably be necessary to
accomplish the purpose of the use or disclosure.
1)

Covered Entity workforce member’s access to PHI. Covered Entity has
identified those persons or classes of persons in its workforce who need
access to PHI to carry out their duties. For each such person or class of
persons, Covered Entity has identified the category or categories of PHI
to which access is needed, and any appropriate conditions to such access.
Covered Entity must make reasonable efforts to limit the access to PHI of
such identified persons or classes of persons to the identified categories
of PHI.

2)

Review of Requests. All proposed uses or disclosures of PHI shall be
reviewed by persons having an understanding of the Covered Entity’s
privacy policies and practices, and sufficient expertise to understand and
weigh the necessary factors.

3)

Entire Record. The Covered Entity shall only use, disclose, or request an
entire medical record when the entire medical record is specifically
justified as being reasonably necessary to accomplish the purpose of the
use, disclosure, or request.

4)

Criteria. The following criteria will be used in limiting the amount of PHI
requested or disclosed by Covered Entity’s workforce members:

Does the Individual who is requesting (disclosing) the PHI have complete
understanding of the purpose for the use or disclosure of the PHI?
Are all of the Individuals identified for whom the requested use or disclosure of
the PHI is required?
5)

Minimum Necessary Disclosure of PHI.
a)

b)

6)

For disclosures made on a routine and recurring basis, Covered
Entity must implement a standard protocol that limits the
disclosure to PHI reasonably necessary to achieve the purpose of
the disclosure.
For non-routine disclosures, Covered Entity must develop criteria
for determining and limiting such disclosure to the minimum
necessary PHI to accomplish the purpose of the non-routine
disclosure. Such disclosures must be reviewed on a case by case
basis in accordance with these criteria.

Minimum Necessary Requests for PHI.
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a)

b)

7.

For requests for PHI made on a routine and recurring basis, Covered
Entity must implement a standard protocol that limits the disclosure to
PHI reasonably necessary to achieve the purpose of the disclosure.
For non-routine requests, Covered Entity must develop criteria for
determining and limiting disclosure to the minimum necessary PHI to
accomplish the purpose of the non-routine disclosure. Such requests
must be reviewed on a case by case basis in accordance with these
criteria.

Reasonable Reliance. Covered Entity may rely on a requested disclosure for PHI as being
the minimum necessary for a stated purpose when the request is made by:
a)
b)
c)
d)

A public health official or agency for a Disclosure permitted under the Privacy
Rule;
Another Covered Entity;
A professional who is a workforce member or Business Associate of the Covered
Entity holding the PHI; or
A researcher with appropriate documentation from an Institutional Review
Board or Privacy Board.
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NOTICE OF PRIVACY PRACTICES POLICY
I.

POLICY

Covered Entity shall comply with the Privacy Rule governing the provision of a Notice of Privacy
Practices to Individuals seeking Covered Entity services and to health plan beneficiaries and
new enrollees. As set forth in this Policy, Individuals have the right to adequate notice by
Covered Entity of the uses and disclosures of their PHI permitted or required by Covered Entity,
and of their rights and Covered Entity duties under HIPAA with respect to PHI. Further, Covered
Entity shall make a good faith effort to obtain a written acknowledgement from each Individual
seeking treatment and document any failure to do so on the form provided.
II.

PURPOSE

The purpose of this Policy is to ensure that Covered Entity complies with the rules governing
the provision of a Notice of Privacy Practices, and to ensure that workforce members are
familiar with the general rules concerning the timing and distribution of the Notice. Another
purpose of this Policy is to provide guidance to workforce members about the process by which
an acknowledgment of receipt of Covered Entity’s Notice of Privacy Practices must be obtained
from Individuals presenting for services.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.520

PROCEDURE
A.

Notice of Privacy Practices for Health Care Provider.
1.

General Rules. Each Individual seeking health care from Covered Entity,
except for inmates, must receive a Notice. If a material change is made to
the Notice, the Notice shall be revised under the direction of the Privacy
Officer and shall be redistributed according to the distribution of Notice
provisions contained in this Policy.

2.

Distribution of Notice.
a)

b)

c)

General Rule. Each Individual shall receive a Notice not later than
the first date of service delivery, including service delivered
electronically.
Electronic Distribution. The Notice also shall be available
electronically, for viewing only, through Covered Entity’s web-site
at www.ecriowa.us
Upon Request. A paper copy of the Notice shall be provided upon
request to any Individual seeking health care services from
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d)

V.

Covered Entity, regardless of whether the Individual has agreed to
receive the Notice electronically.
Service Delivery Site. If the Covered Entity maintains a physical
service delivery site, the Covered Entity must have the Notice
available at the service delivery site for Individuals to request to
take with them and must post the Notice in a clear and prominent
location where it is reasonable to expect Individuals seeking
services from Covered Entity to be able to read the Notice.

Content of the Notice of Privacy Practices
1)

Required Elements. The Covered Entity must provide a Notice that is written in
plain language and that contains the following elements:
a)

b)

c)

d)

e)

f)

Header: “This Notice Describes How Medical Information About You May
Be Used and Disclosed and How You Can Get Access to This Information.
Please Review It Carefully.”
A description, including at least one example, of the types of uses and
disclosures that the Covered Entity is permitted to make for treatment,
payment and health care operations.
A description of each of the other purposes for which the Covered Entity
is permitted or required to use or disclose PHI without the Individual’s
written authorization.
If a use or disclosure is prohibited or materially limited by other
applicable law, the description of the use or disclosure shall reflect the
more stringent law.
A description of the types of uses and disclosures that require an
authorization under the HIPAA provisions governing psychotherapy
notes, marketing and sales of PHI, a statement that other uses and
disclosures not described in the Notice will be made only with the
Individual’s written authorization, and a statement that the Individual
may revoke such authorization. If the Covered Entity contacts Individuals
to remind them of appointments or to provide them with other
information, the Covered Entity shall describe that on the notice.
A statement of the Individual’s rights with respect to PHI and a brief
description of how the Individual may exercise these rights.
i.

ii.
iii.

The right to request restrictions on certain uses and disclosures
and the fact that the Covered Entity is not required to agree to a
requested restriction except in the case of mandatory disclosure
restrictions to health plans when the Individual paid for the cost
of the service in full.
The right to receive confidential communications of PHI.
The right to inspect and copy PHI.
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iv.
v.
vi.
g)

h)
i)

j)

k)
l)
2)

A statement that the Covered Entity is required to maintain the privacy of
PHI, to provide the Individual with notice of its legal duties and privacy
practices with respect to PHI, and to notify the Individual following a
breach of unsecured PHI.
A statement that the Covered Entity is required to abide by terms of the
notice currently in effect.
A statement that the Covered Entity reserves the right to change the
terms of its notice and to make the new notice provisions effective for all
PHI that it maintains. The statement shall also describe how it will
provide Individuals with the revised notice.
A statement that the Individual may complain to the Covered Entity and
to the Secretary if they believe their privacy rights have been violated, a
brief description of how the Individual may file a complaint and a
statement that the Individual will not be retaliated against for filing a
complaint.
The name or title and telephone number of the person or office to
contact for further information.
A date on which the notice is first in effect.

Optional Elements. If the Covered Entity intends to engage in any of the
following, the Notice must include a separate statement informing the Individual
of such activities, as follows:
a)

b)
c)

VI.

The right to amend PHI.
The right to receive an accounting of PHI disclosures.
The right to obtain a paper copy of the notice from the Covered
Entity.

If the Covered Entity engages in fundraising activities, a statement that
the Covered Entity may contact the Individual to raise funds for the
Covered Entity and the Individual has a right to opt out of receiving such
communications.
A group health plan may disclose PHI to the sponsor of the plan.
A health plan that intends to use or disclose PHI for underwriting
purposes must include a statement that the Covered Entity is prohibited
from using or disclosing PHI that is genetic information of an Individual
for such purposes.

Obtaining Acknowledgement of Receipt of Notice for Health Care Providers
1)

General Rule. Covered Entity must make a good faith effort to obtain an
Individual’s acknowledgment that he or she has received the Notice no later
than the first date of service delivery.
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2)

Exceptions. In emergency situations, Covered Entity may wait to obtain the
acknowledgment until reasonably practicable.

3)

Refusal.
If an Individual refuses or otherwise fails to provide an
acknowledgment, Covered Entity must document its good faith effort to obtain
the acknowledgment and the reason why the acknowledgment was not obtained
(e.g., the Individual refused to sign the acknowledgment after being requested to
do so). Covered Entity is not prohibited from providing treatment or otherwise
using or disclosing PHI as permitted by law if the Individual does not sign an
acknowledgment after being asked to do so.

4)

One Acknowledgment. Covered Entity only needs to obtain one signed
acknowledgment per Individual. Covered Entity is not required to collect an
acknowledgment every time the Individual obtains services. Even if Covered
Entity’s Notice is revised, Covered Entity is not required to ask the Individual to
sign a new acknowledgment.

5)

Process for Obtaining Acknowledgments. Covered Entity shall provide each
Individual seeking treatment from Covered Entity with a Notice on the first date
of service. Each Individual must be provided with a paper copy to take with
them if requested.
a)

b)

6)

Members of Covered Entity’s workforce, after providing the Individual an
opportunity to review the Notice, shall request that the Individual sign
the acknowledgment, which shall be captured by electronic or manual
signature for documentation purposes.
If an Individual refuses to sign an acknowledgment after having been
asked to do so, the workforce member must document the refusal and
the reason for the refusal using Covered Entity’s designated form, and
forward the refusal to Covered Entity’s Privacy Officer.

Separate Signature Requirement. If Covered Entity is required to collect an
Individual signature for another purpose, the signature obtained for the
acknowledgment must be separate and the language must indicate the
Individual knows what he or she is signing.

SEE ATTACHED TEMPLATE NOTICE OF PRIVACY PRACTICES FOR HEALTH CARE PROVIDER; SEE
ATTACHED ACKNOWLEDGMENT OF RECEIPT OF NOTICE OF PRIVACY PRACTICES FOR HEALTH
CARE PROVIDER; SEE ATTACHED GOOD FAITH EFFORT TO OBTAIN ACKNOWLEDGMENT OF
RECEIPT FOR HEALTH CARE PROVIDER
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PRIVACY OFFICER DESIGNATION POLICY
I.

POLICY

In order to manage the facilitation and implementation of activities related to the privacy of
PHI, Covered Entity has appointed and will maintain a Privacy Officer position.
The Privacy Officer will be responsible and shall serve as the focal point for all privacy
compliance-related activities. In general, the Privacy Officer is charged with implementing
Covered Entity’s HIPAA Privacy Policies and Procedures, conducting educational programs, and
administering reviews relating to privacy and confidentiality Policies and Procedures.
Jan Heidemann has been designated the Privacy Officer of Covered Entity.
II.

PURPOSE

The purpose of this Policy is to set forth the responsibilities of the Privacy Officer.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.530(a)

PROCEDURES
The Privacy Officer shall have the following responsibilities:
1)

Provide leadership with respect to creating and implementing a privacy program.

2)

Develop Covered Entity’s Privacy Policies and Procedures consistent with
applicable federal and state laws, rules, and regulations.

3)

In conjunction with the Security Officer, participate in periodic risk assessments
of the security and privacy of PHI, including Covered Entity’s ePHI.
a)

Ensure that processes are implemented to maintain compliance with
Federal and State laws related to privacy, confidentiality, and protection
of information resources and health care information. This includes
coordination with the Security Officer in evaluating and monitoring
operations and systems development for privacy and security
requirements.

b)

Develop, implement, and administer a Covered Entity procedure to allow
Individuals to exercise their rights to PHI under applicable State and
Federal Laws.
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c)

Develop and implement Covered Entity’s privacy training programs and,
in conjunction with the Security Officer, a security awareness and training
program.

d)

Develop and administer a process for handling individual complaints
concerning HIPAA violations in conjunction with the Security Officer,
including ensuring that the complaint and its disposition are
appropriately documented.

e)

In conjunction with the Security Officer, investigate potential violations of
Covered Entity’s HIPAA policies.

f)

Consistent with Covered Entity’s Sanctions policy, in the event it is
determined that a member of Covered Entity’s workforce has violated
Covered Entity’s HIPAA policies, make recommendations in conjunction
with the Security Officer to the Employer of the workforce member
concerning appropriate discipline of the workforce member.

g)

Coordinate with other Covered Entity programs to measure
effectiveness, performance and quality of the Covered Entity’s privacy
program.

h)

Coordinate with the Security Officer and Counties regarding the
mitigation of the effects of any unauthorized or otherwise inappropriate
release of health information.

i)

On a periodic basis, report the status of the privacy program to the
Governing Board in conjunction with the CEO as appropriate.

j)

Serve as a liaison with other entities, including the Iowa State Association
of Counties, with respect to HIPAA compliance.
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SAFEGUARDS POLICY
I.

POLICY

Covered Entity shall implement reasonable and appropriate administrative, technical and
physical safeguards to protect the privacy of PHI.
II.

PURPOSE

The purpose of this Policy is to ensure that Covered Entity complies with rules governing the
Use or Disclosure of PHI, and to ensure that Covered Entity workforce members are familiar
with the general rules.
III.

IV.

REFERENCES/CROSS-REFERENCES
45 C.F.R. §164.530(c)

PROCEDURE

Covered Entity’s protocol for safeguarding PHI takes into account Covered Entity’s computer
equipment and computer security options, physical layout, staffing level and Individual
population, in order to protect, to the greatest extent possible, any incidental uses and
disclosures of PHI that could occur. The protocol will be based on the following principles:
A.

General Rule. PHI may be used or disclosed only as allowed by the Privacy Rule,
regardless of whether that use or disclosure occurs in person, electronically or
through a workstation.

B.

Workstation. Covered Entity may use or disclose PHI by way of a workstation
only in a manner that reasonably safeguards the PHI from unintentional
disclosure to or use by anyone other than the intended user or recipient.
Reasonable safeguards may include:

C.

1)

Ensuring that workstations are not positioned in a manner that allows
others to easily view the workstation screen.

2)

Ensuring that workstations are equipped with password protection and
other reasonable security measures so that unauthorized persons cannot
access PHI on an unattended workstation or through Covered Entity’s
server or network; and

3)

Restricting access to the workstations to the designated Covered Entity
workforce who have a legitimate need to have such access.

Oral Communications. Covered Entity staff shall use reasonable safeguards to
protect Individual privacy during all interactions with Individuals or other
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Individuals, related to PHI. The safeguards Covered Entity staff use shall be
tailored to the particular facts and circumstances of each interaction, depending
on the physical layout of Covered Entity, the proximity to other Individuals in the
area, the content of the interaction with the Individual, and other conditions or
circumstances that may affect the privacy of Covered Entity workforce
interactions regarding PHI. It is the responsibility of each Covered Entity
workforce member to determine, in each circumstance, the reasonable
safeguards to employ in order to protect Individual privacy to the greatest extent
possible, while considering the potential effects on Individuals. Reasonable
safeguards may include:

D.

1)

Keeping voices low during all interactions regarding PHI so that others
cannot hear the conversation;

2)

Taking steps to ensure that discussions involving PHI are not overheard.
Persons will be trained on the following safeguards to protect oral
communications: (i) conducting conversations in a room with a door if
necessary, (ii) lowering speaking voice when discussing PHI, (iii) using the
handset of the telephone instead of the speakerphone, (iv) when
speaking to an Individual about PHI keeping a distance from surrounding
Individuals; and (v) being sure to Disclose only the minimum necessary
amount of PHI.

3)

Persons will verify that the person with whom he or she is speaking is the
actual Individual who is the subject of the PHI or the authorized
representative of such Individual (e.g., requesting social security number
or date of birth, or other identifying information).

4)

Restricting the type and amount of information left on an Individual’s
home or work voicemail or answering machine.

Disposal of PHI. PHI must not be discarded in unsecured trash bins, unsecured
bags or other publicly-accessible locations. Instead, all PHI, such as paper
records including PHI and labeled prescription bottles, shall be discarded in
secured trash receptacles or other non-publicly-accessible locations, or
shredded, burnt, pulped, or pulverized so that PHI is rendered essentially
unreadable, indecipherable, and otherwise cannot be reconstructed.
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SALE OF PHI POLICY
I.

POLICY

Covered Entity is committed to protecting the privacy and security of PHI and shall not, without
the Individual’s prior written authorization, exchange remuneration for an Individual’s PHI.
II.

PURPOSE

The purpose of this Policy is to ensure that Covered Entity workforce members are aware of the
prohibition on the sale of PHI without an authorization from the Individual.
III.

REFERENCE/CROSS-REFERENCE


IV.

45 C.F.R. §164.508(a)(4)
PROCEDURE
A.

General Rule. Except as set forth below, Covered Entity shall not directly or
indirectly receive payment in exchange for PHI of an Individual unless the
Individual provided to Covered Entity a valid authorization in accordance with 45
C.F.R. § 164.508 that specifically authorizes Covered Entity to exchange the PHI
for payment.

B.

Exceptions to Prohibition of Sale of PHI. Paragraph A above does not prohibit
payment in exchange for PHI in the following circumstances:
1)

The purpose of the exchange is for public health activities (as described in
45 C.F.R. § 164.512(b) or § 164.514(e)).

2)

The purpose of the exchange is for research (pursuant to 45 C.F.R.
§ 164.514(e) or § 164.512(i)) and the payment received is a reasonable
cost-based fee to cover costs of preparation and transmittal of the PHI
for such purpose.

3)

The purpose of the exchange is for the treatment of the Individual or for
payment purposes pursuant to 45 C.F.R. § 164.506(a).

4)

The purpose of the exchange is to facilitate the sale, transfer, merger, or
consolidation of all or part of Covered Entity, and due diligence related to
such activity.

5)

The purpose of the exchange is for activities that a Business Associate
undertakes on behalf of Covered Entity, and the payment is provided to
the Business Associate solely for the performance of those activities.
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6)

The purpose of the exchange is to provide an Individual with a copy of
the Individual’s PHI pursuant to 45 C.F.R. § 164.524 or § 164.528.

7)

The exchange is required by law as permitted under 45 C.F.R.
§ 164.512(a).

8)

The exchange is for any other purpose permitted by the Privacy Rule
when the only payment received is a reasonable, cost-based fee to cover
costs of preparation and transmittal of the PHI for such purpose or a fee
otherwise expressly permitted by law.
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SANCTIONS POLICY
I.

POLICY

Covered Entity has established and will apply appropriate sanctions against members of its
workforce, as well as other agents and contractors, who fail to comply with its HIPAA Privacy
and Security policies and procedures.
II.

PURPOSE

This Policy is designed to give guidance and ensure compliance with all applicable laws and
regulations related to sanctions for violating Covered Entity’s HIPAA Privacy and Security
policies and procedures.
III.

REFERENCE/CROSS-REFERENCE



IV.

45 C.F.R. §164.530(e)
45 C.F.R. §164.308(a)(1)(ii)(C)

PROCEDURE
A. General Rule Regarding Sanctions. All workforce members shall comply with the
written policies and procedures included in the Privacy and Security Manuals as
amended from time to time concerning Covered Entity’s PHI. Pursuant to the HIPAA
Confidentiality Addendum to the 28E Agreement between Covered Entity and its
member Counties, a violation of the HIPAA Privacy or Security Rules or Covered Entity’s
Privacy or Security policies shall result in an appropriate sanction by the appropriate
County against its employee consistent with County’s human resources policies and
procedures [and applicable collective bargaining agreements], consistent with Covered
Entity’s investigation and recommendations. The type and severity of the sanction
applied by County shall depend on whether the violation was intentional or
unintentional, whether the violation indicates a pattern or practice of improper access,
use or disclosure of health information, and similar factors. Sanctions could range from
verbal reprimand to termination.
Members of Covered Entity’s workforce should be aware that violations may result in
notification to law enforcement officials, Individuals whose PHI is inappropriately
accessed, acquired, used or disclosed, as well as to regulatory, accreditation, and/or
licensure organizations.
B. General Process for Responding to Possible Violations.
1)

Members of Covered Entity’s workforce are required to report any possible
Privacy or Security violation of Covered Entity’s PHI to Covered Entity’s Privacy
Officer or Security Officer.
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2)

Each County shall have an obligation to report to Covered Entity any possible
Privacy or Security Violation of Covered Entity’s PHI by one of its employees of
which it knows or has reason to know as soon as practicable.

3)

Whenever possible Privacy Violations arise, the Privacy Officer shall conduct an
investigation and determine whether a violation has occurred by a member of its
workforce; if a possible Security Violation arises, the Security Officer shall
conduct the investigation and make a determination whether a violation has
occurred. Where appropriate, the Privacy Officer and the Security Officer should
conduct a joint investigation.

4)

Covered Entity’s Privacy or Security Officer shall report to the Employer of the
member of Covered Entity’s workforce the results of any investigation
concerning the workforce member. In the event that it is determined there has
been a Privacy Violation or a Security Violation, the Privacy or Security Officer
shall make a recommendation to the Employer concerning appropriate
discipline. The Employer shall impose an appropriate sanction against Covered
Entity’s workforce member consistent with Employer’s human resources policies
and procedures and applicable collective bargaining agreements.

5)

In addition to any discipline imposed by County, for any Security or Privacy
violation, Covered Entity shall have the discretion to request that the member of
its workforce be replaced by another County employee if feasible.

6)

A record of the incident, investigation, and any discipline imposed by County
shall be maintained by the Privacy Officer or Security Officer as appropriate for a
period of six years.

C. Mitigation. The Covered Entity shall mitigate, to the extent practicable, any harmful
effect known to the Covered Entity of a Use or Disclosure of PHI in violation of its
policies and procedures by the Covered Entity workforce members or by its Business
Associates.
D. Examples of HIPAA Violations Which May Result in Sanctions









Accessing information that you do not need to know to do your job;
Sharing your computer access codes (user name & password)/ Using another
person’s computer access codes (user name & password);
Leaving your computer unattended while you are logged into a PHI program;
Sharing PHI with another employee without authorization;
Copying PHI without authorization;
Changing PHI without authorization;
Discussing confidential information in a public area or in an area where the public
could overhear the conversation;
Discussing confidential information with an unauthorized person;
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Failure to cooperate with the Covered Entity’s Privacy and/or Security Officer;
Any unauthorized use or disclosure of PHI;
Failure to comply with mitigation decisions;
Obtaining PHI under “false pretenses”; or
Using and/or disclosing PHI for commercial advantage, personal gain or malicious
harm.
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TRAINING POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individual health
information. Federal, state, and/or local laws and regulations have established standards with
which we must comply to ensure the security and confidentiality and use and disclosure of PHI.
Covered Entity also recognizes that Individual rights are a critical aspect of maintaining quality
care and service, and is committed to allowing Individuals to exercise their rights under HIPAA
and other applicable federal, state, and/or local laws and regulations.
II.

PURPOSE

The purpose of this Policy is to provide guidance to personnel as to the training requirements
imposed by the Privacy Rule.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.530(b)

PROCEDURE
A. General Requirement. All members of Covered Entity’s workforce will be trained, as
appropriate for their jobs, on Covered Entity’s Policies and Procedures regarding
Individuals’ PHI. These Policies pertain to the use and disclosure of, and access to
Individuals’ PHI. All workforce members shall comply with the written policies and
procedures included in the Privacy Program Manual, as amended from time to time, and
such compliance shall be a factor considered in each workforce member’s evaluation. In
addition, Covered Entity shall apply appropriate sanctions or discipline in compliance
with Covered Entity’s human resources policies and procedures (and applicable
collective bargaining agreements) against every provider of its workforce that fails to
comply with Covered Entity’s Privacy Policies and Procedures.
B. Timing. Training will occur within a reasonable period of time upon initial employment
or when the new workforce member joins the Covered Entity’s workforce, and
thereafter on a regular basis and as necessary to reflect any changes in the Privacy Rule
or changes in Covered Entity’s Policies and Procedures within a reasonable period of
time after the material change becomes effective.
C. Individual Rights. Workforce members shall undergo training regarding Individuals’ PHI
and use and disclosure of, and access to, their PHI and this training will include, where
appropriate, the following:
1)

allowing Individuals to file complaints concerning Covered Entity’s Policies and
Procedures required by HIPAA and its compliance with such Policies and
Procedures;
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2)

allowing Individuals to receive an appropriate Accounting of disclosures of their
PHI;

3)

allowing Individuals to access, inspect, and/or obtain a copy of their PHI
maintained in a Designated Record Set;

4)

denying a request from an Individual to access, inspect, and/or obtain a copy of
their PHI;

5)

providing an Individual with a written statement for the reason of a denial to
inspect and copy his/her PHI;

6)

allowing Individuals to request confidential communications of PHI;

7)

allowing Individuals to request restriction of the uses and disclosures of their
PHI;

8)

allowing Individuals to request an amendment or correction to their PHI that is
erroneous or incomplete;

9)

denying a request from an Individual to amend or correct to their PHI that is
erroneous or incomplete.

D. Privacy and Confidentiality. Training regarding the privacy and confidentiality of
Individual health information will include the following:
1)

uses and disclosure of PHI for treatment, payment, and health care operations;

2)

uses and disclosure of PHI pursuant to Individual Authorization;

3)

uses and disclosure of PHI pursuant to the Individual’s opportunity to agree or
disagree with the use or disclosure;

4)

uses and disclosure of PHI that do not require Individual Authorization, or
opportunity to agree or disagree;

5)

Individuals’ rights concerning their PHI;

6)

any other information as necessary for the respective providers of the workforce
to carry out their duties and responsibilities with respect to the proper use or
disclosure of PHI.

E. Use and Disclosure. Workforce member training regarding use and disclosure of PHI
will include the following:
1)

the process by which an Individual may request access to PHI;
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2)

the documents to be used for Individuals to request access to PHI;

3)

the process by which Covered Entity may request the use or disclosure of an
Individual’s PHI;

4)

the documents to be used for Covered Entity to solicit a request for an
Individual’s PHI;

5)

the right of an Individual to revoke an Authorization;

6)

the identification of defective Authorizations;

7)

the recognition of when Covered Entity may condition the provision to an
Individual of treatment, payment, enrollment, or eligibility for benefits on the
provision of obtaining an Authorization.

F.

Privacy Officer. Training will be conducted by the Privacy Officer, Security Officer or
designee.

G.

Execution of Workforce Member Confidentiality Agreement. The execution of a
Workforce Member confidentiality agreement is required as a condition of association
with the Covered Entity. All Covered Entity workforce members are to sign the
confidentiality agreement at the commencement of their relationship with the Covered
Entity if they come into contact with PHI. See Confidentiality Agreement attached
hereto.

H.

Documentation. All training shall be documented and retained in accordance with the
Record Retention Policy by Privacy Officer.
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VERIFICATION OF IDENTITY POLICY
I.

POLICY

Covered Entity is committed to ensuring the privacy and security of Individuals’ PHI. In the
normal course of business and operations, Covered Entity will receive requests to disclose PHI
for various purposes. To support our commitment to confidentiality, Covered Entity will ensure
that appropriate steps are taken to verify the identity and authority of Individuals and entities
requesting PHI, as required by HIPAA and other federal, state and/or local laws and regulations.
II.

PURPOSE

The purpose of this policy is to provide guidance and ensure compliance with provisions of the
Privacy Rule related to verifying the identity and authority of persons requesting disclosure of
PHI.
III.

REFERENCES/CROSS-REFERENCES


IV.

45 C.F.R. §164.514(h)

PROCEDURE
A. General Rule Regarding Use or Disclosure of PHI. In general, Covered Entity may not
use or disclose PHI, without an Individual’s prior Authorization, unless the use or
disclosure is for treatment, payment or health care operations purposes, or otherwise
expressly permitted under the Privacy Rule.
B. Exceptions to the General Rule. There are circumstances under which Covered Entity
may disclose PHI, without an Authorization, in response to requests from various
entities, including but not limited to public health authorities, law enforcement, courts
of law and administrative tribunals. In these situations, Covered Entity must verify the
identity and authority of the person or entity making the request if the identity or any
such authority of such person is not known to the Covered Entity.
C. Reasonable Reliance. If the Covered Entity conditions disclosure on particular
documentation for verification, the Covered Entity may rely, if such reliance is
reasonable under the circumstances, on documentation that, on its face, meets the
requirements. Verification may be satisfied by, for example, an administrative
subpoena or a written statement that demonstrates that the requirement has been
satisfied. However, the documentation must be signed and dated.
D. Procedures for Verification of Identity and Authority of Public Officials. In verifying the
identity and legal authority of a public official or a person acting on behalf of the public
official requesting disclosure of PHI:
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1)

Covered Entity personnel may rely on the following, if such reliance is reasonable
under the circumstances, when disclosing PHI:
a)
b)
c)
d)

e)

f)

2)

Documentation, statements, or representations that, on their face, meet
the applicable requirements for a disclosure of PHI;
Presentation of an agency identification badge, other official credentials,
or other proof of government status, if the request is made in person;
A written statement on appropriate government letterhead that the
person is acting under the government’s authority;
Other evidence or documentation from an agency, such as a contract for
services, a memorandum of understanding, or purchase order, that
establishes that the person is acting on behalf of a public official;
A written statement of the legal authority under which the information is
requested or, if a written statement would be impracticable, an oral
statement of such legal authority;
A request that is made pursuant to a warrant, subpoena, order, or other
legal process issued by a grand jury or a judicial or administrative tribunal
that is presumed to constitute a legal authority.

Whenever possible, a copy of the applicable identification and/or evidence of
legal authority should be made for retention in Covered Entity’s files.

E. Covered Entity personnel may rely on the exercise of professional judgment and follow
the requirements of applicable state law and other law, in consultation with legal
counsel, in making the following uses or disclosures of PHI:
1)

Use or disclosure to others for involvement in the Individual’s care or payment
for care; or

2)

Disclosure to avert a serious threat to health and safety.

3)

Prior to a disclosure being made under these circumstances, Covered Entity
personnel should contact the Privacy Officer and/or the Legal Department.
a)

b)

c)

Personnel will document the identity of the Individual, the authority
under which he or she is requesting information, the information
requested and the date of the request. This information will be
forwarded, along with the request, to the Privacy Officer.
Once it is determined that the use or disclosure is appropriate, Covered
Entity personnel with appropriate access clearance will access the
Individual’s PHI using proper procedures.
The requested PHI will be delivered in a secure and confidential manner,
such that the information cannot be accessed by workforce members or
other persons who do not have authorization to access that information.
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d)
e)

The Privacy Officer will appropriately document the request and delivery
of PHI.
If the identity and legal authority of an Individual or entity requesting PHI
cannot be verified, workforce members may not disclose the requested
information and will report the case to the Privacy Officer in a timely
manner.
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APPENDIX A
GLOSSARY
Act means the Social Security Act.
ANSI stands for the American National Standards Institute.
Business associate: means any entity or person who, on behalf of Covered Entity (but other
than in the capacity of a member of the Covered Entity’s workforce), creates, receives,
maintains, or transmits PHI for a function or activity regulated by HIPAA, including claims
processing or administration, data analysis, processing, or administration, utilization review,
quality assurance, Individual safety activities, billing, benefit management, practice
management, and repricing, or Uses PHI to provide legal, actuarial, accounting, consulting, data
aggregation, management, administrative, accreditation, or financial services to or for the
Covered Entity. It includes a health information organization, e-prescribing gateway or other
entity or person who provides data transmission services with respect to PHI and that requires
access on a routine basis to such PHI. It does not, however, include an officer, director, or
employee of Covered Entity. It includes a person that offers a personal health record on behalf
of the Covered Entity. It includes a subcontractor that creates, receives, maintains, or transmits
PHI on behalf of the business associate.
Common control exists if an entity has the power, directly or indirectly, significantly to
influence or direct the actions or policies of another entity.
Common ownership exists if an entity or entities possess an ownership or equity interest of 5
percent or more in another entity.
Compliance date means the date by which a covered entity must comply with a standard,
implementation specification, requirement, or modification adopted under this subchapter.
Contrary, when used to compare a provision of State law to a standard, requirement, or
implementation specification adopted under this subchapter, means:
(1) A covered entity or business associate would find it impossible to comply with
both the State and federal requirements; or
(2) The provision of State law stands as an obstacle to the accomplishment and
execution of the full purposes and objectives of part C of title XI of the Act, section 264
of Pub. L. 104-191, or sections 13400-13424 of Pub. L. 111-5, as applicable.
Correctional institution means any penal or correctional facility, jail, reformatory, detention
center, work farm, halfway house, or residential community program center operated by, or
under contract to, the United States, a State, a territory, a political subdivision of a State or
territory, or an Indian tribe, for the confinement or rehabilitation of persons charged with or
convicted of a criminal offense or other persons held in lawful custody. Other persons held in
lawful custody includes juvenile offenders adjudicated delinquent, aliens detained awaiting
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deportation, persons committed to mental institutions through the criminal justice system,
witnesses, or others awaiting charges or trial.
Covered entity means:
(1)
A health plan.
(2)
A health care clearinghouse.
(3)
A health care provider who transmits any health information in electronic form
in connection with a transaction covered by this subchapter.
Covered functions means those functions of a covered entity the performance of which makes
the entity a health plan, health care provider, or health care clearinghouse.
Data aggregation means, with respect to PHI created or received by a business associate in its
capacity as the business associate of a covered entity, the combining of such PHI by the
business associate with the PHI received by the business associate in its capacity as a business
associate of another covered entity, to permit data analyses that relate to the health care
operations of the respective covered entities.
De-identification of PHI. A covered entity may determine that health information is not
Individually identifiable health information only if:
(1) A person with appropriate knowledge of and experience with generally accepted
statistical and scientific principles and methods for rendering information not
Individually identifiable:
(i) Applying such principles and methods, determines that the risk is very small
that the information could be used, alone or in combination with other
reasonably available information, by an anticipated recipient to identify an
Individual who is a subject of the information; and
(ii) Documents the methods and results of the analysis that justify such
determination; or
(2)
(i) The following identifiers of the Individual or of relatives, employers, or
household members of the Individual, are removed:
(A) Names;
(B) All geographic subdivisions smaller than a State, including street address,
city, Covered Entity, precinct, zip code, and their equivalent geocodes, except for
the initial three digits of a zip code if, according to the current publicly available
data from the Bureau of the Census:
(1) The geographic unit formed by combining all zip codes with the same
three initial digits contains more than 20,000 people; and
(2) The initial three digits of a zip code for all such geographic units
containing 20,000 or fewer people is changed to 000.
(C) All elements of dates (except year) for dates directly related to an Individual,
including birth date, admission date, discharge date, date of death; and all ages
over 89 and all elements of dates (including year) indicative of such age, except
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that such ages and elements may be aggregated into a single category of age 90
or older;
(D) Telephone numbers;
(E) Fax numbers;
(F) Electronic mail addresses;
(G) Social security numbers;
(H) Medical record numbers;
(I) Health plan beneficiary numbers;
(J) Account numbers;
(K) Certificate/license numbers;
(L) Vehicle identifiers and serial numbers, including license plate numbers;
(M) Device identifiers and serial numbers;
(N) Web Universal Resource Locators (URLs);
(O) Internet Protocol (IP) address numbers;
(P) Biometric identifiers, including finger and voice prints;
(Q) Full face photographic images and any comparable images; and
(R) Any other unique identifying number, characteristic, or code, except as
permitted by paragraph (c) of this section; and
(ii) The covered entity does not have actual knowledge that the information could be
used alone or in combination with other information to identify an Individual who is a
subject of the information.
Designated record set refers to (1) the medical records and billing records about Individuals
maintained by or for Covered Entity, (2) the enrollment, payment, claims adjudication, and case
or medical management record systems maintained by or for a health plain; or (3) any item,
group, or collection of information that includes PHI and is used in whole or in part by or for
Covered Entity to make decisions about Individuals.
Direct treatment relationship means a treatment relationship between an Individual and a
health care provider that is not an indirect treatment relationship.
Disclosure means the release, transfer, provision of access to, or divulging in any other manner
of information outside the entity holding the information.
EIN stands for the employer identification number assigned by the Internal Revenue Service,
U.S. Department of the Treasury.
The EIN is the taxpayer identifying number of an Individual or other entity (whether or not an
employer) assigned under one or the following:
(1) 26 U.S.C. 6011(b), which is the portion of the Internal Revenue Code dealing with
identifying the taxpayer in tax returns and statements, or corresponding provisions of
prior law.
(2) 26 U.S.C. 6109, which is the portion of the Internal Revenue Code dealing with
identifying numbers in tax returns, statements, and other required documents.
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Employer is defined as it is in 26 U.S.C. 3401(d).
Family member means, with respect to an individual, a dependent (as defined in 45 CFR
144.103) of the individual, or any other person who is a first-degree, second-degree, thirddegree, or fourth-degree relative of the individual or of a dependent of the individual. This
includes relatives by affinity (such as by marriage or adoption) and relatives by less than full
consanguinity (such as half-siblings).
Group health plan (also see definition of health plan in this section) means an employee
welfare benefit plan (as defined in section 3(1) of the Employee Retirement Income and
Security Act of 1974 (ERISA), 29 U.S.C. 1002(1)), including insured and self-insured plans, to the
extent that the plan provides medical care (as defined in section 2791(a)(2) of the Public Health
Service Act (PHS Act), 42 U.S.C. 300gg-91(a)(2)), including items and services paid for as medical
care, to employees or their dependents directly or through insurance, reimbursement, or
otherwise, that:
(1) Has 50 or more participants (as defined in section 3(7) of ERISA, 29 U.S.C.
1002(7)); or
(2) Is administered by an entity other than the employer that established and
maintains the plan.
HCFA stands for Health Care Financing Administration within the Department of Health and
Human Services.
HHS stands for the Department of Health and Human Services.
Health care means care, services, or supplies related to the health of an Individual.
Health care includes, but is not limited to, the following:
(1) Preventive, diagnostic, therapeutic, rehabilitative, maintenance, or palliative
care, and counseling, service, assessment, or procedure with respect to the physical or
mental condition, or functional status, of an Individual or that affects the structure or
function of the body; and
(2) Sale or dispensing of a drug, device, equipment, or other item in accordance with
a prescription.
Health care clearinghouse means a public or private entity, including a billing service, repricing
company, community health management information system or community health
information system, and “value-added” networks and switches, that does either of the
following functions:
(1) Processes or facilitates the processing of health information received from
another entity in a nonstandard format or containing nonstandard data content into
standard data elements or a standard transaction.
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(2) Receives a standard transaction from another entity and processes or facilitates
the processing of health information into nonstandard format or nonstandard data
content for the receiving entity.
Health care component means a component or combination of components of a hybrid entity
designated by the hybrid entity in accordance with paragraph (c)(3)(iii) of this section.
Health care operations means any of the following activities of the covered entity to the extent
that the activities are related to covered functions:
(1) Conducting quality assessment and improvement activities, including outcomes
evaluation and development of clinical guidelines, provided that the obtaining of
generalizable knowledge is not the primary purpose of any studies resulting from such
activities; patient safety activities; population-based activities relating to improving
health or reducing health care costs, protocol development, case management and
care coordination, contacting of health care providers and Individuals with
information about treatment alternatives; and related functions that do not include
treatment;
(2) Reviewing the competence or qualifications of health care professionals,
evaluating practitioner and provider performance, health plan performance,
conducting training programs in which students, trainees, or practitioners in areas of
health care learn under supervision to practice or improve their skills as health care
providers, training of non-health care professionals, accreditation, certification,
licensing, or credentialing activities;
(3) Underwriting, enrollment, premium rating, and other activities relating to the
creation, renewal or replacement of a contract of health insurance or health benefits,
and ceding, securing, or placing a contract for reinsurance of risk relating to claims for
health care (including stop-loss insurance and excess of loss insurance), provided that
the requirements of § 164.514(g) are met, if applicable;
(4) Conducting or arranging for medical review, legal services, and auditing
functions, including fraud and abuse detection and compliance programs;
(5) Business planning and development, such as conducting cost-management and
planning-related analyses related to managing and operating the entity, including
formulary development and administration, development or improvement of methods
of payment or coverage policies; and
(6) Business management and general administrative activities of the entity,
including, but not limited to:
(i) Management activities relating to implementation of and compliance with the
requirements of this subchapter;
(ii) Customer service, including the provision of data analyses for policy holders,
plan sponsors, or other customers, provided that PHI is not disclosed to such
policy holder, plan sponsor, or customer.
(iii) Resolution of internal grievances;
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(iv) The sale, transfer, merger, or consolidation of all or part of the covered
entity with another covered entity, or an entity that following such activity will
become a covered entity and due diligence related to such activity; and
(v) Consistent with the applicable requirements of § 164.514, creating deidentified health information or a limited data set, and fundraising for the
benefit of the covered entity.
Health care provider means a provider of services (as defined in section 1861(u) of the Act, 42
U.S.C. 1395x(u)), a provider of medical or health services (as defined in section 1861(s) of the
Act, 42 U.S.C. 1395x(s)), and any other person or organization who furnishes, bills, or is paid for
health care in the normal course of business.
Health information means any information, whether oral or recorded in any form or medium,
that:
(1) Is created or received by a health care provider, health plan, public health
authority, employer, life insurer, school or university, or health care clearinghouse;
and
(2) Relates to the past, present, or future physical or mental health or condition of
an Individual; the provision of health care to an Individual; or the past, present, or
future payment for the provision of health care to an Individual.
Health insurance issuer (as defined in section 2791(b)(2) of the PHS Act, 42 U.S.C. 300gg91(b)(2) and used in the definition of health plan in this section) means an insurance company,
insurance service, or insurance organization (including an HMO) that is licensed to engage in
the business of insurance in a State and is subject to State law that regulates insurance. Such
term does not include a group health plan.
Health maintenance organization (HMO) (as defined in section 2791(b)(3) of the PHS Act, 42
U.S.C. 300gg-91(b)(3) and used in the definition of health plan in this section) means a federally
qualified HMO, an organization recognized as an HMO under State law, or a similar organization
regulated for solvency under State law in the same manner and to the same extent as such an
HMO.
Health oversight agency means an agency or authority of the United States, a State, a territory,
a political subdivision of a State or territory, or an Indian tribe, or a person or entity acting
under a grant of authority from or contract with such public agency, including the employees or
agents of such public agency or its contractors or persons or entities to whom it has granted
authority, that is authorized by law to oversee the health care system (whether public or
private) or government programs in which health information is necessary to determine
eligibility or compliance, or to enforce civil rights laws for which health information is relevant.
Health plan means an Individual or group plan that provides, or pays the cost of, medical care
(as defined in section 2791(a)(2) of the PHS Act, 42 U.S.C. 300gg-91(a)(2)).
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(1)

(2)

Health plan includes the following, singly or in combination:
(i) A group health plan, as defined in this section.
(ii) A health insurance issuer, as defined in this section.
(iii) An HMO, as defined in this section.
(iv) Part A or Part B of the Medicare program under title XVIII of the Act.
(v) The Medicaid program under title XIX of the Act, 42 U.S.C. 1396, et seq.
(vi) An issuer of a Medicare supplemental policy (as defined in section 1882(g)
(1) of the Act, 42 U.S.C. 1395ss(g)(1)).
(vii) An issuer of a long-term care policy, excluding a nursing home fixedindemnity policy.
(viii) An employee welfare benefit plan or any other arrangement that is
established or maintained for the purpose of offering or providing health
benefits to the employees of two or more employers.
(ix) The health care program for active military personnel under title 10 of the
United States Code.
(x) The veterans’ health care program under 38 U.S.C. chapter 17.
(xi) The Civilian Health and Medical Program of the Uniformed Services
(CHAMPUS) (as defined in 10 U.S.C. 1072(4)).
(xii) The Indian Health Service program under the Indian Health Care
Improvement Act, 25 U.S.C. 1601, et seq.
(xiii) The Federal Employees Health Benefits Program under 5 U.S.C. 8902,
et seq.
(xiv) An approved State child health plan under title XXI of the Act, providing
benefits for child health assistance that meet the requirements of section 2103
of the Act, 42 U.S.C. 1397, et seq.
(xv) The Medicare + Choice program under Part C of title XVIII of the Act, 42
U.S.C. 1395w-21 through 1395w-28.
(xvi) A high risk pool that is a mechanism established under State law to provide
health insurance coverage or comparable coverage to eligible Individuals.
(xvii) Any other Individual or group plan, or combination of Individual or group
plans, that provides or pays for the cost of medical care (as defined in
section 2791(a)(2) of the PHS Act, 42 U.S.C. 300gg-91(a)(2)).
Health plan excludes:
(i) Any policy, plan, or program to the extent that it provides, or pays for the cost
of, excepted benefits that are listed in section 2791(c)(1) of the PHS Act, 42
U.S.C. 300gg- 91(c)(1); and
(ii) A government-funded program (other than one listed in paragraph (1) (i)-(xvi)
of this definition):
(A) Whose principal purpose is other than providing, or paying the cost of,
health care; or
(B) Whose principal activity is:
(1) The direct provision of health care to persons; or
(2) The making of grants to fund the direct provision of health care to
persons.
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Hybrid entity means a single legal entity:
(1) That is a covered entity;
(2) Whose business activities include both covered and non-covered functions; and
(3) That designates health care components in accordance with paragraph 45 CFR
164.105(a)(2)(iii)(D).
Implementation specification means specific requirements or instructions for implementing a
standard.
Indirect treatment relationship means a relationship between an Individual and a health care
provider in which:
(1) the health care provider delivers health care to the Individual based on the
orders of another health care provider; and
(2) The health care provider typically provides services or products, or reports the
diagnosis or results associated with the health care, directly to another health care
provider, who provides the services or products or reports to the Individual.
Individual means the person who is the subject of PHI.
Individually identifiable health information is information that is a subset of health
information, including demographic information collected from an Individual, and:
(1) Is created or received by a health care provider, health plan, employer, or health
care clearinghouse; and
(2) Relates to the past, present, or future physical or mental health or condition of
an Individual; the provision of health care to an Individual; or the past, present, or
future payment for the provision of health care to an Individual; and
(i) That identifies the Individual; or
(ii) With respect to which there is a reasonable basis to believe the information
can be used to identify the Individual.
Inmate means a person incarcerated in or otherwise confined to a correctional institution.
Law enforcement official means an officer or employee of any agency or authority of the
United States, a State, a territory, a political subdivision of a State or territory, or an Indian
tribe, who is empowered by law to:
(1) Investigate or conduct an official inquiry into a potential violation of law; or
(2) Prosecute or otherwise conduct a criminal, civil, or administrative proceeding
arising from an alleged violation of law.
Limited data set: A limited data set is PHI that excludes the following direct identifiers of the
Individual or of relatives, employers, or household members of the Individual:
(i) Names;
(ii) Postal address information, other than town or city, State, and zip code;
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(iii) Telephone numbers;
(iv) Fax numbers;
(v) Electronic mail addresses;
(vi) Social security numbers;
(vii) Medical record numbers;
(viii) Health plan beneficiary numbers;
(ix) Account numbers;
(x) Certificate/license numbers;
(xi) Vehicle identifiers and serial numbers, including license plate numbers;
(xii) Device identifiers and serial numbers;
(xiii) Web Universal Resource Locators (URLs);
(xiv) Internet Protocol (IP) address numbers;
(xv) Biometric identifiers, including finger and voice prints; and
(xvi) Full face photographic images and any comparable images.
Marketing means to make a communication about a product or service that encourages
recipients of the communication to purchase or use the product or service. Marketing does not
include a communication made:
(i) To provide refill reminders or otherwise communicate about a drug or biologic that
is currently being prescribed for the Individual, only if any payment received in
exchange for making the communication is reasonably related to the cost of making
the communication.
(ii) For the following purposes, except where MH/DS of the East Central Region
receives payment in exchange for making the communication:
(A) For treatment of an Individual, including case management or care coordination
for the Individual, or to direct or recommend alternative treatments, therapies,
health care providers, or settings of care to the Individual;
(B) To describe a health-related product or service (or payment for such product or
service) that is provided by MH/DS of the East Central Region; or
(C) For case management or care coordination, contacting of Individuals with
information about treatment alternatives, and related functions to the extent these
activities do not fall within the definition of treatment.
Modify or modification refers to a change adopted by the Secretary, through regulation, to a
standard or an implementation specification.
More stringent means, in the context of a comparison of a provision of State law and a
standard, requirement, or implementation specification adopted under subpart E of 45 CFR
part 164, a State law that meets one or more of the following criteria:
(1) With respect to a use or disclosure, the law prohibits or restricts a use or
disclosure in circumstances under which such use or disclosure otherwise would be
permitted under this subchapter, except if the disclosure is:
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(i) Required by the Secretary in connection with determining whether a covered
entity is in compliance with this subchapter; or
(ii) To the Individual who is the subject of the Individually identifiable health
information.
(2) With respect to the rights of an Individual, who is the subject of the Individually
identifiable health information, regarding access to or amendment of Individually
identifiable health information, permits greater rights of access or amendment, as
applicable.
(3) With respect to information to be provided to an Individual who is the subject of
the Individually identifiable health information about a use, a disclosure, rights, and
remedies, provides the greater amount of information.
(4) With respect to the form, substance, or the need for express legal permission
from an Individual, who is the subject of the Individually identifiable health
information, for use or disclosure of Individually identifiable health information,
provides requirements that narrow the scope or duration, increase the privacy
protections afforded (such as by expanding the criteria for), or reduce the coercive
effect of the circumstances surrounding the express legal permission, as applicable.
(5) With respect to recordkeeping or requirements relating to accounting of
disclosures, provides for the retention or reporting of more detailed information or for
a longer duration.
(6) With respect to any other matter, provides greater privacy protection for the
Individual who is the subject of the Individually identifiable health information.
Organized health care arrangement means:
(1) A clinically integrated care setting in which Individuals typically receive health
care from more than one health care provider;
(2) An organized system of health care in which more than one covered entity
participates, and in which the participating covered entities:
(i) Hold themselves out to the public as participating in a joint arrangement; and
(ii) Participate in joint activities that include at least one of the following:
(A) Utilization review, in which health care decisions by participating covered
entities are reviewed by other participating covered entities or by a third
party on their behalf;
(B) Quality assessment and improvement activities, in which treatment
provided by participating covered entities is assessed by other participating
covered entities or by a third party on their behalf; or
(C) Payment activities, if the financial risk for delivering health care is shared,
in part or in whole, by participating covered entities through the joint
arrangement and if PHI created or received by a covered entity is reviewed
by other participating covered entities or by a third party on their behalf for
the purpose of administering the sharing of financial risk.
(3) A group health plan and a health insurance issuer or HMO with respect to such
group health plan, but only with respect to PHI created or received by such health
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insurance issuer or HMO that relates to Individuals who are or who have been
participants or beneficiaries in such group health plan;
(4) A group health plan and one or more other group health plans each of which are
maintained by the same plan sponsor; or
(5) The group health plans described in paragraph (4) of this definition and health
insurance issuers or HMOs with respect to such group health plans, but only with
respect to PHI created or received by such health insurance issuers or HMOs that
relates to Individuals who are or have been participants or beneficiaries in any of such
group health plans.
Payment means:
(1)

The activities undertaken by:
(i) A health plan to obtain premiums or to determine or fulfill its responsibility
for coverage and provision of benefits under the health plan; or
(ii) A health care provider or health plan to obtain or provide reimbursement for
the provision of health care; and
(2) The activities in paragraph (1) of this definition relate to the Individual to whom
health care is provided and include, but are not limited to:
(i) Determinations of eligibility or coverage (including coordination of benefits or
the determination of cost sharing amounts), and adjudication or subrogation of
health benefit claims;
(ii) Risk adjusting amounts due based on enrollee health status and demographic
characteristics;
(iii) Billing, claims management, collection activities, obtaining payment under a
contract for reinsurance (including stop-loss insurance and excess of loss
insurance), and related health care data processing;
(iv) Review of health care services with respect to medical necessity, coverage
under a health plan, appropriateness of care, or justification of charges;
(v) Utilization review activities, including precertification and preauthorization of
services, concurrent and retrospective review of services; and
(vi) Disclosure to consumer reporting agencies of any of the following PHI
relating to collection of premiums or reimbursement:
(A) Name and address;
(B) Date of birth;
(C) Social security number;
(D) Payment history;
(E) Account number; and
(F) Name and address of the health care provider and/or health plan.
Plan administration functions means administration functions performed by the plan sponsor
of a group health plan on behalf of the group health plan and excludes functions performed by
the plan sponsor in connection with any other benefit or benefit plan of the plan sponsor.
Plan sponsor is defined as defined at section 3(16) (B) of ERISA, 29 U.S.C. 1002(16) (B).
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PHI refers to any information, whether transmitted or maintained in electronic, written, oral, or
any other form or medium, that relates to the past, present, or future physical or mental health
or condition of an Individual; the provision of health care to an Individual; or the past, present
or future payment for the provision of health care to an Individual; and (i) identifies the
Individual, or (ii) with respect to which there is a reasonable basis to believe the information
can be used to identify the Individual.
Psychotherapy notes means notes recorded (in any medium) by a health care provider who is a
mental health professional documenting or analyzing the contents of conversation during a
private counseling session or a group, joint, or family counseling session and that are separated
from the rest of the Individual’s medical record. Psychotherapy notes excludes medication
prescription and monitoring, counseling session start and stop times, the modalities and
frequencies of treatment furnished, results of clinical tests, and any summary of the following
items: diagnosis, functional status, the treatment plan, symptoms, prognosis, and progress to
date.
Public health authority means an agency or authority of the United States, a State, a territory,
a political subdivision of a State or territory, or an Indian tribe, or a person or entity acting
under a grant of authority from or contract with such public agency, including the employees or
agents of such public agency or its contractors or persons or entities to whom it has granted
authority, that is responsible for public health matters as part of its official mandate.
Qualified protective order means, with respect to PHI requested under paragraph 45 CFR
164.512(e)(1)(ii) of this section, an order of a court or of an administrative tribunal or a
stipulation by the parties to the litigation or administrative proceeding that:
(1) Prohibits the parties from using or disclosing the PHI for any purpose other than
the litigation or proceeding for which such information was requested; and
(2) Requires the return to the covered entity or destruction of the PHI (including all
copies made) at the end of the litigation or proceeding.
Relates to the privacy of Individually identifiable health information means, with respect to a
State law, that the State law has the specific purpose of protecting the privacy of health
information or affects the privacy of health information in a direct, clear, and substantial way.
Required by law refers to a mandate contained in law, and enforceable by a court, that
compels Covered Entity to use or disclose PHI. This includes, but is not limited to, court orders
and court-ordered warrants; subpoenas issued by a court, grand jury, or administrative body
authorized to require the production of information; and civil or investigative demands.
Research means a systematic investigation, including research development, testing, and
evaluation, designed to develop or contribute to generalizable knowledge.
Secretary means the Secretary of Health and Human Services or any other officer or employee
of HHS to whom the authority involved has been delegated.
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Small health plan means a health plan with annual receipts of $5 million or less.
Standard means a rule, condition, or requirement:
(1)

(2)

Describing the following information for products, systems, services or practices:
(i) Classification of components;
(ii) Specification of materials, performance, or operations; or
(iii) Delineation of procedures; or
With respect to the privacy of Individually identifiable health information.

Standard setting organization (SSO) means an organization accredited by the American
National Standards Institute that develops and maintains standards for information
transactions or data elements, or any other standard that is necessary for, or will facilitate the
implementation of, this part.
State refers to one of the following:
(1) For a health plan established or regulated by Federal law, State has the meaning
set forth in the applicable section of the United States Code for such health plan.
(2) For all other purposes, State means any of the several States, the District of
Columbia, the Commonwealth of Puerto Rico, the Virgin Islands, – Guam, American
Samoa, and the Commonwealth of the Northern Mariana Islands.
State law means a constitution, statute, regulation, rule, common law, or other State action
having the force and effect of law.
Summary health information means information, that may be Individually identifiable health
information, and:
(1) That summarizes the claims history, claims expenses, or type of claims
experienced by Individuals for whom a plan sponsor has provided health benefits
under a group health plan; and
(2) From which the information described at § 164.514(b) (2) (i) has been deleted,
except that the geographic information described in § 164.514(b) (2) (i) (B) need only
be aggregated to the level of a five digit zip code.
Trading partner agreement means an agreement related to the exchange of information in
electronic transactions, whether the agreement is distinct or part of a larger agreement,
between each party to the agreement. (For example, a trading partner agreement may specify,
among other things, the duties and responsibilities of each party to the agreement in
conducting a standard transaction.)
Transaction means the transmission of information between two parties to carry out financial
or administrative activities related to health care. It includes the following types of information
transmissions:
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(1)
(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)
(10)
(11)

Health care claims or equivalent encounter information.
Health care payment and remittance advice.
Coordination of benefits.
Health care claim status.
Enrollment and disenrollment in a health plan.
Eligibility for a health plan.
Health plan premium payments.
Referral certification and authorization.
First report of injury.
Health claims attachments.
Health care electronic funds transfers (EFT) and remittance advice.

(12) Other transactions that the Secretary may prescribe by regulation.
Treatment means the provision, coordination, or management of health care and related
services by one or more health care providers, including the coordination or management of
health care by a health care provider with a third party; consultation between health care
providers relating to an Individual; or the referral of an Individual for health care from one
health care provider to another.
Use means, with respect to individually identifiable health information, the sharing,
employment, application, utilization, examination, or analysis of such information within an
entity that maintains such information.
Workforce means employees, volunteers, trainees, and other persons whose conduct, in the
performance of work for a covered entity, is under the direct control of such entity, whether or
not they are paid by the covered entity.
Workstation means an electronic computing device, for example, a laptop or desktop
computer, or any other device that performs similar functions, and electronic media stored in
its immediate environment.
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APPENDIX B
FORMS
Individual Request for PHI
This form constitutes an Individual’s request for PHI held by the Covered Entity. To obtain your
PHI this form must be filled out in its entirety.
Name: (First/Middle/Last)
Address: (Street/City/State/Zip code)
Date of Birth: (Month/Day/Year)
Social Security Number: __________________________ Date of Request:
I REQUEST THE COVERED ENTITY TO PROVIDE ME ACCESS TO THE FOLLOWING PHI ABOUT ME:
Mental Health Records
Medical Records
Billing Records
Other
I REQUEST ACCESS TO MY PHI FOR THE DATES COVERING THE FOLLOWING TIME PERIOD(S):
From: (Month/Day/Year) ____________________ to: (Month/Day/Year)
I WOULD LIKE TO OBTAIN THE REQUESTED PHI IN THE FOLLOWING FORMAT:
Electronic sent to the following address:
Hardcopy sent to the following address:
Other:
On-site inspection
I UNDERSTAND THE COVERED ENTITY MAY CHARGE A REASONABLE FEE FOR THE COSTS OF
COPYING, MAILING OR OTHER SUPPLIES ASSOCIATED WITH MY REQUEST.
Signature of Individual

Date

IN THE EVENT THIS REQUEST IS MADE BY THE INDIVIDUAL’S PERSONAL REPRESENTATIVE

Signature of Personal Representative

Date

Legal Authority of the Personal Representative
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NOTICE OF DECISION REGARDING INDIVIDUAL REQUEST FOR PHI
YOUR REQUEST TO ACCESS THE FOLLOWING PHI (PHI),
Mental Health Records
Medical Records
Billing Records
Other __________________________________________________________________
FOR PHI COVERING THE DATES OF: ____/____/_______ through ____/____/_______
IN THE FOLLOWING FORMAT:
Copies of requested information
(Cost $____.__)
Inspection of my health information at THE COVERED ENTITY.
HAS BEEN:
Accepted
[List procedure for receiving copies or a date to inspect the PHI at the facility here]
Denied
Reason for Denial:
You do not have a right to access the information nor to request a review of this
decision as it falls under the following category:
o Psychotherapy notes;
o PHI requested is related to civil, criminal, or administrative action;
o PHI requested is subject to or exempt from the Clinical Laboratory Improvements
Amendments of 1988 (CLIA);
o You are an inmate and the PHI requested could jeopardize the health, safety,
security, custody or rehabilitation of yourself or others;
o You have agreed to participate in research and have been notified that this
information is restricted while in the course of the research. You may access the
information upon completion of the research;
o The PHI requested is subject to the Privacy Act;
o The PHI requested was obtained from a third party (non-health care provider) under
condition of confidentiality.
Your request has been denied for the following reason: (Note: you may request
a review of this decision by following the appeal procedure outlined on this decision.)
o A licensed Health Care Professional has determined that the access requested is
likely to endanger the life or physical safety of yourself or others;
o The PHI requested makes reference to someone else and is likely to cause that
person serious harm;
o As a personal representative, it is believed that access to the requested PHI may
subject the Individual you represent to domestic violence, abuse or neglect or may
endanger their life or is not in the best interest of the Individual represented.
Other: _______________________________________________________________
Staff Signature: _________________________________ Date:
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Date Request Received: ___________________________
REQUEST FOR REVIEWS
You may have this decision reviewed by sending a written request to: Jan Heidemann,
Privacy Officer, at 203 1st Avenue, N.E., Waverly, Iowa 50677. The request must be received
within 10 working days from the above date. The review process is described below:
REVIEW PROCEDURE
The purpose of this section is to describe how the Covered Entity’s decisions can be reviewed.


If you disagree with this notice of decision, you may seek a review of the decision. Only
reviews initiated by you or your personal representative will be evaluated.



To request a review, you must send a written notice requesting a review within ten
(10) working days of receipt of your Notice of Decision. Send your request to Jan
Heidemann, Privacy Officer, at 203 1st Avenue, NE, Waverly, IA 50677.



Within ten (10) working days of the receipt of the written request for a review, the Covered
Entity shall send you a written notice informing you of the date, time and place that will
review will be conducted.



A written decision will be issued no later than ten (10) working days after the review
proceeding. A copy of that decision will be sent to you and your representative (if
applicable). A notice explaining the effect of the decision regarding access to your private
health information and your rights regarding any subsequent review will accompany the
decision.



The review proceeding shall be held privately. At any review, you have the right to be
present and have an attorney or other advocate accompany and represent you at your own
expense. If you cannot afford an attorney, you may contact Legal Services Corporation of
Iowa, the Iowa Volunteer Lawyer Project, or Disability Rights IOWA, for assistance.
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ACCOUNTING DISCLOSURE LOG
Individual Name: ________________________________
Individual Number: _____________________
Date
request
received

Person
making
request

Date of
Disclosure

Name and
Address of
Recipient of
PHI

Description of
PHI disclosed

Purpose of
Disclosure (or copy
of written request)

Name of
Staff
processing
request
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REQUEST FOR ACCOUNTING OF DISCLOSURES
Name: (First/Middle/Last)
Address: (Street/City/Sate/Zip code)
Date of Birth: __________________________ Social Security number:
Date of Request:
I REQUEST AN ACCOUNTING OF ALL DISCLOSURES FOR THE FOLLOWING TIME PERIOD: (note: the
maximum time period that can be requested is six years prior to the date of your request but not for time
periods prior to July 14, 2014):
From: (Month/Day/Year) ___________________ to: (Month/Day/Year)
I REQUEST THE ACCOUNTING BE SENT TO THE FOLLOWING ADDRESS:

I understand that there is no charge for the first accounting request in a 12-month period. For
subsequent requests in the same 12-month period, the charge is $__________.
I UNDERSTAND THE FOLLOWING: (check one)
_____ there is no fee for this request
_____ there is a fee for this request
I UNDERSTAND THE ACCOUNTING I HAVE REQUESTED WILL BE PROVIDED TO ME WITHIN 60 DAYS OF
THIS REQUEST UNLESS I AM NOTIFIED IN WRITING THAT AN EXTENSION OF UP TO 30 DAYS IS NEEDED.
Signature of Individual

Date

IN THE EVENT THIS REQUEST IS MADE BY THE INDIVIDUAL’S PERSONAL REPRESENTATIVE:
Signature of Personal Representative

Date

Legal Authority of the Personal Representative
For Covered Entity Use:
Date request received: ____________________ Date accounting sent:
Extension requested: ____ No ____ Yes - If yes, give reason:
_____ Individual notified in writing of extension
Name of Individual processing request:
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INDIVIDUAL’S REQUEST FOR AMENDMENT OF PHI
Name: (First/Middle/Last)
Address: (Street/City/Sate/Zip code)
Date of Birth: __________________________ Social Security number:
Date of Request:
Date of entry to be amended:
Type of entry to be amended:
Please explain how the entry is incorrect or incomplete. What should the entry say to be more accurate
or complete?
Would you like this amendment sent to anyone to whom we may have disclosed the information in the
past? If so, please specify the name and address of the organization or Individual.

I understand that the Covered Entity reserves the right to amend the PHI based on my request, and the
original entry(ies) in the record will not be altered. This request to amend will be made a part of my
permanent health care record.
Signature of Individual
Date
IN THE EVENT THIS REQUEST IS MADE BY THE INDIVIDUAL’S PERSONAL REPRESENTATIVE
Signature of Personal Representative

Date

Legal Authority of Personal Representative
For Covered Entity Use:
Date Received_______________ Accepted ______ Denied ______
If denied, check reason for denial:
_______PHI is accurate and complete
_______PHI was not created by the Covered Entity
_______PHI is not part of Individual’s designated record set
_______Pursuant to federal law PHI is not available to Individual for inspection (e.g., psychotherapy
notes)
_______ If denied, Individual was informed of denial in writing
_______ If accepted, Individual was informed of acceptance
Name/title of Individual processing this request:

________________________________________
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REQUEST FOR ALTERNATIVE MEANS OR LOCATION OF CONFIDENTIAL COMMUNICATIONS
Name: (First/Middle/Last)
Address: (Street/City/Sate/Zip code)
Date of Birth: __________________________ Social Security number:
Date of Request:
I REQUEST THE COVERED ENTITY TO COMMUNICATE CONFIDENTIAL INFORMATION TO ME IN THE
FOLLOWING MANNER:
Telephone communication at the following telephone number: _____________________
_____ Leave a message on an answering machine at this number
_____ do not leave a message on an answering machine at this number
Written communication to be mailed to the following address:
Other: _________________________________________________________________
I further understand that the Covered Entity may condition its acceptance of these conditions upon how
payment for services will be made or upon my providing an alternative address or other method of
contact.
Signature of Individual

Date

IN THE EVENT THIS REQUEST IS MADE BY THE INDIVIDUAL’S PERSONAL REPRESENTATIVE
Signature of Personal Representative

Date

Legal authority of Personal Representative
For Covered Entity Use:
_____ Accept request for alternative communication
_____ Reject request for alternative communication. Reason rejected: ____________________
Name/Title of Individual processing this request: _____________________________________
Date request processed:
_______
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AUTHORIZATION FOR DISCLOSURE OF PHI
Please complete this form in its entirety. This authorization is not valid and the Covered Entity will not
release your PHI unless the form is completed in its entirety. A copy of the signed authorization will be
provided to you.
THE FOLLOWING PERSON(S) OR ENTITY:
Name of Person(s) or Entity:
Address of Person(s) or Entity:
SHALL DISCLOSE THE FOLLOWING INFORMATION FROM THE HEALTH RECORDS OF:
Name: (First/Middle/Last)
Address: (Street/City/State/Zip code)
Birth date: (Month/Day/Year) _____________________Social Security #:
Telephone Number: (Home) _____________________________ (Work)
THIS INFORMATION SHALL BE DISCLOSED TO THE FOLLOWING PERSON(S) OR ENTITY:
Name of Person(s) or Entity:
Address of Person(s) or Entity:
THE INFORMATION DISCLOSED SHALL COVER HEALTH CARE FOR THE FOLLOWING PERIOD(S) OF TIME:
From: (month/date/year) _________________________To: (month/date/year)
From: (month/date/year) ________________________To: (month/date/year)
THE INFORMATION SHALL BE DISCLOSED FOR THE FOLLOWING PURPOSE(S):
(Not required if the disclosure is requested by the Individual)

THE FOLLOWING INFORMATION SHALL BE RELEASED:

I UNDERSTAND THAT THIS WILL INCLUDE INFORMATION RELATING TO: (Initial, if applicable)
_____ Acquired Immunodeficiency Syndrome (AIDS) and/or Human Immunodeficiency Virus (HIV).
_____ Behavioral/Mental Health service/psychiatric care. (Note: you have the right to inspect the
disclosed mental health information at any time)
_____ Treatment for alcohol and/or drug abuse.
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AFFIRMATION OF AUTHORIZATION:
I give the person(s) or entity named above permission to disclose only the information I have identified
on this authorization form to the person(s) or entity I have named and only for the purposes I have
identified. I understand: (Please initial after reading each statement)
This authorization is valid for one year from the date I sign unless revoked prior to that
date.
I may refuse to sign this authorization (A refusal to sign the authorization may affect
payment for or eligibility for benefits).
I may revoke this authorization in writing at any time. (A revocation of this authorization
may affect payment for or eligibility for benefits). This authorization cannot be revoked
to the extent that the Covered Entity has taken action in reliance on the authorization or
the authorization was a condition of obtaining insurance coverage.
I understand that this information may be re-disclosed by the person(s) or entity receiving
the information and no longer protected by 45 C.F.R. §164.508.
I may access my PHI by following the procedure outlined in the Notice of Privacy Practices.
Signature of the Individual

Date

IN THE EVENT THIS REQUEST IS MADE BY THE INDIVIDUAL’S PERSONAL REPRESENTATIVE
Signature of personal representative

Date

Legal authority of personal representative
The following statement pertains to any disclosure or redisclosure of substance abuse, alcohol or drug
treatment information, mental health information, or HIV/AIDS-related information:
This information has been disclosed to you from records protected by Federal confidentiality rules (42
CFR Part 2), or Iowa confidentiality rules (Iowa Code Chapter 228, Iowa Code Chapter 141A). The law
prohibits you from making any further disclosure of this information unless further disclosure is
expressly permitted by the written consent of the person to whom it pertains or as otherwise permitted
by Iowa Code Chapter 228, Iowa Code Chapter 141A or 42 CFR Part 2. A general authorization for the
release of medical or other information is NOT sufficient for this purpose. The Federal rules restrict any
use of the records protected by Federal confidentiality rules (42 CFR Part 2) to criminally investigate or
prosecute any alcohol or drug abuse patient.
A COPY OF THIS SIGNED AUTHORIZATION MUST BE GIVEN TO THE PATIENT OR PATIENT’S
REPRESENTATIVE. NOTE: PHOTOCOPY OF THIS SIGNED AUTHORIZATION SHALL BE AS EFFECTIVE AS THE
ORIGINAL.
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BREACH NOTIFICATION FLOWCHART

Potential breach incident
or event “discovered” 1

Is the PHI
unsecured? 2

No

Does the acquisition,
access, use or disclosure
violate the HIPAA
Privacy Rule?

Yes

No

Stop – Breach
notification is not
required

Yes

Yes

Do any of the three
exceptions apply? 3
Temporarily hold
off on breach
notification

No

Presume this is a
“Breach” unless the
CE/BA demonstrates
there is a low
probability the
PHI has been
compromised based
on a documented
risk assessment 4

Yes
Does the risk
assessment
demonstrate a low
probability that the
PHI has been
compromised?

Yes
No

Breach
Notification
Required

Is there a law
enforcement
delay?

No

If you are a BA, you
must notify the CE
of the “Breach”
without unreasonable
delay (and in no case
later than 60 days
after “discovery”)
and if you are a CE,
you must provide
breach notifications
without unreasonable
delay (and in no case
later than 60 days
after “discovery”) 5

Does the
breach involve
more than 500
individuals?

Yes

The CE shall provide notice
to the Secretary of HHS
contemporaneously with the
notice to the individual

Does the
breach involve
more than 500
residents of a state
or jurisdiction?

No
Stop

No
Yes
The CE must maintain a log of all
beach notifications and report all
such breaches to the Secretary of
HHS not later than 60 days after the
end of each calendar year

CE must also notify a prominent
media outlet in that state or
jurisdiction
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A “Breach” is the acquisition, access, use, or disclosure of PHI in a manner not permitted under HIPAA’s
Privacy Rule which compromises the security or privacy of the PHI. 45 CFR 164.402
A Breach is “discovered” on the first day on which the breach is known by the CE/BA, or, by exercising
reasonable diligence, would have been known. There is a 60-day clock from date of discovery to provide
notification. 45 CFR 164.404(a)(2) & (b)
1.
PHI is “unsecured” if it is not rendered unusable, unreadable, or indecipherable to unauthorized
persons through the use of technology or methodology specified by the Secretary. 45 CFR 164.402
2.

The three exceptions are:
(i)

Any unintentional acquisition, access, or use of PHI by a workforce member or person acting
under the authority of a CE or BA, if such acquisition, access, or use was made in good faith
and within the scope of authority and does not result in further use or disclosure in a manner
not permitted under the Privacy Rule.

(ii)

Any inadvertent disclosure by a person who is authorized to access PHI at a CE or BA to
another person authorized to access PHI at the same CE or BA, or OHCA in which the CE
participates, and the information received as a result of such disclosure is not further used or
disclosed in the manner not permitted under the Privacy Rule.

(iii)

A disclosure of PHI where a CE or BA has a good faith belief that an unauthorized person to
whom disclosure was made would not reasonably have been able to retain such information.
45 CFR 164.402

3.

The risk assessment must include at least an assessment of the following factors:
(i)

The nature and extent of the PHI involved, including the types of identifiers and the likelihood
of a re-identification;

(ii)

The unauthorized person who used the PHI or to whom the disclosure was made;

(iii)

Whether the PHI was actually acquired or viewed; and

(iv)

The extent to which the risk to the PHI has been mitigated. 45 CFR 164.402

4.
Each Individual whose PHI has been, or is reasonably believed by the CE to have been, accessed,
acquired, used, or disclosed must be notified:
(i)

By 1st class mail (or electronic mail if the Individual has agreed to electronic notice). If the
contact information is out-of-date or insufficient to provide written notice, the CE must
provide a substitute notice that is reasonably calculated to reach the Individual (If the CE has
insufficient contact information for less than 10 Individuals, the substitute notice may be by
mail, phone or other means. If the CE has insufficient contact information for more than 10
Individuals, the substitute notice shall be either by a conspicuous posting on the CE website
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for at least 90 days, or in major print or broadcast media in the geographic areas where the
Individuals likely reside).
(ii)

If notice must be sent urgently because of possible imminent misuse of unsecured PHI, the CE
may provide information by telephone or other means, as appropriate, in addition to written
notice.

(iii)

If the affected Individual is deceased, the CE must mail the notification by 1st class mail to the
mailing address of the next of kin or personal representative (unless the contact information
for the next of kin or personal representative is out-of-date or insufficient).

The Breach Notification must be written in plain language and must include the following information:
(i)

A brief description of what happened (including the date of the Breach and date of discovery,
if known);

(ii)

A description of the types of unsecured PHI involved in the Breach;

(iii)

Any steps Individuals should take to protect themselves from potential harm resulting from
the Breach;

(iv)

A brief description of the investigation, actions being taken to mitigate harm and protect
against future breaches; and

(v)

Contact procedure for more information.
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BREACH RISK ASSESSMENT TOOL
Instructions:
This form must be completed thoroughly, in good faith, and the conclusion reached must be reasonable.
For very simple incidents, this form may be completed by the Privacy Officer. If the incident is
complicated, at least three Individuals (e.g., Privacy Officer and Security Officer) should independently
complete this form, and meet to discuss their findings. Legal counsel should be consulted regarding
breach risk assessments.
******************************************************************************
Date/Description of Incident:
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
Factors to Consider:
1) What is the nature and extent of the PHI involved, including the types of identifiers and the
likelihood of re-identification?
a. HHS gave the following examples in the Final Rule: If you impermissibly disclosed a list of
Individual names, addresses, and hospital identification numbers, the PHI is obviously
identifiable, and a risk assessment would likely show more than a low probability the
information was compromised. Alternatively, if you disclosed a list of Individual discharge
dates and diagnoses, consider whether any of the Individuals could be identified based on
the specificity of the diagnosis, the size of the community served, or whether the
unauthorized recipient may have the ability to combine the information with other
available information to re-identify the Individuals.
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
2) Who is the unauthorized person who impermissibly used the PHI or to whom the impermissible
disclosure was made?
a. HHS gave the following examples in the Final Rule: If you disclose PHI to another HIPAAregulated entity, or a federal entity obligated to comply with the Privacy Act of 1974 or
Federal Information Security Management Act of 2002, there may be a lower probability
of compromise. However, if you disclose dates of health care service and diagnoses of
certain employees with their employer, the employer may be able to determine that the
information pertains to specific employees based on other information, such as dates of
absence from work, creating a greater risk of compromise.
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
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3) Have you investigated the impermissible use or disclosure to determine if the PHI was actually
acquired or viewed or, alternatively, if only the opportunity existed for the information to be
acquired or viewed? Please explain.
a. HHS gave the following examples in the Final Rule: If a laptop computer is stolen and
later recovered and a forensic analysis shows that the PHI on the computer was never
accessed, viewed, acquired, transferred, or otherwise compromised, you can determine
the PHI was not actually acquired, though the opportunity existed. However, if you
mailed information to the wrong Individual who opened the envelope and called you to
say she received the information in error, then she viewed and acquired the information
because she opened and read it.
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
4) What is the extent to which the risk to the PHI has been mitigated?
a. HHS gave the following examples in the Final Rule: If you misdirect a fax containing PHI to
the wrong physician practice, and upon receipt, the receiving physician calls you to say he
has received the fax in error and has destroyed it. HHS has said that though this scenario
does not fit into any of the statutory or regulatory exception, HHS believes notification
should not be required if you can demonstrate there is a low probability the data has
been compromised. The extent of mitigation may depend on the assurances of those
who received information in error. For example, you may be able to rely on the
assurances of a workforce member, affiliated entity, business associate, or another
covered entity that the entity or person destroyed the information it received in error,
while such assurances from other third parties may not be sufficient.
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
5) Are there any other factors relevant to your analysis of this incident? Please list such factors
below:
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
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Based on consideration of the above factors, can we conclude there is a very low probability of
compromise? (Please check yes or no).
Yes: Explain why:
No: Breach notification required.
******************************************************************************
Completed by: __________________________________
Title: _________________________________________
Date: _________________________________________

148

SAMPLE BREACH NOTIFICATION LETTER
[LETTERHEAD]
VIA First Class Mail
[Date]
[Address]
Re:

Breach Notification

Dear [Individual/Next-of-Kin/Personal Representative]:
[Provide brief description of what happened, including the date of the breach and the date it
was discovered] This letter is to notify you that on __________ [insert date of discovery] we
discovered that your PHI was improperly used or disclosed on or about __________ [insert date of
improper use/disclosure]. Specifically, we discovered that [describe what happened].
[Provide a description of the types of unsecured PHI that were involved, such as full name,
SSN, DOB, home address, account number, diagnosis, or other types of information] The following PHI
was involved in the breach: ___________.
[Provide a brief description of what you are doing to investigate the breach, to mitigate harm
to the Individual, and to protect against further breaches. For example, who was notified and
interviewed? What other steps are you taking to investigate the breach? Have you flagged the
Individual’s account or taken other measures to protect the Individual from further harm, such as
offering free credit monitoring for the Individual for a period of time? Were applicable staff members
or business associates notified/retrained? Were policies and procedures amended to reflect new
safeguards related to preventing other similar breaches? etc.]
[Describe any steps the Individual should take to protect him or herself from potential harm
resulting from the breach. For example, consider recommending that the Individual take steps to
monitor the Individual’s credit for a period of time.]
[Insert the contact procedures for Individuals to use if they have questions. This must include
at least one of the following methods of contact: a toll-free telephone number, an email address, a
web site, or a postal address.] If you have any questions or would like to talk to someone at ______
about this breach, please contact __________________ at ________________.
Sincerely,
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CONFIDENTIAL REPORT OF CONCERN [FOR MEMBERS OF WORKFORCE]
The purpose of this form is to report the facts pertaining to any known or suspected violation of the
Covered Entity’s privacy standards or the laws and regulations governing the Covered Entity. Although
we ask you to provide your name, it is not necessary for you to do so if you wish to make an anonymous
report. An anonymous report can be made by completing this form and mailing it to the Privacy Officer
at the Covered Entity. If you do not want to give your name, you may call the Privacy Officer within one
week of submitting this report to inquire about the outcome of the investigation.
If you wish to identify yourself in this report, the Covered Entity will make every effort to keep your
identity confidential, unless you give the Covered Entity permission to reveal it. Only the Privacy Officer,
and others designated by the Privacy Officer, will have access to your report. No disciplinary action or
retaliation will be taken against you for making a good faith report of a compliance violation.
Please include all the factual details of the suspected violation, however big or small, to ensure that the
Privacy Officer has all of the information necessary to conduct a thorough investigation. Please attach
additional pages as needed. The information that you provide should include names, dates, times,
places and a detailed description of the incident that led you to believe that a violation of the Covered
Entity’s privacy standards occurred. Please include a copy or a description of any documents that
support your concerns.
Date of this report:
Name of person making this report (optional):
Description of the violation(s):

Detailed description of the incident(s) resulting in the violation (include names, dates, times and places):
Name(s) of person(s) involved in the incident and an explanation of their role:

Name(s) of other person(s) having knowledge of the incident:
Department where the incident occurred:
Date(s) of the incident:
Explanation of how you became aware of the suspected violation:
Please attach or describe any documents that support your concern (include a description of the
documents, the identity of the persons who wrote the documents, the dates of the documents, and the
location of the documents).
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COMPLIANCE REPORT OF CONCERN INVESTIGATION
Date of reported concern:
Name of person who received the report:
Name of person who made the report (state “unknown” if the report was made anonymously):
Date(s) of investigation:
Name(s) of person(s) investigating:
Name(s) of person(s) interviewed:
Description of documents reviewed:
Findings:
Plan of correction:

Privacy Officer
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HEALTH PRIVACY COMPLAINT FORM [FOR CLIENT/PATIENT]
Today’s Date:
Your Name:
Your Address:

Your Telephone Number:(___) ____–___________
Your Date of Birth: _______________
Name of Entity you are complaining about: _______________
Please describe the acts or omissions that you believe to be a violation of your privacy rights under
privacy laws (attach additional sheets as necessary):

Date(s) that the above described acts or omissions occurred:
Please submit this complaint form to us at the following address:

Attn: Privacy Officer
Thank you for taking the time to provide us with this information. You also have the right to file your
complaint with the Secretary of the Department of Health and Human Services.

152

DATA USE AGREEMENT
This DATA USE AGREEMENT contract is between the __________________ (“Covered Entity”),
located ______________________________, and ____________________________ (“Recipient”)
located at ____________________________________.
RECITALS
This Data Use Agreement is intended to comply with the requirements of the federal Health Insurance
Portability and Accountability Act of 1996 and its implementing regulations (45 C.F.R Parts 160-164)
(“HIPAA”). Pursuant to HIPAA, Covered Entity and Recipient are required to enter into a data use
agreement to set forth the terms and conditions upon which Covered Entity will provide Recipient with
access to, and Recipient will use, for purposes of research, public health, and healthcare operations, the
Covered Entity’s limited data set(s) (the “Limited Data Set”); and
The Health Information Technology for Economic and Clinical Health Act (“HITECH”) was adopted as part
of the American Recovery and Reinvestment Act of 2009. HITECH imposes new requirements with
respect to privacy, security and breach notification and contemplates that such requirements be
implemented in data use and business associate agreements.
NOW, THEREFORE, for and in consideration of the foregoing and for other good and valuable
consideration, the receipt and sufficiency of which are hereby acknowledged, the parties agree as
follows:
I.

LIMITED DATA SET

The Covered Entity’s Limited Data Set contains only limited data set information as defined by HIPAA, 45
CFR 164.514(e)(2).
II.

USAGE GRANT

Covered Entity grants to the Recipient the use of the Limited Data Set as follows:
1)

The Recipient shall use the Limited Data Set, and any backup/archival copies of the
Limited Data Set, only for the purposes of research, public health, and healthcare
operations in accordance with 45 CFR 164.514(e)(3) and as set out in section III of this
contract.

2)

The Recipient may use the Limited Data Set for internal operations at the Recipient’s
places of business as permitted by this contract.

3)

The Recipient may make backup/archival copies of the Limited Data Set, but shall not
otherwise copy or transfer the Limited Data Set except as otherwise provided in this
Contract.

4)

The Recipient shall not license, rent, lease, or permanently transfer the Recipient’s rights
to the use the Limited Data Set to any other person except as otherwise provided in this
Contract.
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5)

The Recipient shall maintain the confidentiality of the patient information contained in
the Limited Data Set and shall not use or release data, directly or indirectly, either by act
or by omission, in a manner which would result in the violation of the confidentiality of
patient information. The Recipient shall ensure that any person using or receiving data
from the Recipient does not violate patient confidentiality. The Recipient agrees to the
following:
a)
b)

c)
d)

e)

f)
6)

III.

Recipient will not use or further disclose the Limited Data Set other than as
permitted by this Agreement, or as otherwise required by law;
Recipient will use appropriate administrative, physical and technical safeguards
that reasonably and appropriately protect the confidentiality and integrity of the
Limited Data Set to prevent the use or disclosure of the Limited Data Set other
than as provided for by this Agreement.
Recipient will document and keep these safeguards current and available for
inspection by Covered Entity upon request;
Recipient will report to Covered Entity any use or disclosure of the Limited Data
Set not provided for by this Agreement of which Recipient becomes aware within
ten (10) days of becoming aware of the unauthorized use or disclosure. The
report shall include (1) a description of all circumstances surrounding the
unauthorized use or disclosure; and (2) the information in the Limited Data set
that was used or disclosed in violation of this Agreement. Recipient shall
cooperate as requested by Covered Entity in order to ascertain any additional
facts that may be required to determine notification requirements;
Recipient will ensure that any agents, including a subrecipient, to whom it
provides the access to the Limited Data Set (if permitted by this agreement)
agrees to the same restrictions and conditions that apply to Recipient with respect
to the Limited Data Set;
Recipient will not attempt to identify the individuals whose information is
contained in the Limited Data Set or attempt to contact the individuals.

The Recipient shall not release from the Limited Data Set any grouping of data elements,
in a report or other compilation of data, in which there are cells with three (3) or fewer
records, unless the report or data compilation includes an asterisk or blank in a cell
indicating that the case count is below the threshold for cell suppression. This shall not
apply to the rule as of raw data by the Recipient provided that patient confidentiality is
maintained by the person receiving the raw data.

RECIPIENT’S PURPOSE

The Recipient requests the data elements attached in Addendum A to be used consistent with
paragraph II, 1. for the following exclusive purpose (s): [Insert Purposes]. The Recipient’s request is
limited to the minimum necessary data to accomplish the intended purpose of the request.
IV.

ITEMS PROVIDED BY Covered Entity
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Upon execution of this agreement and the payment of the fees specified in section V. of this
Contract, Covered Entity shall provide the Recipient with a copy of the Limited Data Set in computerreadable form.
V.

ITEMS PROVIDED BY RECIPIENT
In consideration for the use of the Limited Data Set, the Recipient agrees to pay _____________.

All fee amounts payable under this Contract are exclusive of any taxes or other assessments,
which are or may be due by reason of this Contract. The Recipient agrees to and shall pay any taxes or
other assessments, which are or may be due by reason of this Contract.
VI.

LIMITATIONS ON WARRANTIES

The Recipient accepts the Limited Data Set “As Is”, “With All Faults”, and without any warranties
or conditions, express or implied, including, but not limited to, warranties for merchantability or fitness
for a particular purpose or use.
Covered Entity is not responsible for the operation of the Limited Data Set, or any claim, loss, or
injury resulting from operation or use of the Limited Data Set by the Recipient, including those of
employees of the Recipient or third parties. The Recipient shall bear the entire risk and consequences of
operation or use of the Limited Data Set, and shall bear all risk as to the quality of the data which results
from that operation or use.
VII.

TERM and TERMINATION

The terms of this Agreement shall be effective upon the Effective Date and shall continue until
terminated by the parties in writing, or Covered Entity terminates the Agreement for a breach as
described in this Section. In the event Covered Entity becomes aware of a material breach of Recipient’s
obligations with respect to use and disclosure of the Limited Data Set, Covered Entity may (1) provide an
opportunity for Recipient to cure the breach or end the violation and terminate this Agreement in the
event Recipient does not cure the breach or end the violation within the time specified by Covered
Entity or (ii) immediately terminate this Agreement.
Upon termination of this Agreement for any reason, Recipient shall return or destroy all Limited
Data Set information received by Recipient. This provision shall also apply to information that is in the
possession of subRecipients or agents of Recipient. Recipient shall retain no copies of the information.
In the event that return or destruction of the information is not feasible, Recipient shall provide to
Covered Entity notification of the conditions that make return or destruction not feasible. In such case,
Recipient shall extend the protections required under this Agreement and limit further uses and
disclosures to those purposes that make the return or destruction not feasible, for as long as Recipient
maintains such information.
VIII.

DUTY TO DEFEND/INDEMNIFICATION

The Recipient shall defend Covered Entity against any claim, loss, or injury, including those of
employees of the Recipient or third parties, which result directly or indirectly from the Recipient’s
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operation of, or use or reliance upon, the Limited Data Set, including any use or disclosure that does not
comply with the restrictions of this Agreement. The Recipient shall indemnify Covered Entity against
payment of any damages suffered by the Recipient, employees of the Recipient, or third parties, which
arise directly or indirectly out of operation or use of, or reliance on, the Limited Data Set, whether or not
the damages were disclosed to or reasonably foreseen by Covered Entity.
In the event of an actual or threatened breach by Recipient of the permitted uses and disclosures
of the Limited Data Set information, Covered Entity shall be entitled to an injunction restraining and
enjoining Recipient from violating the requirements of this Agreement. Nothing in this Agreement shall
be construed as prohibiting Covered Entity from pursuing any other remedies available to Covered Entity
for such breach or threatened breach, including the recovery of damages from Recipient and no remedy
shall be considered exclusive. Recipient agrees to be responsible for and pay for any costs and expenses
incurred by Covered Entity, including court costs and reasonable attorneys’ fees, in the event that
Covered Entity is required to enforce its rights under this Agreement.
IX.

TRANSFERABILITY OF RIGHTS

Neither Covered Entity nor the Recipient may sell, transfer, assign, delegate, or subcontract any
rights or obligations conveyed under this contract without the prior, express written consent of the
other party. Any rights or obligations conveyed through a sale, transfer, assignment, delegation, or
subcontract under this section shall be subject to the terms and conditions of this contract and the
person purchasing, receiving, or assuming those rights or obligations shall be bound by the terms and
conditions of this Contract.
X.

CONTRACT MODIFICATION/SEVERABILITY
This Contract shall only be modified by the mutual written consent of the parties.

If any provision of this Contract is unlawful, void, or otherwise unenforceable, then that provision
shall be severable from this Contract and shall not affect the validity or enforceability of the remaining
provisions of this Contract.
XI.

APPLICABLE LAW
This contract shall be construed and enforced in accordance with the laws of the State of Iowa.

XII.

ENTIRE AGREEMENT

This Agreement contains the entire agreement between Covered Entity and the Recipient
regarding the Recipient’s rights to access the Limited Data Set.
Any previous understandings or
agreements between Covered Entity and the Recipient regarding rights in or usage of the Limited Data
Set, whether oral or written, are null and void as of the date of the signing of this contract.
XIII.

ACKNOWLEDGMENT

The parties acknowledge that they have read the forgoing rights and obligations specified this
Contract, and understand and agree to assume the rights and risks enumerated, including but not
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limited to all agreements to pay any fees or charges, disclaimers of warranty, limitations of liability,
patient confidentiality requirements, and restrictions on transferability.

Signature of Recipient

Title/Position

Company

Date

Covered Entity

Date
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MH/DS OF THE EAST CENTRAL REGION
PRIVACY PRACTICES NOTICE
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY. THE PRIVACY OF YOUR MEDICAL INFORMATION IS
IMPORTANT TO US.
Our Legal Duty
We are required by applicable federal and state law to
maintain the privacy of your protected health information.
We are also required to give you this notice about our
privacy practices, our legal duties, and your rights concerning
your protected health information. We must follow the
privacy practices that are described in this notice while it is in
effect. This notice takes effect July 1, 2014, and will remain in
effect until we replace it.
We reserve the right to change our privacy practices and the
terms of this notice at any time, provided such changes are
permitted by applicable law. We reserve the right to make
the changes in our privacy practices and the new terms of

our notice effective for all protected health information that
we maintain, including protected health information we
created or received before we made the changes. Before we
make a significant change in our privacy practices, we will
change this notice and send the new notice to our active
clients at the time of the change.
You may request a copy of our notice at any time. For more
information about our privacy practices, or for additional
copies of this notice, please contact us using the information
listed at the end of this notice.
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Uses and Disclosures of Protected Health Information
We use and disclose protected health information about you
for treatment, payment, and health care operations. For
example:
Treatment: We may use or disclose your protected health
information to a physician or other health care provider in
order to provide treatment to you.
Payment: We may use or disclose your protected health
information to pay claims from providers, hospitals, or for
other services delivered to you that are covered by MHDS of
the East Central Region, to determine your eligibility for
services, to coordinate your services, to issue explanations of
benefits and the like. We may disclose your information to a
health care or service provider subject to the federal Privacy
Rules so they can engage in billing/payment activity.
Operations: We may use and disclose your information in
connection with our operations. Our operations include:
 rating our risk;
 quality assessment and improvement activities;
 reviewing the competence or qualifications of mental
health/disability services professionals, evaluating
provider performance, conducting training programs,
accreditation, certification, licensing or credentialing
activities;
 medical review, legal services, and auditing, including
fraud and abuse detection and compliance;
 business planning and development; and
 business management and general administrative
activities, including management activities relating to
privacy, customer service, resolution of internal
grievances, and creating de-identified information or
a limited data set.
We may disclose your information to another entity which
has a relationship with you and is subject to the federal
Privacy Rules, for their operations relating to quality
assessment and improvement activities, reviewing the
competence or qualifications of health care and service
professionals, or detecting or preventing fraud and abuse.
To Your Family and Friends: We may disclose your
protected health information to a family member, friend or
other person to the extent necessary to help with your
services. We may use or disclose your name, location, and
general condition or death to notify, or assist in the
notification of (including identifying or locating), a person
involved in your care.
Before we disclose your protected health information to a
person involved in your care, services or payment for
services, we will provide you with an opportunity to object
to such uses or disclosures. If you are not present, or in the
event of your incapacity or an emergency, we will disclose

your protected health information based on our professional
judgment of whether the disclosure would be in your best
interest.
Disaster Relief: We may use or disclose your protected
health information to a public or private entity authorized by
law or by its charter to assist in disaster relief efforts.
On Your Authorization: You may give us written
authorization to use your protected health information or to
disclose to anyone for any purpose. If you give us an
authorization, you may revoke it in writing at any time. Your
revocation will not affect any use or disclosures permitted by
your authorization while it was in effect. To the extent that
we maintain or receive psychotherapy notes about you,
most disclosures of these notes require your authorization.
In addition, most uses and disclosures of protected health
information for marketing purposes and disclosures that
constitute a sale of protected health information, require
your authorization. Unless you give us a written
authorization, we will not use or disclose your protected
health information for any reason except those described in
this notice.
Public Benefit: We may use or disclose your protected
health information as authorized by law for the following
purposes deemed to be in the public interest or benefit:
 as required by law;
 for public health activities, including disease and vital
statistic reporting, child abuse reporting, FDA
oversight, and to employers regarding work-related
illness or injury;
 to report adult abuse, neglect, or domestic violence;
 to health oversight agencies;
 in response to court and administrative orders and
other lawful processes;
 to law enforcement officials pursuant to subpoenas
and other lawful processes, concerning crime victims,
suspicious deaths, crimes on our premises, reporting
crimes in emergencies, and for purposes of
identifying or locating a suspect or other person;
 to coroners, medical examiners, and funeral
directors;
 to organ procurement organizations;
 to avert a serious threat to health or safety;
 in connection with certain research activities;
 to the military and to federal officials for lawful
intelligence, counterintelligence, and national
security activities;
 to correctional institutions regarding inmates; and
 as authorized by state worker’s compensation laws.
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Individual Rights
Access: You have the right to look at or get copies of your
protected health information, with limited exceptions. You
may request that we provide copies in a format other than
photocopies. This may include an electronic copy in certain
circumstances. We will use the format you request unless we
cannot practicably do so. You must make a request in writing
to obtain access to your protected health information. You
may obtain a form to request access by using the contact
information listed at the end of this notice. You may also
request access by sending us a letter to the address at the
end of this notice. If you request copies, we will charge you
$0.25 for each page, $12.00 per hour for staff time to locate
and copy your protected health information, and postage if
you want the copies mailed to you. If you request an
alternative format, we will charge a cost-based fee for
providing your protected health information in that format. If
you prefer, we will prepare a summary or an explanation of
your protected health information for a fee. Contact us using
the information listed at the end of this notice for a full
explanation of our fee structure.
Restriction: You have the right to request that we place
additional restrictions on our use or disclosure of your
protected health information. We are not required to agree
to these additional restrictions, but if we do, we will abide by
our agreement (except in an emergency). Any agreement to
additional restrictions must be in writing and signed by a
person authorized to make such an agreement on our behalf.
We will not be bound unless our agreement is so
memorialized in writing.
Confidential Communication: You have the right to request
that we communicate with you about your protected health
information by alternative means or to alternative locations.
You must make your request in writing, and you must state
that the information could endanger you if it is not
communicated in confidence as you request. We must
accommodate your request if it is reasonable, specifies the
alternative means or locations and continues to allow us to
conduct normal business operations.

Disclosure Accounting: You have the right to receive a list of
instances in which we or our business associates disclosed
your protected health information for purposes other than
treatment, payment, health care operations, as authorized
by you, and for certain other activities, since April 14, 2003.
We will provide you with the date on which we made the
disclosure, the name of the person or entity to which we
disclosed your protected health information, a description of
the protected health information we disclosed, the reason
for the disclosure, and certain other information. If you
request this accounting more than once in a 12-month
period, we may charge you a reasonable, cost-based fee for
responding to these additional requests. Contact us using the
information listed at the end of this notice for a full
explanation of our fee structure.
Amendment: You have the right to request that we amend
your protected health information. Your request must be in
writing, and it must explain why the information should be
amended. We may deny your request if we did not create
the information you want amended and the originator
remains available or for certain other reasons. If we deny
your request, we will provide you a written explanation. You
may respond with a statement of disagreement to be
appended to the information you wanted amended. If we
accept your request to amend the information, we will make
reasonable efforts to inform others, including people you
name, of the amendment and to include the changes in any
future disclosures of that information.
Electronic Notice: If you receive this notice on our web site
or by electronic mail (e-mail), you are entitled to receive this
notice in written form. Please contact us using the
information listed at the end of this notice to obtain this
notice in written form.
Breach Notification: In the event of a breach of your
unsecured protected health information, we will provide you
notification of such a breach, as required by law.
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Questions and Complaints
If you want more information about our privacy practices or
have questions or concerns, please contact us using the
information listed at the end of this notice.
If you are concerned that we may have violated your privacy
rights or you disagree with a decision we made about access
to your protected health information or in response to a
request you made to amend or restrict the use or disclosure
of your protected health information or to have us
communicate with you by alternative means or at alternative
locations, you may complain to us using the contact

Contact Officer: Jan Heidemann
Telephone:
(319) 352-2993
Address:
Bremer County Annex
st
203 1 Avenue NE
Waverly, IA 50677

Email:
Fax:

information listed at the end of this notice. You also may
submit a written complaint to the U.S. Department of Health
and Human Services. We will provide you with the address to
file your complaint with the U.S. Department of Health and
Human Services upon request.
We support your right to the privacy of your protected health
information. We will not retaliate in any way if you choose to
file a complaint with us or with the U.S. Department of
Health and Human Services.

jheidemann@ecriowa.us
(319) 352-2997
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ACKNOWLEDGMENT OF RECEIPT OF NOTICE OF PRIVACY PRACTICE FOR HEALTH CARE PROVIDERS
I, ____________________________________, do hereby acknowledge receipt of a copy of the Notice of
Privacy Practice, Policy and Procedure.
Signature of Individual
Date
IN THE EVENT THIS NOTICE IS RECEIVED BY THE INDIVIDUAL’S PERSONAL REPRESENTATIVE
Signature of personal representative

Date

Legal authority of personal representative
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“GOOD FAITH EFFORT” TO GAIN ACKNOWLEDGMENT OF RECEIPT OF NOTICE OF PRIVACY PRACTICE
FOR HEALTH CARE PROVIDERS
This is an acknowledgement of a good faith effort in regards to the following client:
Client Name

ID #

A copy of the Notice of Privacy Practices has not been given to the Individual for the reason(s) stated
below:

A copy of the Notice of Privacy Practices has been given to the Individual but receipt was not obtained
for the reason(s) stated below:

Workforce Member Signature

Date
Certified Mail Return Receipt Attached
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WORKFORCE MEMBER CONFIDENTIALITY AGREEMENT
I, the undersigned, have received training on, and been afforded an opportunity to ask questions
regarding, the Covered Entity’s HIPAA Policies and a(n electronic) copy has been provided for me to
read. I agree to ask questions on any issues that are unclear to me or that I do not understand. In
consideration of my employment or association with the Covered Entity and as an integral part of the
terms and conditions of my employment or association, I hereby agree that I will not at any time, during
my employment or after my employment or association ends, access or use PHI, or reveal or disclose to
any persons within or outside the Covered Entity, any PHI except as may be required in the course of my
duties and responsibilities and in accordance with applicable local, state or federal laws governing
proper release of information.
I also understand that unauthorized use or disclosure of PHI will result in disciplinary action up to and
including termination of employment or association and the possible imposition of fines pursuant to
applicable state and federal laws.
Workforce Member’s signature

Date

__________________________________
Department
I have discussed the HIPAA privacy and security rules and policies and the consequences of a breach
with the above named.
Privacy Officer or designee

Date
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